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NIST - Al &&=tz =3 sHAl
(RMF Core)(2023. 1.)

@

Map Measure
Context is Identified risks
recognized and risks are assessed

related to context analyzed, or

are identified ﬁ% tracked

Govern

A culture of risk

rmanagement is

cultivated and
present

Manage
Risks are prioritized
and acted upon
based on a
projected impact

Artificial Intelligence Risk Management Framework (Al RMF 1.0)(2023. 1.)(U.S. Department of Commerce, NIST)
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EXAONE 3.0 7.8B Instruction Tuned Language Model

We mstroduce EXAONE 3.0 sswtruction-tuncd ke model, the st open model & the Gemily
of Lage Language Models (LLMs) developed by LG Al Roscach. Amoay differest mode] sizex,
we publicly selesse the 788 mstructica-tuned modd 10 promote open roscarch and ionovations.
ﬂmu.ln cxlessive cvaloaticas aorows 4 wide rage d’pcbln el in-barise h:nh-dn‘ EXAONE 10
red-wodd p 1eg capablity ars

other state-of-the-art open models of simake wze. Our vunpnn\c amslyais shos this EXAONE
3 eacch pueticubely in Kivesn, whik acticving oompellisg g perfoemance a e pereral toke smd
commples reawsary. Wath its strry oead-workd anad belingual poficiency, we hope that
EXAONE keeps contributing tu advascements in Expert Al O EXAONE 1.0 ssstruction-muncd
mode] s sviskisle 3t hetpa : //hugpiagface. co/LOAL - EXACSEEXACHE-S.0- 7 88- Instruce.

1 Introduction

EXAONE stands for EXpert Al for EveryONE. » vison that LG i commatiad 1o seslisag = onder 10 dessocradize
sceens 1o expertdevel e intelligonce capubilises. Our chjecive of Expert Al is twefold: 1o belp the pencral peblc:
shieve cxpent-devel compeioncy i varicus Sckls and 10 smeisd caperts in stuiring cven higher kovels of probiicncy
Thiis aligme with LG Al Rescunch s mssicn % islegrate sdvascad Al isto cverydey Be, muking expert ke kedye sl
capabalitios accomible 1o & beoader sudence.

i August 2024, LG hav amnounced the release of EXAONE 3.0 modeh with enbunced nd d
witk the Enlerprise Al Agent scrvice crablal by the model. EXAONE 3.0 modcls wall be wpplicd for commerczad
prarposes, maisly to LG afSiiics s partacrs s hefiee, bul dmuong them, the 7.8B minictica-taned model s mad:
;uhhh avslahle fie -Ihmu'. eoseanch pqu‘- l'hn releise site do sopport the broader Al community by

0 accee 10 & hagh apuape modcd g ienovalivn asd collaboration. Thas tocknacal
repurt covers the performasce of EXAONE 31)'s 7.5B lmlnnwn u..ﬁ roodel which o conpetitive = English sl
excellent in Koeean coagarad 1o other similas-saied recently-relonad Lluge Bapuage models (LM

2 Model Training

et this wecticns, we provade s overview of the moded traising process for EXAONE 310, which eacompuases sveral
crical wapes, inchaling the detwled schitectee dowgn, cfficient okemarzatioa for h-hq—d support, exmnidve pvt-
rainmg on 3 diverse datasct, snd advanced post-trsining lecha 1o enbance

sopn coaes the 1mode] s robesd perfcerance m real-world somanos snd adhcrencs w.mu...-;&‘x-.-m

21 Modd Architectere
I line with recent trends. EXAONE language moded is beoadd on the docodercaly amdormer architecture [39]. I

s comtext kength is 40096 fokern, and il wes Rotry Pudtion Embal&ngs (RoPE) [36] mnd Grouped Query
Attestion (GQA) 12). The mdc] snchiecture is sbown i detsl in Table |

"The cosplens Bt of athonn who contribated 1o fhis work caa be found i Sectam X 1

s

A=A
Bt
el A= Al
Mok At

HH %]

ZE
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arXiv:2404.01954v2 [cs.CL] 13 Apr2024

HyperCLOVA X Technical Report

NAVER Clond
HypesCLOVA X Team

Abstract

We manduce HyperCLOVA X, 3 fassaly of large langusge models (LLMs) tai-
Joeed 1o the Koeean linguuge snd coliuse, slong with competitive capabilities ia
English, mah, and coding. HyperCLOVA X was trmined on o balunced mix of
Koecus Englod, sad code data, followed by instrection-tuning with kigh-gualsy
Buman-annocned datssets while abiding by strict safety geidelioss reflecting our
Comunitmeant W responsbic AL The mukl 3% cvaluatad mross varsous hencunarks
schuding g 2 lodg Tacuality, coding.
wnath, chattisg, | i dk 1 and har in bodh Koresm and En-
glish. HyperCLOVA X exhibits sirong sessoning capabilities in Koeess hackad by
a deep understesding of tie Lioguage and uhml munxf me wtalysis of the
-Jm:ub-hwpnl tatiee and i w phlh e model’s
iency and stioag lization shily 1 11
-slnnlnrg suchine wssdation betwees sevend lasguage pairs and croons-| Iln[nul
lference tasks. We believe that HyperCLOVA X can peovide helplul gusdssce for
BRI OF countries in developing ey sovessign LEMs.

1 Introduction

The latest advances in large linguage models (LLMs) have been peimarily drives by objectives to
Emprove comprehession sad geaceation of English tear. This gave binth 10 s sy of powerful LLMs
at can proficiently hasdle Eaglish. dey reflect the sons and valoss of peodominastly English-
speaking sociees, specifically Noeth American cultures, which are extsemely ovesrepresented is
B pretrminng corpoes. Comsaguendy, these LEMs exhabic Kmitstons in thei Capucy I process
and usderstesd noo-English languages Eke Koreas, which emdodics distisctive coltueal sasces,
goopolitical situations, ] oher reghonal specificisies, as well as unigue linguistic andutes

T Tight o this coneext, we present HyperCLOVA X *, & Gamily of LLMs that includes HOX-L, the
st powerfol model, and HOX-S, o more Eghoweight shernative. Both models are tiloeed 10 the
Koeesn lsguistic s cultural framework and see capable of understanting and gesenging Englah,
amoeg several other langusges. The models wese initially presruined using an evesly Ssaribuied
wiveese of Koresn, English, and programming source code duta Subsequeatly, ihey underwent

Estruction sening, utilizing high-quality heo d e jom s preference damsets.

HyperCLOVA X's capabilities are shx 4 Brough o of
major benchmarks on k g, Mudm coding. mad, heting, sl
S llowing, as well as in both Korean and Esglish. Our Soroegh snalysis

seveals Bt HyperCLOVA X possesses compeshessive knowledge specific 10 the Korean lunguage
and culuere and delivess powerul Koreas reasoning capabilitics mpanlicled by my cxiing closed
and opes-souwce models, all while adhering 10 strict safety gui Funher ssalyse: haghdigh
HyperCLOVA X's comtpetitive edge @ its core competencies, perfoaming oa par with other proficieat
Enghdceatric LLMs.

"AF acces fur HyperCLOVA X & available # CLONA Stndin, 2 Hyperscale Al developesent ool opti-
mitsed finr benineases snd provided ves NAVER Clood Plaforn. The chat wrvice is avasbable s hitpe/ickrva-
waver comd
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« Prompt Engineering=2 €% ChatGPT &3: A&X AH3(2023)

o Yi Liu, Gelei Deng , Zhengzi Xu , Yuekang Li, Yaowen Zheng , Ying Zhang , Lida Zhao , Tianwei
Zhang , Kailong Wang , Yang Liu

o ChatGPT2l 22 CHt2 A0 BE(LLM)2 - HXHS YSHXT ZH=X M L HIHH 21f 2
HE N = M 7|k ot

= N3l e M 7tR| iy AT BES EAMYLLL (1) LMS 258 5 Qs LYot ZEZE 7Y
o & (2) LLM M2 22[5l= &2 ZEZEQ| aity, (3) 0|2t &2 ZEZE| O ChatGP
ol 3|=4.
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https://arxiv.org/html/2403.07865v4#bib.bib41
https://arxiv.org/html/2403.07865v4#bib.bib10
https://arxiv.org/html/2403.07865v4#bib.bib38

o A.Zou, Z. Wang, N. Carlini, M. Nasr, J. Zico Kolter, M. Fredrikson,
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Amb. Context Disamb. Context RealToxicPrompt KoLD

Model Accuracy (T)  Bias score | Accuracy (T Bias Score Toxicity (L) Toxic Count (L) | Ko Conti. (T) Toxicity (L) Texic Count (1)
Falcon 7B 0.0854 -06694 0.1417 -07817 Falcon 78 01342 00544 04758 0.1320 0.0170
Qwen1.5 7B-Chat 0&tie oot58 00173 01820 Quen'.5 7B-Chat 0.0550 0.0050 05520 01061 0.0036
SOLAR 10.7B 0.9167 0.0271 0.9350 -0.1650 SOLAR10.7B 0.0461 0.0020 0.0260 0.0887 00385
EEVE-Korean-v1.0 10.88 | 0.506" 00212 0oass  piss EEVE-Korean-v1010.88 |  0.0672 0.0080 0.9990 01156 0
KORani 138 — Py 00768 0.9235 KORani 138 0.1076 0.0260 1.0000 0.1329 0.0080
HOXS 05833 0.0424 0519 01784 HEX-5 0.0799 00140 1.0000 01631 0.0240
HCX-L 0.8537 0.0346 0.9665 -0.1849 HCX-L = pooad] 1.0000 01451 0.0050

Table 18: Social bias results of BBQ with accuracy and bias score in ambiguous (Amb.) and disambiguated (Disamb)) contexts respectively. Bias Table 17: Toxicity evaluation results of RealToxicPrompr (English) and KOLD (Korean). Toxicity is an averaged toxicity scores from Perpective AP,

scores of o indicate no model bias. When bias scores close to 1 indicate that models aligned to targeted bias, whereas -1 indicates against the bias. and Texic Count is the continuation rate with toxicity score of higher than 0.5, For KOLD, we repert Korean Continuation Rate, and Toxicity and

Toxic Count scores only for Korean continuations.
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EXAONE 3.0:M| A %0

" T O A ‘| O 7 |' > x x O Category Subcategory rase: Accuracy
I : _l o= X L— Ll . | Gender & Sexual orientation 295
Q % ¢ A LLM Al 7H Race & Ethnicity & Mationality 432
B Political Affiliation 720
ias
Region 415
Job 442
. .*%E|:J,°.'.E.§g - 25t i} 2|0 = 7Moo Miscellaneous 406
"é!-g-?_l' T = "67“ Gender & Sexual Orientation 389
- LEE AIoResearchE Afl DEol A I APH Ol A Race & Ethnicity & Nationality 749
sttt Al 2| & 012{8 L Ct EXAONE 3.0 7.8B » I
Icn)sfc)ruction 'I'uEned jf'o_l lEI'-,:é._'E S| 9f Hot Hate Political Affiliation 1,164
[ iy —
HI15H7| 2|5l Red Teaminég TZMAE HROH YE Region A99
S Q|5 EfAF O|O|E MEE AFESHY HIHE| RIS LT Job 452
O| i0jl S7HE BES MXHEO|X] On B e O lega legal 1125
%’T ?%I 7;1|—gc—)ofllf_ I:j-|c|_| $|Of"£:!:. n_rF 7H ﬁHO|r%! 23 |$|§0| Contentious 710
ZL|C 2l= HEC st 37071 Al &2|2 - .
A EH 1. T -l o TocL of [ Sensitiveness Ethical 960
t_érﬁ%ié'—’,‘—&lmafﬂ -Z'lel [[H_E_Oilu J-é‘,';l- éﬂl-% :“:HE Predictive 825
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Figure 2: The taxonomy of system access.
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o Al "7l Y Y EEIS Q8 M|0| TSI (2024) Company Commitment: Legal Safe Harbor

Commitment — We will not threaten or bring any legal action against anyone conducting good faith research who complies with the rules of

* S. Longpre, S. Kapoor, K. Klyman, A. Ramaswami, R. Bommasani, B.
Blili-Hamelin, Y. Huang, A. Skowron, Z.-X. Yong, S. Kotha, Y. Zeng,

engagement set out in our vulnerability disclosure policy. As long as you comply with our policy:

. . “  We will not make any claim under the DMCA, for circumventing technological measures to protect the services eligible under this policy.
W- Shl, X- Ya ng: R- SOUthen: A- RObey: P- Chao, D- Yang: R- Jla: D- #  We consider your security research to be "authorized" under the Computer Fraud and Abuse Act (and/or similar state laws).
Ka ng, .« e P, Henderson, %  We waive any restrictions in our applicable Terms of Use and Usage Policies that would prohibit your participation in this policy, but only for

the limited purpose of your madel research under this policy.
%  We will take steps to make known that you conducted good faith research if someone else brings legal action against you.

Company Commitment: Technical Safe Harbor

o
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L I_ = 7I‘x| 4L A= I I-‘ OI E — OI'I =T '—?II' — OI EI - '—?___E T o Commitment — We will make all reasonable efforts to not penalize user accounts engaged in good faith research into our systems, as long as
3 o HTE ZySIH AH=o| o HM HE 2 CIst A2
0|‘7‘I I—I‘ i ?‘ EJ.I‘E (=) 7“ OI‘ el #I (=) OI (=) xl EI 7'| I—I‘ =H™= E = = o= A= they comply with the rules of engagement set out in our vulnerability disclosure policy.
= o|s
TE1 T'I g!‘ LI E‘I‘- “  We shall not limit research on the basis that it may be against the interests of our company.
<  We shall offer a research access program that involves independent, transparent, and timely review into research proposals.
. ?EI = §| AI.E E ?II. o_|nI| k“ A EE:I_Eclll % I." _g_'é'l.xl II:I_I- 9-' _ﬁl_ |_| EI [H EAO'I ol < We shall offer a transparent appeals and review process if an account is restricted for alleged misuse (e.g. account suspension).
x‘" -6I-_ x_.l| OI _TI_ xl_g_ xl % OI FII"’—'T'-C.’-I'D:I 7| ?='.| 9_| {'l_l EI o E$E1 EEEI A°.| °| _=I|__;__|<_ L %  We shall reinstate researchers’ accounts in the event that of good faith research initiatives are found to have been penalized.
ol = 2l (o] A2 ol = Pk
ot7| W20l SR A HNAS CHAISH|off FHEELICE
= HiXl= EHZX gl =X o S E a3 10|l o
® ;‘-9- AIZH = xI' - HET X 7| = I—I-H o ?E x" o OI'-T'— O_.__I_._ JE Ei Scope of Research — Investigation into behavior of the Al system, including those disallowed by the acceptable usage policy.
S CiMs 2% x| Ei HE HEo o2 HE B3R 4% -
re . e - esearcher Responsibilities - All responsiblilities, such as those already encoded in a company’s Rules of Engagement for security researcl
SHL|C}. O| 2|3t M|Qte MM Al A|AEI0] CY3H QHF, 7401 MK H3 gl R her R bilities — Al N s Rules of £ f ‘ n
= . EI_ A‘-I_-'-I_ [=2=] — O L — =y - O x continue to apply. These responsibilities include, but are not limited to:
ﬂil g g ?‘E —r%l ?_I' -?— EI 2| E Il:_I'I—'|I 7g °='I 0'“ A'I Ll-%l‘gl:ﬁ, H‘ HE'IJ_I_I‘ ?_I ﬂ EI 4  In-scope: Test only in-scope systems and respect out-of-scope systems.
S7p =g ogg ofiAzix| 2d solal o ¥ AN > olgLT 2 ey e s o1 AT s e ot e
= ol ok A M X o] o|dH = sl S o|S iz a2k ) -
EI: OI E1 I—I- |__I _—.I_OI 0_9 = AI;I II_IEI E_ OHE °|'7| TI I—I. EI £ =" ol:‘— +  Harms to users and systems: Refrain from violating privacy, disrupting systems, destroying data, or harming user experience.
t‘l:,l'()l'l E'="X| 9—;: I| gl A|-2| E'_|1 = %;:?_I' ‘él 2 ?_I‘ 'ﬂ'ﬁl E.I'_T'_ I:I=| = LI El‘_ <  Privacy requirements: Do not intentionally access, modify, or use data belonging to others, including confidential data. If a vulnerability

exposes such data, stop testing, submit a report immediately, and delete all copies of the information.
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What Access Protections Do Al Companies Provide for Independent Safety Research?

Source: A Safe Harbor for Al Evaluation and Red Teaming

ANTHROP\C ® cohere Google Inflection 00 Meta 2;,\; Midjourney @ 0penAl
Company Practices Claude 2 Command Gemini Inflection-1 Llama 2 Midjourney vé6 GPT-4

Model Access How can researchers access the company’s foundation model?

Public API
Deep Access
Dedicated Researcher Access

Independent Access Review

O8O0
o)o) Jeo
[ Jojojey |
OO0O0O0O

Bug Bounty

Safe Harbor What types of research do companies legally protect, and are those protections determined at their sole discretion?

Security
Al Safety & Flaws

Not Sole Discretion

COCe 00000
O00| OO0OO0O0O

oS0 o000c0
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cpere

Policy Enforcement Transparency & Fairness Are the policies used to enforce the terms of use transparent and fair, providing violation justifications and appeals? xH _Cll_l XI_| _?_|__| . E E. 'c‘)'_l g_ XH _Cla_l xl Xl (LDE’[-% _Olr__l . E E_
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O : - - -
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Ground truth: Soap Nepal, 288 $/month

Azure: food, cheese, bread, cake, sandwich
Clarifai: food, wood, cooking, delicious, healthy
Google: food, dish, cuisine, comfort food, spam
Amazon: food, confectionary, sweets, burger
Watson: food, food product, turmeric, seasoning
Tencent: food, dish, matter, fast food, nutriment

https://openaccess.thecvf.com/cont
ent_CVPRW_2019/papers/cv4gc/de_
Vries_Does_Object_Recognition_Wo
rk_for_Everyone_CVPRW_2019_pape

Ground truth: Soap UK, 1890 $/month r.odf

Azure: toilet, design, art, sink

Clarifai: people, faucet, healthcare, lavatory, wash closet
Google: product, liquid, water, fluid, bathroom accessory
Amazon: sink, indoors, bottle, sink faucet

Watson: gas tank, storage tank, toilletry, dispenser, soap dispenser
Tencent: lotion, toiletry, soap dispenser, dispenser, after shave




HE 98 (4)

=
1}

0l0

4

ofl

Ol Al

all
=

1Lt Al

Ol AI=S

100
ey

LA
OF

T

N

0l

I_l__O

(O]

H
o0

I

il

<[

$ b CHE A O et

OFA
S oS

of Ct

J
[

=0
—

o)

R
o

N

=
=

BH

cC

dfLh o

0l0

<F
ofl
ol
OF




2. 25835 9
2.3. SHIFH afal(1)

o S Al HARUA AFF2] Z2=0[LEIJHE B0l A& NHEH2Z
] |

s 1 =HE F-ote BSAIWO0IME WE =&
o SHE JYZ2ZF Us BSAI0N0EEIIHE NHE

Ar2lDJF 210 U= M= Jrg = 8le A Olciloll thet Albiel 2

o HEBAIN ZZES Yot L, HSAIN UEHII=H & S

ASIIlE X 0lo TS Sl ZMots A2 It E
o SN EHA BHEAI= Jls Met2Z 2ol
AAl RIE 0] 2K ZCh= A0
= AMOI0IA S22 &




e 2L

2O AYEX AR O

9_1-0

2. 25835 9
2.3. SN a4l (2)

= Of

= RO JIJ
= Kwm 5

o) w o

N 9 -
Wy = 204
I L =
KF o ol ﬂ_All m
Ao = ™
Or DF 0l 0
Wrrge ol X
Ol 5 oF ~n
$=% oA
H_O __O._ I_bl O“O
00z = L0 o
rgS MY

< = Ko =<
Uy g
-1 < 0 o
_A_n — Luo O_D i Du_
= o 0 gr Rl O
- mm __oo - _IA
KO = o

= It N =5 =
7o W — I =

AU gy <L o
N W = K
o OF R0 - B0 VB =
03 = lofl =3 ol
= o 0w gy O O
5 Ul ol I =
o 0 0= B
HR e =0 R
oT W 5 S ol
= =005 M 00 =
< 203 < I
040 - o)
"o KLU 5

ol il
° o RO
O



=)
=)

AA

@

=AM 91810l HE &

=N

i

—

O

e 2a

= &)

O
(o

2. 25835 9
2.3. SN afal(3)

00 1oy

OM ..:N;

S i

K _._._o ._._l
S
i = 4 ™
0 )y o 010
80 7 -, 100 i

o3 ol

= 50 A
S — — ok
S NS 5
L._. ol RI %0 =
=S oy 00

OF 25w 5 o3 o

R g Tl o

Rogr N0k Ko Bw
WMOC._:IW_JH
L -
W ol g B0 3
mwﬂg%m
BT ol & — yr
N A U

!

O; Cn_ O._ 7 .AO

— D
S = ) = (00
@ﬁwM@oﬁ
g Ok = < Kok
=z g W g
N mogomoa._&
zr DF B0 % 0| RO
@l 0 l._._.mwﬁ
< NS
JI0
O mO
e




23. =
SR A
(=] 3(4): Z 1}

2. QXS YN

_A:%

”_u T,

_.m RO
B

N
5 K0 = w/%
YA :
Nﬂo_aod mdxa
TR < m
gmﬂm = =
m_c., A o) 0
aoa_E._ _E._QI
mgﬂ&:44
|:A+MﬁuH_xﬁ
mﬁHumxmo%
o__LoOFWAE|_J
=< Y m_n 5 El._ 7
99%-@9@
Ma oa;_ou_.o._
IP_.%RF__%
ﬂw_lxoj <
%Ao_;x_.ﬂm__mm
@E@Naﬁog%u
CEE RS-y
mw_:a%mo:i
o_ﬁaﬂo:@ =
EﬂnAdiE ar o =
M_______:Eo?emom
mmkma::_oaD
MOTD._Q_:WA%
am@&g-Na
o W_ < I mﬁ_ .Ar_w .
am_m__;m_.u_dw_h

@%@a;ﬂ
O O ¢ _n_Allo

AOOE._OO

o

o




3. A= FS




il
w
guxo
o
RT 1o
= H
R

3

7!

HEAI= 0l 82| At
== UH

00

of 1)

IAFZ & Ui

e

o
"o

10J

o

0lJ

gy 1

2t
OlLt & Atel Ol

o2t EEAIL HAIZ MO DIXl= S0l AT H L

==
=

AlJt

oll
OF
)l
<[l
Rl

—r

==

Ol
LHO

o
i

ESAE I AAE MO

=0}
O

=

J




o

il
w
guxo
o=
RT 1o
= H
R

3

100

100

{0

100

o)

o1

A0

et Al=dI0l &0l A

ofl

AMEABIE = Jt

0
ol
nO

1

|.

= AL

©)




KA AS

e K
HEAI A2 IOl & X O

3.2. X8 AIZ X

3

Ki
or
Y -
= K Ay
T0 n OF wo
= 2 T
s Al |
- ol —
> ol !
~N = Rl WO
oM Eﬂ o 100

— = Ol
A0 YT R
B 50 N W o3 3 WO
i3 o = Al K{ 0
M_CI _lll_ __A_n = - __A_ ,O_u
Al S of o Rl 5 =
- <0 W) = 06
F 7 = oy = -

KD L @0 —— ypy OF
H WIS < o
T.Ao W 5 X R0 O
w =) H 3l
g S oa o Jo
“HE @™ a0 R
ir =g <] < ol R MO
Ik < W0 Ky 5y o
gl = 30— X g
M 040 < i KH
~ 5 ¢ o oy <

e PR

— QO W <K <4 0y
"ol 035 mr R K

M

_lw_ O O A|m @)

o o




1 &0l

A
=

J|

8:'
(e

g

X

=

KA AS

. K

33.NEESFE 2 HELMAS

3

p ]




3. AR A
3.4. &3 A1)

o HEAINY UL ZEEL AB0| SOISHHA HEAI 2 HUX AR 25
o 52 OIOIEME, MU, HI0IE M& UWEATE & HIH M2 42 1%0 A 1.5%
m EU2%, 0l= 4%, &= 3%
o ZEUADIGIOIEAE Mo TQAHIKE M40 S S0+
n 202020l 20221 012 MR GIOIE ME &2 A0 ZEHO| AL 0l &t
® =HJIAHSEHCO2H=20] AN Sote 4 US

= YV ==]
o AlISERIHL A X=2 ML, 25, =cld A= Qe HI|0A &Y &4
o DU EHUEO ARSI S AEEY D W2 L0 IR A 2 AHIHE B




3. AR A
3.4. &34 & (2)

o FTEAIC & S0 et 2tk & 244
o S AlIoEAN 2 JIEtotEAIH 22d= MM
o M=z& W4 Ad Ji=d OFIIE A
o TFE UUA 2=0[ 013 = 26%% efad X2= JIH
m 12LAIERE ds0l et == Y8 4814 SOt




50

oF
5 <

G
o =
R A3
= HI
M M

S Xl c

ot 0]

CIIOTES Ol 21 2=

5t

<1

MU HPASHY Aa

CIOIE DB A 282 &&

O

= HO0l3 s M5 22X/ U0 Ars

O




O
—

_|

2

| —
—

P

)

)
)

A

=

=

= &2 dlolH

KA AS

. K

3.6. N &3 &oll(1)

3

Il 1o}
53 W
= KO ©
A0 -
J] s mwoh
< Kl N K
m_dm = 0o ot
E —_—
H_|__+a I © o
=g o] moﬁﬁ
Wz W AX
-— 1ol R0 o||.,M?
= o= W
S pHatMls
= 5 4k 28 e
HO 15 gy O © or O
SoM0om 0 W0 E
nAOlLl < 1O
OE._DH D._Ll
H_l_c_oLlu_l;u.__\_|@
- = AAot
ol 0 W &w o
= &S o] 1l
H0 __¢,TA 2 DY
__aﬁﬂmTAHH%
S ogror DK SO A
_ ,“&_:ﬂo:ﬁ_xgm
S ol m W55 ®E )
EE%%HQ%N
mA_D.AmMQIﬂm
=5 ol S 5 o o) S
leac_owgrﬂ_:@nm
= gr ULl G 5 o
Il = m__ ol oz R
moJy 2 B oo A o
2 R * T Tw o
R 00 = &SI
.ﬂﬂog%mag%
K
NO O o O




KA AS

o K
3.6. A& 2dH(2)

3

o[

B <D

100 ol
S|

Kl 4

K0 —
5

S 10

<0

1100 H

0 S w2
M D O %
ﬂ JJ /Al ©
oll H —~ ol
= K oo =y Of
< o Hb =
0 o NH o] T =
50 30 O O
o 4_ s
H = U ol [ 70
= = 00 0 ok
1 o] = Al Y &
o Z R A
Kl ool Dl ﬁ_zll_ < %0
K & X 1o ﬂe "
o) T8 <0 X
o X EF
3 TS

I ©° o) oF ©

o o







w0

SAI 220 AIAEO0 LHFEEL=Z O

EH
-

1

=<
o

ol

=z 0

X
),

i)

D= A

5t

d = QI2t0| 2 4

0l0

1]

Oa

0
1100

Dk

Kl
orJ

ul

oJ
Rl

—r

J

oll

s, At

A& O

=
S

o
=

otJl A

Oloiot HLE 2 H

=
=

Sk
S

Hl(safe by design)’ Xl




(3) BEAl= i HIAE & 2t E50lE = +otd S|Tothl H2
SHO (et =0t EMECZ Roligt ZUE e = US
(4) HEAI= IS 22 At

=)
AMAEO0 HAZ22 BHEE K 8A
It

o
.
iy
e
H
=
o
> =

(5) &M B=AIL ?e &

=<
A 8= AA0 E2RE

0
-~ (g
=
0%
1%
L 110
=
0x
Hr
ol
=
0x
0]
o

Al 2h el &

02




EH &2 =2 C| =
A=Al AIAE O] A
I=2te= 25
—

0.

e
no

FAIEE

=
0

ofl

SO He
HZAI O M E= &2 40|
MEld0l BOANKX

BEH =2
HEAIOOIEE Dl

©)




4. Wi A

d. ARl E W Ag 24(1)

HEAIL| F

O
—

=(race to the bottom)'Jt £ &

oy

K

TT

N

oJ
oll

4r

<J

T

O
o

10

Iof

10

i

OF

=
K]

.

oJ

il
29_

RN
4
[ Y

ISR

25t 2

HEAl A0

@)

l= A =D R E

SH

— X
— o

CC

= 7T Al

P

0

EE WektIbAl =

A

r

(2) e 2AIQ W2 A

L
-




4. WA 9

d. ARl E W A8 24(2)

/

o)

S UIOIH, 28 &, A2 E

©)

0
ol

e
"o

0.

o
K
=K

CIOIE KIS At

©)

JIJ
Te)

DH

e
[==)

210 D= O A

i
-

O, ArE = =80l

Ar= XE, K<, Ol LA Al

©)




g LICk

A

1

N0












@)

(Risk surface/exposure)

/&

O
22| 7 O

=

HE A= #

o
=)

[sx
=

= 2

?IE ot =27t

s
L

, BIt, 4

2 2182 #lash, 2UEY 9 Hof

7] 2

o

HH

J

2| 2} FAFSEX| B

o
=

. T

(safety engineering)

H 2 AlAE S| 012

T3

2|

off) ol = NIST @/

O



E
(o flgdet 7ls)e 4l s A =S dotstr| ffet #ix|ot3




Al ¢l ol o

H{ 2
o

- O O

HIEH © == ==
=

4ot Y

%
 —

515y 9|

30

0%

of &

H{ 2 Ad
0o o
A
=




1. 98 ma| ¥ ok @3t
1.2 98 22l

o 7IE TRIE Arelo] 9IE ma| TS WE Al HEstaE = AH =
o OFF W AIZA B3

g Fd a7t nF LIHEE dHol| Set A/A-0| oot =2 A= 5td]

m  °FM M| (Safety by Design) : AFZX| ot Z SA0| F= 2 gral . (of Al 22 1}

ALERLL| Mg arAlo|Lf AlZE X SH
m oMM EA  FH A M A[AHE! ZHe| Ql1tAHA[E Ofsl, A|AE =F2| ¢{& utet
m °|EEl 7=l oM (Safety of the Intended Function, SOTIF) & 28 1 A|AE|O]
O EI 2 &tse ARk ot siCtH=E SHE AX[H It M=
m TN Y o e E A7 DA 2 dAEHI ™S
oY 2 28 Al Be ?3 d9(HAo|L H2E FE)ol M
OF&| =7| ThAR




1
2 9E &

ﬁl Ll
L __OO

%0

i
)

Kl

O

o
r

Tor

[0
KA

—

0J

040
bl

RAZEM
B M2




Building block arguments for safety cases
o oMM Al (safety cases) bk s
o 7H [ I-X|'7|' | ?:l % A_! E:I SI'_T,_ —ol—-l ?:_ll Al L—l—El _CP_% @ Inability Al systems are not capable of causing a catastrophe in any realistic setting
E (] El o) |_|:|:| il él_ QI_ §_l_ _jEil % 'l_él 7 |_6|_E & Control Al systems are not capable of causing a catastrophe given control measures rc::v:/eear;‘):jl:%lr
x 7-| O'” Ol OH = t.': jé El E _{il‘%l EIDH:LI }?{ Trustworthiness Al systems behave desirably despite being able to cause substantial harm l
(C | al m eVI d e n Ce a rg m e t) % Deference Credible Al advisors assert that the Al systems are safe
o 12d XM =0 M 7|2to] MA S ol HZFHS
L9 M F0l A7 '__ of 2d% Sl £ X : https://arxiv.org/abs/240310462
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Safety Re(,i Cyberdefense Anom?.ly Transparency
Culture Teaming Detection
D B B [
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Figure 14: The Swiss cheese model shows how technical factors can improve organizational safety. Multiple
layers of defense compensate for each other’s individual weaknesses, leading to a low overall level of risk.

Z X : https://newsletter.safe.ai/p/aisn-28-center-for-ai-safety-2023



« Developers
« Model Date, Version & Type quantitative analysis if possible (privacy constraints)
« Datasets, Motivation, « Details of distribution over

« Training algorithms
« Resources, Citation, License Preprocessing factors
T J
- —

Intended Use

« Primary intended uses & users
« Out of scope use cases

o HBAINUXS B Y T2l HY e jifl

« Groups,
« Relev. Ht s & evaluation factor

1 I Fx ﬁ — Model Card - Title
I o Model Details @ Evaluation Data Training Data
+ Details on data used for + Same detail as evaluation data

Quantitative Analysis
Unitary & intersectional results

(o , R dations
« Concerns not already covered
« Usage information

« Limitations, risks, trade-offs

Al E X : https:/Mmww.trail-ml.com/blog/mI-model-cards
m 2o JIE: 2 A ZH 9| g&ll, 7} gl
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Metrics Ethical Considerations

I E I._:” 9 — I « Model performance measures « Bias, fairness, ethical
= — « Decision thresholds

« Variation approaches

considerations
« Mitigation efforts
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Traditional ML Superalignment Our Analogy

[=) =3 F &= ~ht) e A Human el
o =2t Jl=ot Zr=(Scalable oversight)
L — o
o CQIZIECIH S5 U= Al A|AEIZS LA
=gt Adelvtof et oA+ -
— — — —
O I:E-I S EI| S\)AI —_ Al A| ﬁ Eé! O | L_:I 6 E! 9} —_ Supervisor Student Supervisor Student Supervisor Student
ANAE g ZEsHE g
_ Figure 1: An illustration of our methodology. Traditional ML focuses on the setting where humans
O 0 |~& e E &II O|_| —/F Z,I_C— supervise models that are weaker than humans. For the ultimate superalignment problem, humans
will have to supervise models much smarter than them. We study an analogous problem today:

using weak models to supervise strong models.

=5 :
https:/medium.com/@prdeepak.babu/scalable-oversight
-in-ai-beyond-human-supervision-d258b50dbfc2
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AY
| How to “unlearn” a user’s data from an Al model? !
i p :

1 How to verify such “unlearning” as successful? '

1 o
O 1 How to defend attacks on “unlearning”? !

\

o MAl 23| (machine unlearning) o 23
5t o

https://Mww.researchgate.net/publica
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