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Real Time Bidding
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Why am | really seeing that ad? The answer might
be Real Time Bidding (RTB)
(ZCHOIH Al QIEILHA £, 2019. 5. 21.)
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How Real-Time Bidding broadcasts a person’s data

Step 1. Step 2.
A person loads a Supply Side Platform P |
webpage e (SSP) sends personal data

(RTB bid request) to one
or more Ad Exchanges

Ad Exchange
Step 3.
Ad Exchanges broadcast
Ad Exchange | the personal data (RTB

bid request) to many
Demand Side Platforms

(DSPs) T (osr )

Empty ad slot

Legend
~—* Not cbservable

< Observable

(osp J*{ ose J* T ose | [psp | 1)DSP | /[ ose |\ | DSF\] | psp ]\[DSP J7*{ psp J*[_pse

[(ose | IDSP}'[DSPl‘lDSF‘] (osp ]| (osp ] [(osp ] 'f_DSF'].-fUSP] ((bse ]

((osp J" [ ose | [ bsp ] [(osp ] [osp] [ose] [posp ] [osp] ((osp ] [ osp ] [ DSP ] I(E’fvllti:légiglé);
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"site": { Irish Council for
id": "1234", Civil Liberties
“name": "Awesome Example Site", |—— What this person is reading or watching
"domain": "examplesitedomain.com",
YD AALL B2 = MO|EQ| LIS

mobile": 1,
0,

",
id": "9876",

"“name": "Example Publisher, Inc.",
"domain": "examplepubdomain.com"

"a0af45c77890045deec100acb8443baff57¢c",
id": "fcdd 4

ID codes that help build long-term
profiles about this person’s activity

Female, born in 1990 018 xj4xoz EXY 4 Y= ID
0’4, 19904

“gender": "F"

}

,
“device": {

“type": 4

"ifa": "8846d6fa10008bceaaf322908dfcb221",
"ip": "1.2.3.4",

"ua": "...user agent string...",

Distinctive information about her device
that allow data brokers to reidentify her

"lat": 42.3601,

Her current GPS coordinates

"lon": 71.0581
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TRV PARTY TRACKING SERVERS FOR MEL:
1(2) O« https:fwww.forbes.com/
f ' UL wvw forteccom
AD 'L‘._—-—‘._-; ________ EY QATE WS20m
: e et SRR e st TIME: 245 BN PCT
;' Sioca ': DOUBLECLICKNET DOUBLECLICK.NET PROFILE
SERVER
| 1
| 1
| 1
| I NI wiww S rts. com
| AD |_..___..__.’ ________ » DATE WIS/201
| 1 TiME: 245 PM PCT
| |
| 1 AMAZON ADSYSTEMCOM AMAZONADSYSTEM PROFILE
| ] SERVER
B st 8
po————o
| 1
| ] URL wwew f orbas com
| AD '._._.._...-..._.’ ________ » DATE VIS0
— l ' TIME: 245 PM Y
1
ADVERTISING.COM ADVERTISING. COM PROFILE
MEL'S BROWSING SESSION SERVER

“Behind the One-Way Mirror: A Deep Dive Into the Technology of Corporate Surveillance(EFF, 2019)”
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Open Bidding partners

Below are a selection of exchanges configured for Open Bidding along with their supported serving environments
and capabilities *

rir

Display support
Desktop web Mobile web Mobile app Native

Yield partner i0S/Android Interstitial
Ad Generation
AerServ
Fluct
Improve Digital
Index Exchange
Media net
MobFox
OpenX
PubMatic
Rhythmane
Rubicon Project
shareThrough
Smaato

Smart Adserver

Sonobi
Sovm
SpotX
TripleLift

Verizon Media

4,698 : 72201 0| =01 &AlI2 ZBOH0OINA E2
=2

Q0000000000000 000000
Q0003000000 000000000
Q0000000000 000000000
Q000000000 00000000000
000000000000 000000000

YieldOne

= 02§ 2 B AF & . i open :
= <) Some exchanges participate in Open Bidding, but have requested not to be listed in this table.
= = J5 - —/ |_I-
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‘It is time to target online advertising'
Read latest blogpost by #EDPS @W _Wiewiorowski on
online advertising and the impact on #dataprotection

and society europa.eu/!DJBRQH
“O|X| 22t0l =
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Ban
Surveillance

Advertising
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i} Like me on Facebook

: MI3Xt f7|, F

Saved Cookies

| Al
5 74

=
o

Vivaldi currently stores 153 cookie entries from 68 domains.

[ .api-v3.tinypass.com
[3 .pixabay.com
[Z3 pixabay.com
s [ .ojrg.net
[ .7eer.net

pixel.quaniserve.com/pixel/p-7JZADCGEmMFkvS.gif

This is a tracking pixel

[ .shutterstock.com

E www.shutterstock.com
¥ shutterstock.7eer.net
[ .leaderapps.co

~J en.panoptykon.org

Q www.quantcast.com

D www.quantcast.com

SDK(Software Development

Kit, AT EQH LY I E)

o OHNIA AT 2M =X gtl mépj_
EI-I

 MIBAHZ HIOIEI S
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Figure G.1: Deterministic linking of different identifiers via another identifier (email).

Cross Device

Log onto video
service as:
user@domain.com

/

Log onto shopping
site as:
user@domain.com

Log onto news site
as:

user@domain.com

"-‘_ |DFA=gpoml 2d5a7 Device ld=038573421 ;-’
cookie=dgasrdsdfl ;
- \ mudS=cdZbicfieSfeedal14s mdS=cd2bicfesfeedallsg’
mdS=cd2bfcfeSfeadalldn | d101994d0a8TH 410199440987
1019944098 7 "

-

AdNet

Source: FTC (2017) Cross-device fracking: measurement and disclosures. Available here.

ID

M|

E3} E3} Cookie &7|3}
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( Flows.hvplot(title-"Generalized agar
clusters.hvplot(geo-True, color-"re:

ted trajectories’, ge
, size='n")

True, hover_cols=['weight'], line_uidth-'veight’, alpha

4 cole

GeobataFrane (od_matrix) .hvplot(titles"00 flous’, geo-True, tiles.'0si’, hover_cols=['n'], line width='n', alphas

frane_heigl
GeoDataFrane(atrix_nodes).hvplot(c="n", sizes'sym hover_cols=["cluster’, 'n’], geo-True, cmaps'RaYl

def plot_location_at_timestamp(traj, t, fig size=35e): 5 x
pos = traj.get_position_at(t)
loc - GeoDataFrame(pd.DataFrame([{'geenetry’: pos, 'id': traj.id}]), crs=traj.crs) :
return (loc.hvplot(geo=True, tiles='0SH', size=288, color='red', width-fig size, height-fig size) = Generalized aggregated trajectories

traj.hvplot(line width=1.0, color='black’, tiles=False, width=fig size, height=fig size))
[47]: ( plot_location ot_timestamp(ome_year, datetime(2018,9,1)) + ® -
plot_location at_timestamp(one year, datetime(2016,10,1)) +
plot_location_at_timestamp(one_year, datetime(2016,11,1)) )
[47]:
w
w0
60 50 4 604
7] “© .
50 504 504
] % "
B = b B oo
40 4 40 40
30 30 30 ] 100
20 J 2] 2]
& OpenSiresiitap cotribulors 1 & OpenSirzeihiap coniibutars © OpenSireeiiiap contabuiors . <
t t t T T T t t t T T T t t t T T T
0 10 20 30 40 50 0 10 20 30 40 50 0 10 20 30 40 50
x x x x x

https://user-images.githubusercontent.com/590385/89099729-a9f1da00-d3f1-11ea-91c2-904d477fdcb2.gif
15
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Mnemonic, “Review of communication from apps” https://www.forbrukerradet.no/out-of-control/
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80 B Tracking Context
[ Non-Tracking Context

v
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a- 50 E2§3] X 8 AIE= B2 3400, e B 1004
w40 2| MI3ALGIA CIOIE M
T 30 i
20
==
= 10 i
0 ;...imi-----m---- Online Tracking: A 1-million-site Measurement and
i (@]
05%-_,: & Q-P" \3\"‘ \ @ —y—bag?w E\";‘&“ﬁ% @ 04\. Analysis(Steven Englehardt 2/, 2016)
A ?§-Q$> -l“" 37
\R‘ (.z {J @ :;F'
4 N
N

17



o Hfel 2k ID(MAID) - ZHE s Al X}

DHIY 27 ID(MAID)= 2HIY ZX 0 ELE B2 X 2 e
;104023830061610030
e iOS J|J|0ll M= IDFA(Identifier for Advertisers) —
) Android jl jl 0“ A‘I = AAID(AndrOId Pé"ﬂ |D) IDFA (BEAF1TcaSulYABIAw
a7fe134e3cBe805d2672 I MFAg—
_ _ B 151146ab78411275¢36
DRotD HRE G728, 2 2t B(AHS X et 2R 210)0 oY “  AdID
Ol DEE &Udt= 2 AFIHAISE = U, gz
4 TR EE UEHY IS 2R 4S8 v o
HOlstel NS Sof YoM 222 ZHESAE 20T L o)) — -
NP NE=S
e MAIDE 2HIY JHQl 8t 2719 DI04, OHEHIZ M EH H Ol A ID2| ™ =(Mobile Identity guide for
ol AIE &= ZEe AET Marketers : a best practices primer for
o JIJI MM AZEXO0II NS0 & 20l EXAIZE ER 8IS, mobile & cross-device marketing(IAB)
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Building the identity graph

ed and where it comes from

What data'is collec

T

COOKIE-TO-COOKIE
LINKS

. .
CROSS DEVICE
& . [ e
‘SAME DEVICE
" = ® unxs
Collected by oo 08 *
Criteo
from clients’ and .
publishers
websites and
apps

Provided by
data partners
LiveRamp,
Oracle.
publishers

criteo

4 Source: “Identity Resolution & Criteo Shopper Graph”, Criteo

https://criteo.investorroom.com/download/July+2019 Criteo-Shopper-Graph.pdf [accessed

November 29, 2019]

DATA BROKERS HAVE EXTENSIVE PROFILE INFORMATION ON ENTIRE POPULATIONS

Examples of data on consumers provided by Acxiom and Oracle

The actual mumber
of purchasas made
with a Viea credit
card i the last 24

) ‘i codes”

maonths
v tancuntian hetory
Assimiation score
Az Cathalc
Gandor Retgion Jowish
Edutston Mustm

Emplayment

Arthrils

1 Political views

Health
intecusts Dabety:
Disatied

Rnlatansrg o

Numbee of ehbdren
Mool & tobacco interests
Purchases

w Casno gaming & l01tery intarests

es

<15 3 hwavy FAcREO0E vel
liknithood
i 20 ithancer
Py < socily WAuSNON
Netwerth ahms e formal banting
tlastcnabips

<hasno major
medical intirsnce

Progmrties owred

Detals about bankng Wedhood someone in &

Detaits 3bout .
@) ndinsurance paces Person's household is: ; D
S s i+ famd)
oreditgranted  pusnigte  paneingts  Wingtases  Type of home 2 gl
have abety  aptachas In Apr mobie home
s y pnsor

Acxiom provides of up 3,000 attributes and scores

o0 700 million people in the US, Eurepe. and other regions.

Nabisco Trissult crackars
Starbucks coff

o Bayer pain redef products sludent bens
Frozen sthne foods mortgsges
rednarcing
age Gy & lnstian movies
Denaor Interested in ar fer
Education
Occupation
Number and
ot chidren loery 8 swesoptakes
rcome
Debt ety
Net N\:l"‘ healthcara
R homeland securty
et eeragration
Intorosts i

" Purchases

Crmdt card helders
by beand and typs

schoos and Snancial aid

Mightts, notels. car rentats

aergy rebevers

Expecting parunts
S ants stomach issues
Z hesring msistarce
A vow morers. amarchad for haart failure

medical faciitio

miitary tuse names
abortion, legakizing erugs
of gay marriage

protests stokes. boycotts
or iots.

Oracle sorts people into thousands of categories

and provides > 30,000 attributes on 2 billion consumer profes

“Corporate Surveillance In Everyday Life”, Wolfie Christl

OtO|ZHIE|E| J2j = (Criteo, Acxiom, Oracle)
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Case 3:22-0w-04792 Document 1 Filed 0BM1%22 Page 1 of 69

Michael W. (SEN 1948357)

UNIT

MSTRICT COURT
NORTHERN DISTRICT OF CALIFORNIA

SAN FRANCISOO DIVISION

Michael Katz-Lacabe, Dr. Jennifer Galbeck | Case No. 3:22ov.04702
and Dr. Johnmy Ryar behalf of

themselves and all others smilarly sitsated,

CLASS ACTION
AND FOR JURY TRIAL

Plamiiffs,
V. DE

ORACLE AMERICA, INC_, a cooporation
arganized under the laws of the State of
Diclaware,

Diefendant.

HAHA CIOIE E2HO Qet2S(504 B2 ArSX 2 S A - ZHoH)oll Chet &

CLASS ACTION COMPLAINT

LAINT
T

Ty .
Oracle Data Cloud: 5 Billion Consumer profiles in Databas

Largest Consum

er Identity Graph in the World

5B«
1,500
200+ lar

¢ Target the ngl

* Optimize

Katz-Lacabe et al. v. Oracle America, Inc.

21


https://www.classaction.org/media/katz-lacabe-et-al-v-oracle-america-inc.pdf
https://www.classaction.org/media/katz-lacabe-et-al-v-oracle-america-inc.pdf
https://www.classaction.org/media/katz-lacabe-et-al-v-oracle-america-inc.pdf

Match key is mapped to IDs in

Oracle ID Graph (OIDG).
User logs in to your ID swap tag is fired and transmits your
Web site. hashed match key for user to BlueKai. "
¢l-- Begin Bluekal ID Swap Tag--> (Match Key) | BKUUID
¢img height="1" width="1" src="http://tags.
P bluekai., con/site/194612 ini ts18ide52YU74" /> 5z2YUTi 12345
¢l+- End BlueKal ID Swap Tag--» - =
. »x -
Offline
1D User
~ | (Match Key) | Atributes
- 52YUTi BK111=F

ORACLE | blekai

SYUTI BKIM1=F
User visits store and Offline data is I bl Match key is used to link user's
przmidum:d stored in CRM Offline file containing hashed offline attributes to IDs in OIDG.
information (PH). database or other  match key and users' offline

offline source. attributes is sent to BlueKai.

Katz-Lacabe et al. v. Oracle America, Inc.

Q@ct=22| ID Swap A : MG

-
My Taxonomy - e
fowe N Dtga M -~
1 Cam i .7
O Y
ot Pt » -
oo
‘-O-Yu =
Offline user attributes are mapped l'.' \
into private taxonomy in BlueKai DMP ==
via classification rules.
Offline data is onboarded
and ready for activation
within 24 hours.

22


https://www.classaction.org/media/katz-lacabe-et-al-v-oracle-america-inc.pdf
https://www.classaction.org/media/katz-lacabe-et-al-v-oracle-america-inc.pdf
https://www.classaction.org/media/katz-lacabe-et-al-v-oracle-america-inc.pdf

Oracle Identity Graph Unites All Interactions Across Various
Channels to Create One Addressable Consumer Profile

* Identify customers and
prospects everywhere

* Unify addressable identities
across all devices, screens

* Deliver a more relevant

customer experience

2 2+t2 ID Graph

0lo

ORACLE

One of the world's largest
1T companies

Experian

CROSSWISE Gompanies
identifies individuals scquired
across bimons of pes, SCREEE
phanes, tablets, and

DATALOGIX

BLUEKAI Social Data

Data management
platform and data
marketplace

FACEBOOK
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https://www.classaction.org/media/katz-lacabe-et-al-v-oracle-america-inc.pdf
https://www.classaction.org/media/katz-lacabe-et-al-v-oracle-america-inc.pdf
https://www.classaction.org/media/katz-lacabe-et-al-v-oracle-america-inc.pdf

ORACLE New Audience - Manage Report Analyze Apps Internal Panda Ul Redesign 5574)

_ Total Reach () Price (CPM) () Q -
Affluent Older Film mso n 5

1.248 §1.19
CATI ES ID souac@ g = Segment1 A Frequency (Last 30 days) W 4438 @
Film and Television
Q o 30730 | Oracle Bhuekai « Intarest » Ams and g + Film and T4 $1.19 4438
In-Market A o
o W Segment2 A, Frequency (Last 30 days) " 1298 &
Business (828)
: : Ages 50-64
Cllsiows Castgonns 32064 | Oracie Biuekal » Demographics » Age » Ages 50-68 $0.60 1148
~ @ pemographics OoR
v Age Ages 65 and Oider $0.60 583.35M

27002 | Oracle BiueKal » Demographcs « Age - Ages &5 and Ocer
Ages 18-20

> Ages 21-29 + New Segmenle

) Ages 30-39

Ages 40-49 @ Exclude ~ Frequency (Last 30 days) w0
’ . Ages 50-64
3 . Ages 65 and Older You haven't excluded any categories.
» Lifestages
> Gender

ga}gg _T,_D_'H EII OI E‘I EI'DH . E! t='.‘| 3._" gg Si%. Katz-Lacabe et al. v. Oracle America, Inc.
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