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Chairperson, National Human Rights Commission of Korea
EXePZE| [Career]
+ M233| AEAIR B4 * Prosecutor, Seoul District Prosecutors' Office
o MSXYHEH HA : * Prosecutor, Human Rights Division, Ministry of Justice
o HER HEA OIHD HAL « Chief Prosecutor, Daejeon Prosecutors' Office
o CHEX|LHES HARE « Chief Prosecutor, Gwangju High Prosecutors' Office
s FFNSUEH AR « Chief Prosecutor, Seoul High Prosecutors' Office
« MEUSHEY AMY « Justice, Constitutional Court
o SIHRHEA RfEH * Chairperson, Advisory Committee of the Corruption
o NABEIRHE| AL K2R S| Q% Investigation Office for High—-ranking Officials
« HEHOI(RS 32 D2HSA + Counselor, Hwawoo(Yoon&Yang) Law Firm
[EIEINEY [Education]
o MSUEt Ate|atettiet Ateletat £ + B.A. in Sociology, College of Social Science,
o MSCHS CHot Hofut MAtHY =2 , Seoul National University

* LLM, Seoul National University
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Opening Remark

Distinguished guests from home and abroad,

[ am Chang-ho Ahn, Chairperson of the National Human Rights Commission of Korea
(NHRCK).

It is my great honor to welcome you to the International Conference on “New Technologies
and Human Rights: Opportunities and Challenges of Artificial Intelligence,” co-organized by
the NHRCK, the Delegation of the European Union to the Republic of Korea, and the Asia

Pacific Forum of National Human Rights Institutions (APF).
I extend my sincere appreciation to those who have graciously joined us today:

Mr. Roland Honekamp, Deputy Head of Mission of the Delegation of the European Union
to the Republic of Korea,

Ms. Samar Haj Hassan, Chairperson of the APF, who has shared her congratulatory

message via video,

Professor Philip Alston, John Norton Pomeroy Professor of Law at New York University

School of Law, who will deliver today's keynote speech,

and all the distinguished experts from Korea and abroad who will serve as chairs and

speakers in our sessions.
Ladies and gentlemen,

We are living in a time when new technologies, particularly artificial intelligence, are
rapidly reshaping every aspect of our society. Al offers significant benefits across diverse
fields—including healthcare, education, the environment, and labor. At the same time,
it increasingly substitutes human judgment and exerts direct influence on our rights and

freedoms. These impacts, however, are not always positive.

6 AM7|&1} Q1H: Q1BX|52] 7122t =X _New Technology and Human Rights: Opportunities and Challenges of Artificial Intelligence



Biased algorithms reinforce discrimination. Data monopolies deepen inequality. Unchecked
automation threatens labor rights and job security. These are not merely technical challenges
but issues that strike at the heart of fundamental human rights, including the rights to life,

equality, and work.

The international community has begun to respond. Since the Human Rights Council first
adopted a resolution on “New Technologies and Human Rights” at its 41st session in 2019,
the resolution has been renewed, most recently for the fourth time at the 59th session in
2025. The European Union, in 2024, became the first to adopt comprehensive Al legislation.
That same year, Korea enacted its Framework Act on Al, establishing an institutional

foundation for transparency and the protection of human rights.

The NHRCK has also endeavored to contribute to these efforts. We issued the AI Human
Rights Guidelines in 2022, followed by the Al Human Rights Impact Assessment Tool in 2024,
and actively provided input throughout the legislative process on Al in Korea, striving to

ensure that technological development advances in harmony with human rights.

Nevertheless, the pace of technological innovation continues to outstrip the development

of laws and institutions.

It is therefore imperative that we use this conference to reflect together on the profound
changes brought about by Al and other new technologies-the risks and opportunities they

present-and the concrete measures required in response.

In this regard, today's keynote address and sessions are of great significance. Professor
Alston’s keynote will examine the links between technological development, inequality, and
human rights. The sessions that follow will consider international frameworks and national
responses, challenges related to discrimination and inequality, and approaches to human

rights impact assessment and governance.

These discussions will play an essential role in shaping the direction of human rights
protection in the age of new technologies, while also reinforcing international cooperation

and solidarity.
Distinguished guests,

I hope that today's discussion will serve as a turning point in strengthening our human

rights—based responses to technological advances. Technologies may evolve without pause,

I§8|At & ZAL_ Opening Remark & Welcome Remarks 7



but human rights remain our enduring standard. May this gathering be an opportunity to

reaffirm and fortify that standard.

It is my sincere wish that the wisdom shared here today will be translated into concrete

actions for the advancement of human rights.

Once again, [ warmly welcome you to this conference and express my deepest gratitude for

your participation.
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[Career]

Roland Honekamp started his assignment as Deputy Chief of Mission at the Delegation of the European Union in
Seoul in August 2025. He is an official with the External Action Service of the European Union (EEAS), which he joined
at its creation in 2011. Mr. Honekamp most recently served as Deputy Head of Division responsible for Japan, the
Korean Peninsula, Australia, New Zealand and the Pacific Islands in Brussels. In that capacity, he contributed to the
organization of bilateral Summits and leaders meetings with key partners; G7/G20/UN coordination; the negotiation of
the EU’s security and defence partnerships; and DPRK issues. Previously, he served as Head of Political Section at the
Delegation of the European Union to Japan in Tokyo, from 2019 to 2023. In Brussels, he has held various positions in
the departments responsible for Asia—Pacific and for Central Asia, as well as in economic policy making. From 2011 to
2015 he was posted to Russia, as counsellor at the Delegation of the European Union in Moscow.

Before joining the foreign service of the European Union in 2011, Mr. Honekamp was an official at the European
Commission in Brussels. Mr. Honekamp, a German national, holds a B.A. and M.A. from Balliol College, Oxford
University, UK, as well as an M.Sc. from the London School of Economics and Political Science (LSE), UK. He and his

wife Reka, an antitrust lawyer with the European Commission, have three teenage children.
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Chairperson, Asia Pacific Forum of National Human Rights Institutions
Chairperson, Jordan National Centre for Human Rights
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[Career]

Mrs. Haj Hassan specialized in international business and marketing from the American University of Switzerland. Her experience in the
field of human, social, and political development and human rights extends over 30 years. Mrs. Haj Hassan's experiences vary between
the public and private sectors, and in international and national frameworks. She has contributed primarily to the design and development
of strategic and operational plans for the family, youth, and women. In conjunction with the entry of the Hashemite Kingdom of Jordan
into its second centenary. Mrs. Haj Hassan contributed to the translation of her knowledge and practical experiences into her membership
of the Royal Committee for the Modernization of the Political System, where she was elected as Chairperson of the Committee on the
Empowerment of Women. Mrs. Haj Hassan served as an adviser to several national and international organizations, including UNIFEM,
Her Majesty Queen Rania Al-Abdullah's Office, USAID-Jordan, Vital Voices, ECODIT, UNICEF, Jordan River Foundation, Ministry of Social
Development, Ministry of Education, World Bank and UNFPA. Mrs. Haj Hassan is a strong advocate for women, youth, children, and the
welfare of the family in general. In 2009, she was appointed a member of the Social and Economic Council in Jordan, and since 2009
till present she joined as a member of the International Women Forum in Jordan. In October 2011, she was appointed as a member of
the upper senate in the Jordanian Parliament. Between 2014-2020, she was appointed as a Commissioner in the Independent Election
Commission. In 2020 she became a member of the Committee of Advisers of the European Centre for Electoral Support, and in October
2022 she was appointed a Chairperson of the National Center for Human Rights and her appointed was renewed in August 2023 as

Chairperson of the Board of Trustees for four years.
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Welcome Remark 2

Good morning,

It is a pleasure to speak with you today. My warm thanks to the National Human Rights

Commission of Korea and all of the co-sponsors who are hosting this conference.

Today the rapid and seismic shifts caused by Artificial Intelligence (AI) are presenting

opportunities and challenges for human rights that none of us have ever encountered before.

We know that Al has the potential to be enormously beneficial to humanity. It could
improve strategic foresight and forecasting, democratize access to knowledge, turbocharge
scientific progress, and increase capacity for processing vast amounts of information. While
Al can be a powerful tool for advancing human rights, particularly in areas like healthcare
and education, it also raises concerns about privacy, freedom of expression, and potential
biases that could lead to discrimination. Effective Al governance, including regulatory and
non-regulatory measures is, therefore, crucial to ensure Al technologies are developed and

deployed in a way that respects human rights.

For example, in terms of the opportunities of Al:

- Al can be used to monitor human rights violations, improve access to justice, and

enhance healthcare and education.

- Al can assist people with disabilities, provide access to information, and support

independent living.

- Al-powered tools can be used to monitor government actions, promote transparency, and
improve public services.

And in terms of the challenges of Al

- Al systems can perpetuate and amplify existing biases, leading to unfair or discriminatory

outcomes, particularly for marginalized groups.

- Al technologies like facial recognition and data analytics can be used for surveillance and

JH3|AL & ZAL Opening Remark & Welcome Remarks 13



monitoring, raising concerns about privacy and freedom of expression.

- Al-driven content moderation on social media platforms can inadvertently suppress

legitimate forms of expression or create echo chambers.

- Al can be used to generate deepfakes and other forms of disinformation, potentially

undermining public trust and democratic processes.

- Over-reliance on Al-informed decisions can lead to errors and undermine human

judgment.

To address the challenges and harness the opportunities, we need to:

- Implement regulations and frameworks that prioritize human rights in the development

and deployment of AL
- Ensure that Al systems are transparent, explainable, and accountable for their decisions.

- Engage with civil society, human rights groups, and marginalized communities in the

development of Al policies.

- Ensure that Al systems are developed by diverse teams and trained on diverse datasets to

mitigate bias.

- Foster a culture of ethical Al development that prioritizes human well-being and respects

human rights.

By addressing these challenges and seizing the opportunities, societies can harness the

power of Al to advance human rights and create a more just and equitable world.

With human rights principles firmly in place, I believe we can safely harness Al's incredible
opportunities and keep striving for creativity, innovation and the best that human beings can

deliver.

Thank you.
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[Career]

Philip Alston is John Norton Pomeroy Professor at New York University Law School. He was UN Special Rapporteur
on extreme poverty and human rights (2014-2020), UN Special Rapporteur on extrajudicial executions (2004-2010),
Chairperson, UN Committee on Economic, Social and Cultural Rights (1991-1998), Member of the Security Council
Commission of Inquiry on the Central African Republic (2014-2015), legal adviser to UNICEF in drafting the Convention
on the Rights of the Child (1986-1990), Independent Expert on reform of the UN human rights treaty body system
(1989-1997), and Special Advisor to the UN High Commissioner for Human Rights on the Millennium Development
Goals (2004-2007).

He is the author of International Human Rights, a comprehensive textbook available free online at https://

humanrightstextbook.org/
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1. Current place of human rights in Al
policies

Big Tech — the tunnel vision of Silicon Valley

China — Opinion of the State Council on the In-depth
Implementation of the 'Artificial Intelligence +' Action, 21 August
2025

United States — Winning the Race: America’s Al Action Plan, July
2025

European Union — The EU Al Act of 2024; Establishing an Al
governance system by 2 August 2026

The rest

2. Responses by the human rights
community

The UN Secretary-General — Global Digital Compact, 2024

The UN High Commissioner for Human Rights — Policy proposals,
Role of the Office

U.N. experts — Special procedures, Treaty bodies
Civil society — Leading INGOs

Overview of concerns and solutions
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3. Shortcomings in the responses

* Siloing and dispersion of efforts
* |nward rather than outward looking
* Path dependency in terms of techniques

* Reticence in monitoring

4. Ways forward

= Al is different — Business-as-usual won't work
* A broader normative framework
— Human dignity — the need for an umbrella concept

— Individual versus collective — Transcending normative
individualism

— Economic and social rights — The costs of marginalization

The right to development — Could it be useful in this context?

4 _ Keynote Speech 27



28

* Beyond ‘partnership’
— Realism about the UNGPs — The Working Group

* A structural approach
— Inequality, Fiscal policy

4. Ways forward (2)

on Business and Human Rights
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[Career]
Mr Kieren Fitzpatrick has degrees in social science, philosophy and law. He is the foundation Director of the Asia Pacific

Forum of National Human Rights Institutions.
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[Career]

Buhm-Suk BAEK is a Professor at Kyung Hee University Law School in Korea. His research focuses on International
Human Rights Law and Public International Law. He has published over 30 research papers and books, including
"Transnational Justice in Unified Korea” with Ruti Teitel. Currently, he serves as a member of the Advisory Committee
of the UN Human Rights Council and as a member of the Sentencing Commission of the Supreme Court of Korea. In
2021, as Rapporteur, he submitted the report "Possible impacts, opportunities and challenges of new and emerging
digital technologies with regard to the promotion and protection of human rights” (A/HRC/47/52) to the UN Human
Rights Council. He is currently preparing a report on the impact of artificial intelligence on good governance (A/
HRC/RES/57/5). He has served as an advisor to various government agencies including the National Human Rights
Commission of Korea, Ministry of Justice, Ministry of Unification, and Ministry of National Defense. He has also served
as a standing director of the Korean Society of International Law and research director of the Korean Association of
Human Rights Law. He received an LL.B. from Seoul National University, an M.A. in International Studies from Yonsei
University, and an LL.M. and J.S.D. from Cornell Law School. (205 words)
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[Career]

Professor Roberto V. Zicari is an affiliated professor at the Yrkeshogskolan Arcada, Helsinki, Finland, and an adjunct
professor at the Seoul National University, South Korea.

He is also Visiting Fellow at the Robert Schuman Centre for Advanced Studies at the European University Institute.
Roberto V. Zicari is leading a team of international experts who defined an assessment process for Trustworthy Al,
called Z-Inspection®.

Previously he was professor of Database and Information Systems (DBIS) at the Goethe University Frankfurt, Germany,
where he founded the Frankfurt Big Data Lab .

He is an internationally recognized expert in the field of Databases and Big Data. His interests also expand to Ethics and
Al, Innovation and Entrepreneurship. He is the editor of the ODBMS.org web portal and of the ODBMS Industry Watch
Blog. He was for several years a visiting professor with the Center for Entrepreneurship and Technology within the
Department of Industrial Engineering and Operations Research at UC Berkeley (USA).
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[Career]

Since 2005, Jin—hyun AHN has been working at the National Human Rights Commission of Korea, where she has
handled various tasks, including digitalization efforts, investigating human rights violations and discrimination cases,
and providing human rights education. Currently, she is responsible for reviewing policies and legal systems related to
digital and human rights, with a focus on new technologies like artificial intelligence, personal data protection, and the

protection of communication privacy.
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Global Responses and Challenges
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= Apcordimg to the UN Institote for Disarmeament Research (UNIDIR) Cybar Pollcy Portal
{Bitpsf fovborpolicyportal.org S, as ol Aug. 2085, among Lhe 30+ nalional posilion
papers puhlished o date, ncluding those from the African Union (A1, with 55 African
countries participatingh. Estonia, Canada, and Republic of Korea, 35 countries have
addressed the application of internaticnal human rights law in cybarspace and
emphaseed the nead for karmonkzation between dipital technology and human ripghts.

* "Respeet foe o miphes copsilanies o well-esiaffinbed afipmion wader fefermmioned fan rigiis do
arvred fivde anlligreriows appalivs iy fs the conient of evlerpoee, The Bepoblie of Kones afrmi: fea
irsermmiiored feeman migts fow applics cmfing i e smme moanor o i does offine. Sndtvidurls ore
enfified fo enfov the same fmwnan rights e relation fe cyber aciiaifes ar Hrey do i oy elber dowean.
Frmdamental rights  fecludfes the ripht i privacy, fSeades of expressian, aocess &0 (eiormadion,
prieciion apaipat dlseripdnrtion, and e preveniion af bate speech—oest e prodeciat and pphedd in
epburspmret o ol ivlivinbals, Snelwding wosmer and soelolly veloeonhle griges " Netlosal Pocties of the
Brpublic of Kores un ihe Applicalion of Tnbermatisaal Lae in Cybongpace D12

REFERENCES

= Global Digital Compact (2024}

AL This Compacd is anchored in international law, including internalional
human rights law, Al Bouman cights, incleding civil, political, sconomic, social
and cultural vighls, and Tondamental Tresdarms, most be respected, prodected and
prownoksd onlise and cdfling., Cue cooparalion will harmess digital lechnodogies 1o
advance all human righls, ineloding The rights of the child, the vighls of persons
wilh disabilities and the right to development:
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GUICHNCE FROM THE INTERMATIORAL HUBMAN BIGHTS SYSTEM
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= Unlver=al Declaration of Homan Rights Artlcle 27

Articke 27

Everyonc ks the sight ficely to paticapate in e cultural hifc of the commuity, 1o cngoy e arts and
Lo shure o saenblic sdvanvemenl and 113 bene s,

Fveryome has the right to the protection of the moml and material interesis resulting from omy
sctenfific, Iiternry or artistic production of which he is the muthor.

* Intermational Covenant on Ecomomic, Social and Coltural Rights {(ICESCR)

Aricle 15

The States Parties fo fhe present Covenant recognize the night of evervone: () Te enjoy the henefits
of seientific progress apd its applications,

Session 1. New Technology and Human Rights: Global Trends and National Responses 57



The clebute surmouniding the relaticmship between human
rights and technology has existed for a long time sinoe the
emergenoe il modermn imlermational heman reghils Taw. The
discussian of the dual use {opportunity ond chalbenges)
aspects ol new lechmologies is by mo means o new disoowrse.
Thigital techmnlo gy itself is not new, bat awer the years,
expemen izl increases in perlommanee have enabled the
execution of complex tnsks nt fnster speeds and scoles than
evier belione. This vas) wvailshility of dola and the growth of
indernet and hrondband networks have led o the emergence
anil uiikatiomn of digili] mew Lechmologies based om the

Owhate on B LN Human Bighty (ommson . .
Aealution on Human Fights and Soeeniilic indernet and hrosdband netaorks, semetimes called the

il Terhdagbing bl Dissebagmeenis {19741
Tawerth Trmdlastrial Bevidulion.

LN Discussions on Ligital New Technologies and Human Rights

= Crver the pust 200 years, umkler Cthe TTN=centered miemalimal humeam righls mechanism syslem,
wvarimas resodubions focusing on digital vewr tachmalogies have been adopied, specinl procedures
Teperrls have been submilled, amd general comments. and recommemndations rom sy bodies have
heen pablished, particulory focusmg on the impact om specitic nights such ns the right i prvacy,
[reedom sl assembly @and asociation, resdom ol expression, children’s rights, and sovial nghls

o In particular, the UN Hueman Kights Council first adopted a resolwtion on new techoodogics and
haninn rights {AHRCRESS L) in 2009, and aceording to this reselhetion, the Advisory
Comeittes submitted & report in 2021 on *Pessible impacts, opporinitics and challenges of pew
and emerging digital technodogies with regard to the promotion and protection of fnuman righes."
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UN Discuasions on Digital New Technologies and Human Rights
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UN Discussions on Digital New Technologies and Human Rights
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The Right to Privacy in the Digital Age (2014- )

The UN luman Bighes Councl has been addressing ‘privacy right=s m the digital age’ smce 2014, mibally mising concems
ahiut sinte smrvelllance and {ntereet shatdowns, eonperation snd jerisdiction ssees regarding privocy, fresdom of

gxpression and sceess W infommeion, amd evpressing comermms aboul e imped on variou s econoemc, social and culieral
aspects, inchoding education, food, healiheare dus 1o the digital d@ivide. The UM Sscreinry-Geaeral's Rosdomap for Digital
Cowrperativn, publishcil im 2020, hightiphicd that the seniousmes ol reuc: melsicd 1o dets predection aad privaey, digital
uentity. capacity bufiding and online violence has become more prominem, aed emphasized that currest and future

imemutinnal rumen righes nonees st he applisd codine o well,

Curmwnily; The meed actinely discusss] heoman nghis 1ssos inothe TN Humes Righls Commadl mwganbing depital lechnidogy
and human rights is priveey rights. /s cardy as 2014, "The Right o Priveey m the Digital Age’ repon was published to mise
annd deset Tunmnam mghas vielalon s relasel e servcillano: sl momiiedng, See H1E, oo spesific smd divers:
forms of nman rights violstions cased by digital and new techoodogies bave been examined, and = 2021, dhe impact of
artific] mtelligenes: teclinology oo priveey o phts wes snalyred The UM T alas determied that cxiatg diomational
b righls pormes cam b applied onting as well, bul whetber new humem mghts nooms or 'digitsl rights' that Gm only be

applied onlime exist comtinues 1o be dscussed.
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The Fresdom of Expresalon (2016-]
AHRC/ a7/ 251 Disinfosrmmeotion and
freedom of opinion and expression -
ASHEC/ 32 /38: Boport on freadem of  Beport of the Special Ropporteur on
wxpression, states and the private and protection of the
ASHRL/38/35: Report of the Spedal  A/HREC/50/29: Reinfare
Ropportewr on the fraedom and the :pﬂnﬁh
andprotection of the right to freedom  in the digital oge - miﬂ!
B Chphescmcrict s s sion wmm"ﬂmm'uw
el IO SO ul’m and expression
ASHRC41/35: Surveillance and w:fﬂ.ﬂ-ﬂlm'lfmm
human rights - wﬂhw and elections in the oge -
Rapporice on the hoper o 1Sl oo o
opinion and expression expressien (Advonce: edited vershon)
Ve UN has conzistentivemphasized an approach to dizinformation Dased on internaticnal
human rights law, premised on ensuring fresdom of expression

8 Fake fet cain calibe sernis lidingn nglis viekaiodis, This fisk B iereasing as daliriatios can specid rapdly dinsigh
the mremet aned social puedia. Special attension shold be pald o desp Take videss. Boweves, while taking vasous
measiEes o prevent fake news, govemmenss may exoessively resinet freedom of expression, which could alse dhreaten
dessgeracy, sule of o, and prublic heslts, en e o find & halamce o the natinal level e necciaary.

= Forexample: ITH [[vman Rights Cosmetl Besolkeizon A TIRC/RESSE2 | {2021 Rale of Stabes in coundcrning the
segative mgadt of dbdalormation on the sbjermenl and realization of husas righis

= Throigh tiis resnluton, the LN teeojimed that tie spread of distafiorstion s ofien @t il ple ot Tt
can be used by govermments of government-spotsored acters, which can undermine or exploit the freedomss of soctety and
accompany =mous veolations of méematzonal baw. Llowever, 11 also emphasized that comdemning and responding 1o
disinfermestion should me be usal 35 8 prebest o restmed U crjovmend ond realiealion of hemem nght= or o pestily
censorship. This mcindes vague and overly braad Lo that eriminalize disinfomation. Al policies o lass undenaken o
respond 10 disinformation must comply with st obligations snder imemational baman rights: [, and restrictions on
etk o capressivm masl canply wilh the prnsaplcs ol lapalvty mel poecasly,
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UK Discussions on Digital New Technologies and Human Rights

* The existing discussions on new technologies nnd buman rights within the LN are premised on the
fod lerarimgz:

Figst. fhe angumeist that negative cotsequences of echobogical development are purely caused by
hmssan mnisuse and aboes of ehnology beease technology is newtral oversimplifies the phevomenan
Mot only users of new techoologies, Turi nlso new technologies fhemselves ean limit the enjoyment of
hamasm rights, infleence human rights policies, and suppress mdividual freedom

S, an wbegrated and indcrdiseaphinasy porspoctive is needed to examime the mpact of ey
techmolopics on nmean mphis. This is beeawse wot all new teelnologics ane desipned fo be compliant
willy likumean rights fom e sutsel Sullicient slenlion needs o be paid e the potential hsmain ghts
violation elements that new technologies poesess.

Major Huoman RHights Violation by Digital Mew Technologies

* Fiml, excessive dalafcalion «of personal inlisrmation moegh new lechmologies inevilably morneses Lhe
Tisk af privacy vielateons. Prvacy vinlation issues are closely commected with other human rights, =o
elemenis thal harm prvacy righls should nol be easily loleraled as inevilahde cosls of lechmdogcal
development. For exomple, datn processing algorithms through digital services are very complex,
makmg il lalTicull by conssider thal emilimary weers fidly umdersiamd them and have given mloomed
consent i the use of personal infommnation.

= Seeomd, peor eyhersccurity systoms can lead to scripns privecy violntions, In designing and opereting
pabdic and private busioess and governames models based on wser data, the main concemn is not in
ensuring imdividhea] privacy rights amd preventing personal informstion exposare,
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Major Homan Rights Violation by Digital New Technologies

¢ Third, the speed of information disseminstion has become fester in the digital age throngh new
techmologiess, while the cost of infornstion acouisition has hecome relatively lower, However,
paradoxically, distinguishing misinfornstion and disinformation from credible, clesrly sonrced
infermation has hocome moece diffienli, The imbemct hes hroaght remendous chamges to how medin
comtent 15 produced smd expenensced, but maintaining infermation relisbility and determining
puihcoiicity has hocome relatively more difficult due fo new technelogical developments.

= Foarth, developments i new echnoedegres cnalile vapdd sprcad of hate sposch, wineh cai anss
nnhealsm, separalism, hale crimes and varous foms of discmmimalsen. Soeme digilal medis ansd
sovial nolwork scrviocs hanec conlmbasted (o mercascd hale spocch and desscnmmation ol hatclul 1dcaes.
Meanwhile, il Al-powered decision-makmg syslems are designed based om biased abgon b
{ropardlcss ol whother thas was micndod by devclopors), discimmmalory nosulls can oocur.

Major Human RHights Violation by Digital Mew Technologies

= Fifth, as the imermet becames & mapod means of commurncaton and infonxtion sedes, vulnerable groups lacking
information accessibility are inevitably more exposed 1o potential nean rights viclation elements. The probdem i=
that Fonere Teclmodopicanl develipmsents are hkely 1o micwafy voch aysmetne mfonmation espyment paitems. This
ool worsen existing inequalities i socsety and even ereabe new fone of social velwersbility and margisalized
b b

# Sixth, mew lechnologive: Balitle mdisriminale monilmmg o et popubstions, which cm el te ik pal mml
acbatrasy dmass servalkoce by mdevidual goveraments. Even surveillanm: polesies onplesiested for pobbe ander o
pebdic welfre can gasily become aste that undely viohie mdividnal povacy if sppropriate human mghis safeguands
arc el place. [n the menc comilex], dunita] spaces pusc risks of boimg uscd i oot press [eeodom, mghl n
information scoess, freedom of expression, and freedom of assembly and association.

= Seventy, new sechnobogies Bave 2reated unprecedented new crimwes such os sooml viedenee thraugh deep Eakes,
saxmal explnitation, online bellving; and finansil information theft, The LN Special Rapporieur on ihe Right o
Peivoey has abio oeted da sew oehoslogios have divessifed and angplificd feems of genderbesed violemee.

AM71&nt ol: QIZX|52| 7189t =T _New Technology and Human Rights: Opportunities and Challenges of Artificial Intelligence



Theoretical and Practical Gaps in Responding to Various Human Rights laswes
which Can Be Haised Through Digital New Technologies under the Current

International Human Rights System

* The lind bype ol g is conccpieal. Tintil nere, slormain el Burean righls marms hasve bon orested o sdibness wml resohee
burmeem nythis vl slioe msecs bused vn oflliee: salber te cebne sboalivas, s e ecabibes of e dyilal age have s B
seiTicicnihy relleviol. OF o, (his dovs nel msan thal the U Lakes the psilion Bl slopling mee husan righls brlive o
it inal agreeireals of anwidng ol dociinees B e Tl Wy w0 ssve wew techinodopy and ir reghtc bies.

& ik i sRpaitns Thoce Woirkug & pew tedlmodogy ekl geicrally lack sisdaritiidiog oF Nisiin oghis, aid ceimvesiely,
barmrem meghes experis mevrably lack understmdmg of wchnodogy | his oo crene paradexical sTanores of so-callsd bumem
nghes made-offs whers new iechnologies enfiance the enjovment of cerman aman nghes while sembaneoushy viokmmg ather
teurrem i, Wilheu! humen riphts-hased cdsblishol pukdchnes or mommes, pew edbnolugy oakem denipnony: and besines
peachilimers may chirssc and Eolcel enly speailic harom mghibs thal ac comeomen Bor them, As o rosd L sclbrogulbikey cthical
s of cotdier dealisg Witk o lingied rosgs of linsian gighis raikoed o sdivides companees’ poefersmess cis T s
poevakem in ssciery, amed we can oo melly confrme ol oy eday

Theoretical and Practical (zaps in Responding to Various Human Rights lasues
which Can Be Raised Through Digital New Technologhes unedar the Current

International Human Rights System

» Sevomd. operational gaps cam be coneddered. Thene is an inevitable dme gap belween the developmenl of mew
technodogies and the morers o regulote them. Snciad eonsensus i5 reqaired first Bor the creatinn oF new nonms.
Therwlizw, peovwrmmends by no cheoce bul by hops Thet The prvals seclor wall volsstanly comply with
cmisting human rights nooms, ot least demporarily until perm ereation. Such opemiiosal Gme gaps also cause
v priiems ul the inlemalonal gevemance level. e influemee aml mgact of rew Iechsckogics ure
glirbal and wansnativnal, bul reguk e on mew lechnolomes have so Gir beem himited Lo discus=goms al
nationnl ar regional levels. In practics, when imtemationn] arganizations asd individual UN member stiies
inlepensdenily ioplement mew hechnidopy-relalwd policie:, vverlappang repulations :md operations betnogen
thisse policies are [Eely to become mevitable. Therefore, imternational consultations aad dscuscions bemeen
vk avichizall caniiirics Sl mdernational ofp o s o ane cascntial W avaid aich overlges and fearhow
apealivoal gaps.
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Theoretical and Practical (zaps in Responding to Various Human Rights lasues
which Can Be Raised Through Digital New Technologhea undar the Current

International Human Right=s System

* Memwhile, as the role of the privote sector in protecting human rights increases, operatsonal gaps may
arise in reltions wilh governmenis. While the pramary obligalion lor hemen righls prstecton and
promation sill Tes wath stoles, disoossions on human nghis protecBen oblignbions and moles that the
privabe seclor shoukd bear have mude consilerahle progress over the pasl decade smee the adopison of
the 1M Guiding Principles on Pusimess and Humen Rights (TNGPs) im 2011 . Heseever, snme
immavilive husimess models hased on new lechmedogies exist m ambiguous aneas o Taw or are
sommelmees desgmed (o explonl such areas, makmg 1 nevessary (o camelully constder whal roles and
nhligaticns the privale sector, inchsding tech comipanies, skould hear.

Comprehensive and Integrated Human Rights=Based Approach to Mew Technologies

= Fiist, oot ive anderswmdmg of chinedngy e needed. This mears ol oely dndestosding imad el cechiobog e
bt alse & comprehersive moersiandimg of the unsqoe complexiy and imerdependence of new technoges and
dwiaficaion processes. The imecoenectednes of vamous types of techmalogical development and mnoation-pelaied
e ryrhis o st be sellicionily gresped. 1L s alss imperiml b endoesband preniten] buman mighls-robiod s
T iy surides oo loun the Echurslopy devel opuesal process fross dessn, irgleinenal ke, el o To dikpoial Sliges

+ Seoml, there musl he s comprelmsive spprosch i human nighis. Thes naguecs capleimmyg and coprossing mdivdual
Taimes reghts nerdis is comnecn kegnage Hul Sopiics il echiology developers cin practically endesvied. 10 fisr
element meears that buran nghes experts shadld srive w0 mdersiand new sechmodogies, the second elememn conversely
rress Thn eclredogy developers need s mmdersiand the bngmge and (oRienl of Rumian nghts., ThS 5 Sven Boae 50
becavee mamy bey decrmons that will affiect oman nghis are mede by develepers and snpoeers from the eaty dages of
krhmubyy dewelepmani. Therefon:, Bom (he cely dages of now lechogy design and devchirprenl, arcadeniam fer
pookeclisg amd poeroodiog, bask Busien fights of civil rights, secial e, and secl mipoibe sock is Tomien, peisoss
il Uit es, el Chikires sl b inclixlol.
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Comprehengive and Integrated Human Rights-Based Approach to New Technologies

# Third, compeehensive effonts for new technology med bamen nghts governases and regulation by individual
cosmittics, micrnntiunsl ommisibioms and ull releviml sinksholdor am: pecidal. The impect of new
technobogies on husmn righls can only be eJectively regulated through copperatiom among: malliphe
stnkedodders. Therefore, o effectively realine and strengthen homen nghts profection sysiens Tor new
technologies: and simwdiassushy wsliblivh aedaimably monilonmng wesbams, meaning il poticpatiom ol
v aitirs sach s he privile secied, desdemin, und espoecally civl suckety mist he ensural
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Linkage with Business and Human Rights Discussions

o LM daseissdons o new techoobegics and Do vighis bave mainly boom conducied in commection
il busmess and bumen nphis decwessaens o soll law memabional nomm-makmg.

= [n parteculer, on Juby 30, 2019, the 1M Human Rights Couneil Waoding Gronp on Busindss and
Human Righés Imnched the B-Tech Project om digital technalagy, mising the need o respond ta
negative impwets on haman rights arieing from the development of digial fechnodogy, The nwmin
e of the project is o prepare practical imfermation, quidnecs and recommendations for sites
ancl compeanies theeagh comprehensive consuliation and research with the paricipation of varions
companics, civil society orgamizations and policy stakeholders, The B-Tech Project is specifically
examining the following four strategic foous aness;

= Haysire=s naosdels thai can respomd 50 humes nghes ks hr.i.ll:ﬁmﬁﬂ'l'
= Husnan rights die dilipems: mul cad-ue Y 8 ] T

+ Acconenbibwbiy and remedy
* Esdai miis ol [

B-Tech

Linkage with Business and Human Rights Discussions

« Tn April 2022, "The Practical Application of the Guiding Principles on Rosiness ond Human Rights
Lo Lhe Aclivilies of Technology Companies™ (ATIRCS0:56, Aprl 21, 2022) was published,
presenting more specafic mplemenintion measores.

= The report cinphasizes that the stnte's duty te profect, corpomie res ponsibility to respect, and sccess
to remedy mentioned in the *Guiding Prieeiples on Business and Human Bights" shbould all be
applicd in the technodogy industry, nnd panticalardy netively cncournges companies i this ficld
conduet buman rights due dilipance in the process of designing, developing and using new
technologics, I8 alse ecmphosizes the need to poy maore atiention éo visdnemble groups considering
digital divide and gender equality.
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UM Human Eights Council reschations (20Z3)
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Artificial Intelligence and Human Rights Related Discussions

= Tuaking al the chareciensiies ol inlemationad soviely disoussions so @, legal issues sumounding The
apemtion and regulation of AT systems are being discossed alnenst entirely bnsed on the existing
inbernatiomal human rights e system. Towever, thene is no elear answer 2 0 whether the exigling Teyal
system can sufficienthy emcompass oll issues sarmounding AT ethics. The ccope of imemational human rights
law cited exiends W inkemnatiomal ireaties as well as declarations, resolutions, recommendalions or
guidilimes, regandbess of Lhe legal elfect of (he ciled inlematmal dooumenis, Moreever, mdividual
couniries’ lechmical, lmancial copabilsties and sovial envinmmenls vary gresdly, so gaps ure mevilable m the
prucess ol domestically irmplementmy vanous recommendalsons, In speci (o implensenlation processes,
chermy=picking or modilicalivn phenomena by indisilual countnies may oecur, and il so, AT eUhics=relabed
recomuendations and pudelimes may resull o uvegual, fagmenled or dilubed ouloomes mslead of
achievimg their imended goalks. This shows the limatations of the vohumtany implementation process of nons
himding recommendatome and podelmes.
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aArtificial Intelligence and Human Rights Related Discussions

= Thers is unsninyous agreement that it is necessary we prevent amificial intelligence deeply embedded in our
daily lives from vinlating hman rights and to estahlich systems that can respiend s lnnan rights vielations
when they e, However, systens o covndisste when vsens® night te know condlies with Al developsss®
rights fo protect trade ecrets are needed. For example, phamaeenticals traditicnally adopd » lieensing sysiem
ihai disgneses ihe nskes of mew doogs belore prodwel buanch and allows them o be laumelsed n die marked
oaly when determined safe for general public wse. Similarly, for AT software, an A1 Softwane Precertification
Prgeram can b considersd thad iesis sollware inihe developnenl siage and albows mosdiGeatsoms Juring
developmend if problems are found, rather than imspecting sofiware that has already been developed and
lnmncled, Also, since pegative impacts cawsed y new technologics are cxbensive, human rights inpoct
assessments must be conducied as early as pessible to prevent potential impscts. Furthenmore, not only
eompanics thit plan and develop new techrobogics, bug alse compnnics in other imdastries (sector-sgnaostic)
that infroduce and wiilize specific pew technologsss must mandatonly ingplement buman rights mmpeast
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UN Discussion on Dhigital New Technologies and Human Rights

= The UN Heman Rights Coumeill Bas reguestied the Advisery Commailhee 10 prvpare 2 repor] vxamining the bemman
rights implicatioss of emerging techankngies in vagious fields.
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Technology is not created in a vacuum.

3

R “It carries the values, perspectives,
and power structures of those who
design it."

Source UN Women Conference, Seoul thttps:/ /sites.google.com/ view / ai-and-gender-conference-websi/ home

We are the Z-Inspection® Initiative
(started Jan. 2019)

3

The Z-Inspection® Initiative is a non-commercial initiative

100+ individual experts
78 affiliated Institutions and Labs

in 40 countries all over the world.

Australia, Austria, Belgium, Brasil, Canada, Chile, Cyprus, Croatia, Denmark, Estonia, Finland,

France, Germany, Greece, Hungary, Iceland, lndia,{reland, Italy, Japan, Latvia, Lithuania,

Luxemburg, Malaysia, the Netherlands, Nigeria, Norway, Poland, Portugal, Rumania, Sierra

hpnm—!z, S{'iutth()reun, Spain, Sweden, Switzerland, Uganda, Turkey, United Kingdom, USA,
ew Zealand.

hitps:/ /z-inspection.org
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Our Mission

3

With Z-Inspection® we want
to help to establish what we call a
Mindful Use of AI (#MUALI).

Motivation of our work

photo RVZ
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A Z-inspection® Process

3

.
et

We created a participatory process to help teams of
skilled experts to assess the ethical, technical, domain
specific and legal implications of the use of an Al-
product/services within given contexts.

& Published in IEEE Transactions on Technology and Society
VOL. 2, NO. 2, JUNE 2021

Z-inspection® is a registered trademark.
This work is distributed under the terms and conditions of the Creative Commons (Attribution-
NonCommercial-ShareAlike CC BY-NC-SA) license.

“Responsible use of AI” Pilot Project

3

R Pilot Project with the Province of Fryslan, Rijks ICT
Gilde & the Z-Inspection® Initiative.

& Marjolein Boonstra, Frederick Bruneault, Subrata
Chakraborty, Tjitske Faber, Alessio Gallucci,
Eleanore Hickman, Gerard Kema, Heejin Kim, Jaap
Kooiker, Elisabeth Hildt, Annegret Lamade, Emilie
Wiinblad Mathez, Florian Moslein, Genien Pathuis,
Giovanni Sartor, Marijke Steege, Alice Stocco, Willy
Tadema, Jarno Tuimala, Isabel van Vledder, Dennis
Vetter, Jana Vetter, Magnus Westerlund, Roberto V.
Zicari.




3

R The pilot project took place from May 2022 through
January 2023.

&® During the pilot, the practical application of a deep
learning algorithm from the province of Fryslan was
assessed.

Environmental Monitoring

3

&® The Al maps heathland grassland by means of
satellite images for monitoring nature reserves,
Environmental monitoring is one of the crucial
activities carried on by society for several purposes
ranging from maintaining standards on drinkable
water to quantifying the CO2 emissions of a
particular state or region.

R Using satellite imagery and machine learning to
support decisions is becoming an important part of
environmental monitoring.

Session 1.
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Share the experiences, results and lessons
learned from performing

5
R A Trustworthy Al assessment using the
Z-Inspection® process and the EU framework for

Trustworthy Al, combining it with

&® A Fundamental Rights assessment using the
Fundamental Rights and Algorithms Impact
Assessment (FRAIA) as recommended by the Dutch
government for the use of Al algorithms by the
Dutch public authorities.

The "Assessment for Trustworthy A"
pilot sought to answer to the following

querstiorls
7

&® As a government, how do you govern the development and use
of responsible Al?

&® What frameworks, laws and regulations are important, and how
do we assess them in the development and use of AI?

&® How do you analyze, assess and improve Al applications?

&® And are the applications consistent with public values and
human rights?

&® What ethical issues does the Al system raise?
&® What fundamental rights could be affected by the Al system?

& What measures could be met for the Al system to be
trustworthy?




3

@ The pilot gave some answers to these questions and
in addition helped to stimulate awareness and
dialogue about AI within the Dutch government,
and provided guidelines to be able to confidently
deploy Al technology for the questions of tomorrow.

3

&R “The results of this pilot are of great importance for
the entire Dutch government, because we have
developed a best practice with which
administrators can really get started, and actually
incorporate ethical values into the algorithms
used.”

— Rijks ICT Gilde - Ministry of the Interior and
Kingdom Relations (BZK)

Session 1. New Technology and Human Rights: Global Trends and National Responses 101
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The background

3

® The Province of Fryslan is investing, in the coming

years, in the smart and effective use of data. The
province sees that almost all provincial developments
and social tasks contain a data component. This
creates urgency in the subject. To be able to
responsibly respond to technological developments as
a province, a sharp vision on data and Al is needed.
Participation in the pilot helped design the future
digital infrastructure and outline ethical frameworks.

3

R As directly related to this pilot, the Province of Frysld

n is required by law to monitor biodiversity in natural
areas. This is done by conducting a manual, visual
inspection once every 10 years. There is a need to
monitor and map the natural areas more often and
monitor heather fields for grassification of heathlands
and faster. To facilitate the process, reduce its costs
and streamline the procedure, the Province
commissioned a third party to develop an Al system
for this purpose.




Scope of the Pilot
3

R The scope of the pilot was to assess whether the use
of this Al system is trustworthy, which fundamental
human rights are affected by the Al system, and how
it can be used responsibly in practice.

Aim of the Al System
3

&® The aim of the Al system is to help ecologists to quickly and
frequently image the natural area so that it can be checked
whether the intended nature quality objectives are being met, the
right management measures can be taken and whether the
approach to increasing biodiversity is working.

& Specifically the Al system aims to provide information about the
diffusion of the invasive and unwanted grass species Molinia
caerulea, known as moor grass or pipestraw, and Avenella
flexuosa (common name wavy—hair grass) in heather fields using
satellite images. The satellite images are made available by The
Netherlands Space Office (NSO) on the free Satellite Data Portal
where generic high resolution optical satellite images are
available to be used in GIS.

Session 1. New Technology and Human Rights: Global Trends and National Responses 103
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Approach

3

In the pilot, the Al system was examined from three
different perspectives:

® 1. Technical

& 2. Ecological

® 3. Ethical and Fundamental Human Rights

Ethics and Fundamental Rights
Assessment

3

In light of the introduction of a fundamental rights impact
assessment tool for algorithms in the Netherlands in March
2022, a hybrid approach was adopted in the pilot.

R First, the Al system was assessed against the human rights
requirements using the FRAIA. This assessment did not
only consider human rights violations but also rights
which could be protected or strengthened by applying the
Al system, such as the right to a healthy environment.

® Then ethical issues were identified and assessed based on
the European guidelines for Trustworthy Al and the
system was assessed from this broader perspective.




Claim, Arguments and Evidence

3

Our approach is unique, as it combines a fundamental
rights assessment with a Trustworthy Al Assessment
using a evidence based approach, using a framework
called Claim, Arguments and Evidence.

Focus: fundamental rights

3

® In identifying the fundamental rights being affected
by the Al system the assessment looked at the list of
fundamental rights provided in the FRAIA, which are
clusters around four groups with specific rights listed
under each of the areas. Rights related to:

&® The person

® freedom—related fundamental rights
@ equality rights
@ procedural fundamental rights

Session 1. New Technology and Human Rights: Global Trends and National Responses 105
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Focus: Ethics

3

R Following this step, the assessment considered more
broadly ethical issues arising from the Al system.
Specifically, the ethics guidelines for trustworthy artificial
intelligence were considered as defined by the EU High-
Level Expert Group on Al (Al HLEG, 2019). The four
ethical principles of the guidance were used,
acknowledging that tensions may arise between them:

R (1) Respect for human autonomy (2) Prevention of harm
(3) Fairness (4) Explicability

R Furthermore, the seven requirements of Trustworthy Al

defined in (AI HLEG, 2019) were considered. Each
requirement has a number of sub-requirements .

Four Ethical Principles
of the EU Trustworthy Al Framework

3

Four ethical principles, rooted in fundamental rights
(i) Respect for human autonomy
(ii) Prevention of harm
(iii) Fairness
(iv) Explicability

&R There may be tensions between these principles.

it source: Ethics Guidelines for Trustwortiy Al Independent High-Level Expert Group on Artificial Intelligence. European ¢ ission, 8 April,
2019.

23




EU Seven Requirements and
Sub-requirements for Trustworthy Al

24

source: Ethics Guidelines for Trustworthy Al Independent High-Level Expert Group on Artificial Intelligence. European commission, 8 April, 2019,

B B B8 2 R K2

3

Requirements Sub—Requirements

1 Human agency and oversight Including fundamental rights, human agency
and human oversight

2 Technical robustness and safety lncluding resilience to attack and security,
fall back plan and general satety, accuracy, reliability and reproducibility

3 Privacy and data governance Including respect for privacy, quality and
integrity of data, and access to data

4 Transparency Including traceability, explainability and communication

5 Diversity, non—discrimination and fairness /ncluding the avoidance of
unfair bias, accessibility and universal design, and sraiehofder participation
6 Societal and environmental wellbeing /lncluding sustainability and
environmental friendliness, social impact, society and democracy

7 Accountability Including auditability, minimization and reporting of
negative impact, trade—offs and redress.

New Technology and Human Rights: Global Trends and National Responses
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Human Rights Assessment with a
Evidence base approach

3

In this pilot, for each of the rights identified as potentially

affected, the assessment concludes with a claim whether the

right is

R a) affected (regardless of whether this is positively or
negatively affected),

& b) not affected, or

@ ¢) might be affected depending on certain clarifications.

A brief argument is made in respect of each claim and
evidence is provided in support of whether the right is
affected. The assessment identified five fundamental rights
clusters which were potentially affected by the Al system.

I. Rights related to the Person

3
I. Rights related to the Person:

@ Rights related to Healthy living Environment

@ Rights related to Personal identity/ personality
rights/ personal autonomy

«r Rights related to Protection of data and
informational privacy rights

a® Rights related to Territorial privacy




IT Procedural Rights
3

IT Procedural Rights

@ 5. Rights related to Right to good administration

Additional relevant aspects that arise
from the Trustworthy AI Assessment

3

R In addition to the ethically relevant aspects discussed
in the context of the fundamental rights—based
assessment, additional ethical issues were identified
for reflection.

Session 1. New Technology and Human Rights: Global Trends and National Responses 109
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Ethical issues

3
R Transparency and lack of transparency
& Receiving relevant information
&® Human agency and oversight
& Technical robustness and safety
@R Justice and fairness
& Cost reduction
R Diversity and Inclusion
& Responsibility and Accountability
& Due diligence in decision—making

Comparing the Trustworthy Al
assessment process with the fundamental
rights-based FRAIA assessment tool
3

&R While the FRAIA tool was useful and clear, the question
about how to frame the human rights assessment
nevertheless arose and more specifically, how to consider
the fundamental rights as part of an assessment of
trustworthiness an ethicaﬁ) reflections on an Al system.

&R Should we consider the rights as they are defined in law
and interpreted through the courts only?

& Or should the rights be considered more broadly, as part
of the assessment, linking the righ_ts‘ to ethical principles
beyond their narrower legal definition?

& If only the legal definitions are used, an assessment of
whether specific legislation applies would be required.




A two-tiered, integrated approach.

 If the human rights assessment is defined too
narrowly it risks being an assessment separate

from the ethical assessment, or the assessment of
trustworthiness.

« If it is too broad, the human rights standards risk
being watered down.

A two-tiered, integrated approach, looking both at legal
requirements and the broader ethical questions, could
be envisaged, depending on the organizational set up
and use case.

Lessons Learned from
the two assessment approaches

@ The fundamental rights assessment and the ethics
assessment based on the Trustworthy Al guidelines

go hand in hand; both approaches provide critical
insights with regard to the Al use case.

Session 1.
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Similarities and Differences

3

Reflecting on Al from an ethics perspective clearly overlaps
with a fundamental rights assessment.

&R Both ethics and fundamental rights are about norms and
fundamental values held in society.

® As ethics reflection and ethics guidelines influence law,
scholars from both fields must work together when
thinking about the shaping of technology and its societal
implications.

& Even though there are great similarities, there are several
considerable differences between the two approaches.

Differences

3

@@ A fundamental rights-based approach is more closely linked
to existing law and focuses on aspects that are legally relevant
and thus enforceable.

&R Compared to this, an ethics-based approach is much broader
and also more open to reflection on potential implications
that may not be worth considering from a legal perspective.

&R For example, from an ethics perspective, personal autonomy,
freedom of decision-making, and fairness were found to be
concepts of clear relevance in the context of the pilot project’s
Al tool, whereas, from a rights-based perspective, rights related
to personal autonomy in a strictly legal sense were considered
not infringed by the AI tool.

M7|&1t 01 21Z X529 7|3|2t =X _New Technology and Human Rights: Opportunities and Challenges of Artificial Intelligence




Different perspectives

(3

«® While a fundamental rights-based assessment
focuses on whether fundamental rights are
negatively affected or infringed, from an ethics
perspective, both positive and negative
implications of Al technology are considered.

R In this pilot, for example, the potential positive
implications of the Al tool on the environment
proved to be central.

Final Note

&® Approaching the use case from a fundamental rights
perspective implies that ethical and societal aspects
and implications of Al are discussed only in—sofar as

they are related to fundamental rights and existing
law.

Session 1.
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For more information

3

Report with the results

Lessons Learned in Performing a Trustworthy AI and
Fundamental Rights Assessment.

Cite: arXiv:2404.14366 [cs.CY]
https:/ /arxiv.org/abs/2404.14366

YouTube Video:
httpsy//www.youtube.com/watch?v=z RCyscIXdk

Winner of the 2025 ISSIP Awards Excellence in Service

Innovation with Distinguished Recognition - Impact to Society.
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Responding to Emerging Technologies and Human Rights: Tasks for

Safeguarding Human Rights under Korea’s Al Legal Framework
O

AHN Jin—hyun | Deputy Director, Human Rights Policy Division, NHRCK

1. New Technologies and Human Rights: Key Issues from the Perspective of
the National Human Rights Commission of Korea (NHRCK)

(1) Personal Data Protection and Privacy

The development of artificial intelligence (Al) is grounded in the large-scale collection and
analysis of data, which inevitably heightens the risks of personal data breaches and intrusions
into private life. Technologies such as facial recognition Al and surveillance cameras can
indiscriminately collect and monitor the biometric information of unspecified individuals in
public spaces, thereby posing a potential threat to the constitutional right to privacy and the

right to private life.

Al models trained on sensitive data may profile individuals and, without their consent,
infer information such as political beliefs, health conditions, or sexual orientation. This
poses significant risks of violating the right to privacy. Furthermore, large-scale surveillance
technologies can generate a chilling effect, whereby citizens refrain from exercising their
freedom of expression or participating in assemblies out of concern that their behavior may

be recorded and analyzed.

(2) Algorithmic Bias and Discrimination

Al systems can produce discriminatory outcomes due to biases embedded in training data or
limitations in the development process. Indeed, there have been reported cases abroad where
Al systems, used in recruitment processes, disadvantaged applicants based on factors such as

age or race, which subsequently led to litigation.
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(3) Lack of Transparency and Explainability

Al decision-making processes often lack transparency, making it difficult to identify the
basis of outcomes or to assign accountability. So-called “black-box” Al systems operate in
ways that are not readily comprehensible to humans. As a result, even when rights violations
or discriminatory outcomes occur, affected individuals may not know why they were
disadvantaged and may ultimately forgo seeking remedies. This poses a serious challenge
to procedural justice and accountability, particularly when Al decisions affect fundamental
rights—such as rejection in recruitment, denial of loans, or being targeted for investigation.
Ensuring explainability has therefore emerged as a new pillar of human rights protection in the

age of AL

(4) Labor Rights and the Impact on Employment

Al and automation technologies not only reduce the number of jobs but also exacerbate
employment insecurity, thereby threatening workers' rights. In particular, concerns have been
raised in the context of platform labor, where Al algorithms determine working hours, wages,
and other conditions, creating gaps in the protection of labor rights. Moreover, Al-based
recruitment, performance evaluations, and dismissal procedures can undermine job security,

while worker surveillance systems pose risks to the constitutional right to privacy and private life.

2. Efforts by Key Stakeholders: Institutionalization and Public Discourse

(1) The NHRCK’s Pioneering Response

The National Human Rights Commission of Korea (NHRCK) has taken a leading role in
shaping Korea's discourse on Al and human rights. In May 2022, it introduced the Human
Rights Guidelines on the Development and Use of Artificial Intelligence, which set out human
rights principles to be applied throughout the development and deployment of Al. The
NHRCK further recommended that the government use these Guidelines as the foundation
for Al-related policies and legislation. The Guidelines encompass principles such as respect
for human dignity, transparency and the duty of explanation, protection of the right to self-
determination, non-discrimination, the implementation of human rights impact assessments
on AI (Al HRIA), the establishment of risk-based classifications, and the introduction of related

legal and institutional frameworks.
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In May 2024, the NHRCK also developed the Human Rights Impact Assessment Tool for
Artificial Intelligence to help prevent human rights violations and discrimination caused by Al,
and expressed its opinion that the government should adopt this tool. The tool is composed of
72 assessment items across four stages, grounded in the Constitution of the Republic of Korea,

UN international human rights treaties, and guidance from the UN Human Rights Council.

(2) The National Assembly’s efforts for legislation

To strike a balance between fostering the Al industry and establishing a foundation for
trustworthiness, the National Assembly engaged in nearly four years of deliberations and, in
December 2024, passed the Framework Act on the Development of Artificial Intelligence and
the Establishment of Foundation for Trustworthiness (commonly referred to as the Framework
Act on Artificial Intelligence) with bipartisan support. The Act was promulgated on January
21, 2025, and will enter into force on January 22, 2026. With this, Korea became the second
jurisdiction in the world, after the European Union, to establish a comprehensive legal

framework on Al

During the legislative review process in July 2023, the NHRCK expressed its opinion on
the draft bill, emphasizing the need for provisions to prevent human rights violations and

discrimination. Some of these recommendations were incorporated into the final version of
the Act.

(3) Government Policies and Efforts for Public Discourse

Since January 2025, the Ministry of Science and ICT (MSIT) has been preparing subordinate
legislation—including enforcement decrees, public notices, and guidelines—to facilitate the
timely implementation of the Framework Act on the Development of Artificial Intelligence
and the Establishment of Foundation for Trustworthiness. In particular, to support businesses
in fulfilling their obligations regarding the minimum requirements for ensuring Al safety and
trustworthiness, the MSIT is developing detailed guidelines (public notices) corresponding to
Articles 31 through 35 of the Act.

Furthermore, with the establishment of the AI Safety Institute in November 2024, the
government has strengthened risk management for Al and expanded international cooperation

with countries such as the United States, the United Kingdom, and Japan. At the same time, it
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has promoted public engagement to build a social foundation for Al safety and trustworthiness.

(4) Civil Society’s Monitoring and Advocacy

Civil society organizations closely monitor the government’s Al policies and legislative
initiatives, critically pointing out legislative gaps from a human rights perspective. When they
perceive the government as being overly focused on technological promotion, they serve as an
oversight mechanism by demanding stronger human rights safeguards to protect the public’s

safety and rights from the risks posed by high-risk Al systems.

(5) Academic Research and Policy Recommendations

Academia and research institutions play a vital role by conducting interdisciplinary studies
that encompass Al ethics, legal frameworks, social impacts, and technological solutions.
Their contributions include developing theoretical frameworks, producing empirical research,

proposing ethical guidelines, and offering policy recommendations.

3. Enactment of Korea’s Al Framework Act and the Incorporation of Human
Rights Values: Positive Aspects and Limitations

(1) Overview of the Act

Korea's Al Framework Act occupies a middle ground between the European Union's Al Act—
which adopts strict regulations with the aim of ensuring safety and protecting fundamental
rights—and Japan's Al Promotion Act, which emphasizes self-regulation to enhance industrial
competitiveness. The Al Framework Act pursues dual objectives: the protection of the rights
and dignity of the people, and improving people’s well-being and strengthening Korea's
global competitiveness. It seeks to promote technological innovation while imposing only the
minimum necessary regulations to ensure trustworthiness and safety. However, opinions are

divided as to whether the Act adequately incorporates human rights values.

(2) Positive Aspects from a Human Rights Perspective

The Al Framework Act explicitly states the “protection of the rights and dignity of the people”
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in its purpose clause and imposes obligations on providers, including requirements to ensure
transparency as well as provisions for the safety and trustworthiness of high-impact Al It
also authorizes the MSIT to investigate violations and issue corrective orders. These measures
are regarded as a first step toward responsible Al governance. Moreover, the very fact that a
comprehensive legal framework on Al has been established carries significance in that it moves
beyond fragmented regulations toward a structured form of governance, while also recognizing

the broader social impacts of Al.

(3) Limitations from a Human Rights Perspective

From a human rights perspective, many essential elements remain issues to be addressed. As
it currently stands, the Act has been criticized for lacking sufficient effectiveness to prevent and
control key risks, such as discrimination caused by Al, threats arising from surveillance, and

safety-related hazards.

First, contrary to the NHRCK's recommendation, the requirement to conduct human rights
impact assessments for high-risk Al remains only a best-efforts obligation, which significantly

weakens its preventive function.

Second, the Act contains no provisions that explicitly prohibit Al practices that should be
banned outright. Internationally, instruments such as the EU Al Act classify Al systems that
undermine human dignity—for example, Al designed to manipulate behavior or decision-
making, exploit socially vulnerable groups, or indiscriminately harvest facial images—as posing
“unacceptable risks” and prohibit their use. By contrast, Korea's Al Framework Act does not

include such prohibitions.

Third, there are gaps in terms of remedies and the protection of rights. Although the Act
defines “persons affected by Al,” it does not specify provisions on their rights or the remedies

available to them.

Fourth, the Act has been criticized for placing greater emphasis on industrial promotion
than on human rights protection, thereby limiting its effectiveness. In particular, supervisory
authority is concentrated in the MSIT, the ministry responsible for promoting industry, raising

concerns about potential conflicts of interest.
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4. The Way Forward for Al Laws and Policies to Incorporate Human Rights Values

(1) Mandating Human Rights Impact Assessments for Al in the Public Sector

At present, human rights impact assessments remain only a best-efforts obligation and
thus lack effectiveness. The UN and many countries are increasingly paying attention to the
negative impacts of Al in the public sector, as well as high-risk Al in the private sector, and are
moving beyond simple ethical standards toward various forms of impact assessments aimed
at preventing and managing such risks in advance. Given the opacity and autonomy inherent
in Al systems, ex-post remedies are difficult to achieve, making it necessary to introduce

preventive human rights impact assessments as a legal obligation.

(2) Differentiating Regulation by Risk Level and Type of Al Provider

It is necessary to refine laws and institutions so that the degree of risk in Al—classified into
categories such as prohibited, high-risk, limited-risk, and low-risk—can be matched with
appropriate regulatory measures and levels of human oversight, taking into account both the
risk level and the type of Al provider. Such an approach is expected to protect public safety
and fundamental rights while not hindering innovation, and to help build public trust in Al,

thereby contributing to the creation of a sustainable Al ecosystem.

(3) Establishing Remedies for Affected Individuals

With the advancement of Al technologies, the likelihood of unforeseen harms to individuals
has increased—such as those caused by system malfunctions, discrimination resulting from

biased training data, or the unpredictability of algorithmic outcomes.

As things stand, there are no clear provisions ensuring that individuals harmed by Al can
effectively obtain remedies. To address this, it is necessary not only to analyze and categorize
different types of rights violations, but also to identify which existing remedy mechanisms are
most appropriate for addressing each category. Legal grounds should then be established to
enable the effective application of those mechanisms, accompanied by revisions to relevant
laws. In addition, for types of rights violations that cannot be adequately addressed through
existing procedures, there is a need to establish separate remedy mechanisms that take into

account the unique characteristics of Al
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(4) Establishing an Independent Supervisory Body

To effectively prevent and oversee issues such as human rights violations and discrimination
caused by Al, it would be desirable for an independent third-party —rather than a ministry

tasked with promoting industry—to take exclusive responsibility.
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Human Rights Officer, OHCHR
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[Career]

Tim Engelhardt’s work at the UN Human Rights Office (OHCHR) focusses on the impacts of new and emerging
technologies on the enjoyment of human rights. He covers a broad range of related issues, including digital surveillance,
free expression online, artificial intelligence and cybercrime. Prior to joining OHCHR, he worked at the World Intellectual
Property Organisation and in private legal practice, where he specialised in ICT related matters. He was a co—founder
of the Humboldt Internet Law Clinic in Berlin. He has trained as a German and US lawyer and holds an LL.M. from

Columbia Law School and a Ph.D. from Zurich University.
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[Career]

Nighat Dad is a Pakistani lawyer, digital policy expert, and the founder of the Digital Rights

Foundation (DRF). She serves on the UN Secretary-General’s High-Level Advisory Body on Artificial Intelligence,
the Meta (Facebook) Oversight Board, and the World Economic Forum’s Global Future Council on Data Frontiers,
among several other international boards. Her contributions span international tech governance, policy, and regulation
processes, including the United Nations Global Digital Compact, as well as providing expert recommendations and
advice to companies such as Microsoft and Meta, and to governments including the UK, EU and US. In the previous U.S.
administration, she advised the White House on addressing technologyfacilitated gender—based violence worldwide.
Widely recognized for her leadership on online freedom of expression, women’s rights, and platform accountability, she

was named by TIME magazine as one of its Next Generation Leaders.
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Senior Researcher, University of Johannesburg
Visiting Professor, Yale University
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[Career]

Dr Michael Kwet is a Senior Researcher at the University of Johannesburg and author of the book, Digital Degrowth:
Technology in the Age of Survival and The Cambridge Handbook of Race and Surveillance. Dr Kwet's research focuses
on the topics of digital colonialism, tech and the environment, EdTech, carceral technologies, and tech law. He has
published at The New York Times, Al Jazeera, The Intercept, VICE News, Mail & Guardian, and Truthdig. Dr Kwet was a

Visiting Fellow at Yale Law School for 8 years, and is the founder of the website, PeoplesTech.org.

Ml 2, M7|1Ent oI A S ESH ROl 22X 139



MM 2 | session 2

[ HXt_Speaker]

LEE Seung yoon
SUUS W AS|SX [0 W
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[Career]

Professor Seung-yoon Lee is a professor in the Department of Social Welfare at Chung—Ang University, having earned
her Ph.D. in Social Policy from the University of Oxford, UK. She previously served as an assistant professor in the
Department of Sociology at Kyoto University and as an associate professor in the Department of Social Welfare at
Ewha Womans University. Her main research areas include welfare states, labor markets, and precarious employment.
She has published approximately 80 peer-reviewed academic papers and books, and notably received the Alternative
Research Award from the Korean Critical Social Welfare Association in 2023 for her book "Varieties of Precarity: Melting
Labour and the Failure to Protect Workers in the Korean Welfare State” (Policy Press). From 2020 to 2022, She served
as the inaugural civilian vice—chairperson of the Youth Policy Coordination Committee under the Office for Government
Policy Coordination, and was a member of the National Pension Reform Committee. She currently leads the research

project on "Asian Digitalization, Precarious Labor, and Welfare State Reform.”
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Al and the Reproduction of Inequality

LEE Kwon il | Associate Professor, School of Law, Kyungpook National University

| . Introduction

Terms such as the Fourth Industrial Revolution, the intelligent information society, big
data, artificial intelligence (Al), smart cities, and smart farms are no longer unfamiliar; they
have become part of the everyday vocabulary of the general public. Social changes driven
by advances in IT (information technology) are accelerating, and our daily lives are being
transformed accordingly. Among these developments, the advancement of artificial intelligence

has recently become the most widespread and widely discussed.

The 2016 match between AlphaGo and professional Go player Lee Sedol left a profound
impact, demonstrating the rapid advancement of Al technologies. By late 2022, with the
launch of widely accessible generative Al services such as ChatGPT (Generative Pre-trained
Transformer), the public witnessed their rapid evolution in real-world markets. These
developments have sparked intense debate on the commercialization of Al, highlighting both
its potential benefits and the challenges it entails. In particular, as Al has recently come into
wide commercial use and Al-powered devices have received strong responses in the market,
global tech companies such as Google and Microsoft, as well as companies like Samsung and
Apple, along with governments around the world, are investing substantial human and financial
resources in Al development and are staking everything on gaining a competitive edge. This
widespread adoption of artificial intelligence marks an important turning point: Al technology
has moved beyond the stage of being discussed solely among scientists, developers, or other
experts, or being offered merely as beta services, and has now become deeply integrated into

our daily lives.

The advancement of artificial intelligence brings with it a belief that it will offer us
great convenience, but at the same time it also generates concerns and fears about the
unpredictability of its outcomes. In addition, artificial intelligence has been criticized for its
opacity, as the processes through which the technology operates (algorithms) are often difficult

to know, inaccessible, or in some cases deliberately withheld from disclosure. This paper seeks
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to address two major issues concerning artificial intelligence: bias (fairness) in Al and the Al's
reproduction of inequality. To this end, this paper will examine cases of discrimination arising
from Al bias (Section II), explore the cause of such phenomena (Section III), and discuss

possible solutions (Section IV).

[1. Cases of Discrimination Caused by Algorithmic Bias

Even though Al may exhibit human-like cognition, it remains a machine rather than
a human being. And until now, we have held the belief that machines are value-neutral;
therefore, it has been assumed that, as long as Al is a machine, it would be more fair and less
biased than humans. This belief is well demonstrated by cases such as Naver's Al-enabled news

editing' without human intervention, or the introduction of Al-based job interviews.

When examining the outcomes of Al development and deployment, it becomes clear that
issues of equality, discrimination, and hate stemming from algorithmic bias constitute a
significant part of Al's negative side effects. While many of the examples we cite are from other
countries—and one might argue that the patterns of discrimination differ from Korean context,
since issues of discrimination based on race and religion are more prominently highlighted
overseas—Korea is by no means immune from such problems. In Korea, serious concerns also
arise from discrimination based on gender, sexual orientation, age, educational background,

and region, as well as from fairness issues linked to political polarization.

This paper starts by examining representative examples and forms of discrimination caused

by artificial intelligence to analyze patterns of discrimination and explore possible solutions.

A. Discrimination Based on Gender

Let us first look at discrimination related to gender. Gender-related issues include gender
assigned to specific Al tool and the Al's reinforcement of gender roles. For example, gender
assigned to Al virtual assistants—through names, voices, and other features—is often female. Al

virtual assistants such as SKT's NUGU, KT's Giga Genie, Naver's Friends, Kakao's Mini, Amazon’s

1 Naver Gives Up News on lts Mobile Front Page,” Media Today, May 9, 2018, available at: https://www.
mediatoday.co.kr/news/articleView.html?idxno=142622. Concerns were also raised regarding fairness in

this case.
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Alexa, Microsoft's Cortana, and Apple’s Siri not only default to female voices, but in many cases
also did not allow users to change this setting. This practice not only reflects existing issues of

gender roles in our society but also raises concerns that it may reinforce gender bias.

In addition, Google's automatic translation service has reproduced existing gender role
practices by translating occupations such as engineers and doctors as male, while assuming
jobs like nurses to be female.? A representative case of gender and employment discrimination
is Amazon’'s Al system for recruitment. The Al downgraded résumés that mentioned “women”
or could be inferred as belonging to female applicants, while favoring male candidates, which

ultimately led Amazon to abandon the development of the system.*

An example that illustrates the Al's bias in gender and finance is the Apple Card case.
Apple, together with Goldman Sachs, launched the Apple Card, but the algorithm used to
determine credit limits discriminated between men and women, leading to controversy. Even
when spouses submitted identical information, the algorithm set credit limits 10 to 20 times
higher for men than for women.’ In the United States, the Equal Credit Opportunity Act
prohibits credit discrimination based on gender, religion, race, or color, and the Fair Housing
Act likewise prohibits such discrimination in housing rentals and sales. Nevertheless, such
discrimination persists. However, for private companies, credit scores for consumers may be

calculated using big data, and there is a high likelihood that the biases embedded in existing
data will be directly reflected.®

2 Ae Ra Han, Artificial Intelligence and Gender Discrimination, Ewha Journal of Gender and Law, Vol. 11,
No. 3, 2019; Yuson Heo, An Analysis of Cases of Gender Discrimination in Artificial Intelligence, Journal
of Ethics Education, Vol. 71, 2024, p. 461 ff.

3 Yoonah Lee and Sangoh Yoon, A Study on Measures to Prevent Discrimination Caused by Al Algorithms,
Korean Journal of Governance, Vol. 29, No. 2, 2022, p. 184.

4  Ae Ra Han, Artificial Intelligence and Gender Discrimination, Ewha Journal of Gender and Law, Vol. 11,
No. 3, 2019, p. 13.

5 “Apple Card Engulfed in Gender Discrimination Controversy--- ‘Investigating Differences in Credit Limits
Between Men and Women’,” The Hankyoreh, November 11, 2019, available at: https://www.hani.co.kr/
arti/economy/finance/916516.html.

6 Aera Han, Artificial Intelligence and Gender Discrimination, Ewha Journal of Gender and Law, Vol. 11, No.
3, 2019, p. 15; llwoo Kim, A Study on Discrimination in High—Risk Al Systems, Sogang Law Review, Vol.
13, No. 1, 2024, p. 17.
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B. Discrimination Based on Race

Discrimination based on race or skin color is also a serious concern. To begin with, the
United States developed and used a crime prediction program called COMPAS (Correctional
Offender Management Profiling for Alternative Sanctions). This program was developed by
the U.S. company Northpointe. Although variables such as race were not included in the
algorithm’s design, it nevertheless classified Black defendants as high-risk at more than twice
the rate of White defendants, raising concerns of racial discrimination.” Facial recognition
is not immune to discrimination, where Black people and people of color are identified
less accurately than White individuals. In 2021, Facebook’s Al classified Black people as
“primates,” and in 2015, Google Photos categorized photos of Black individuals as “gorillas.”
In fact, studies have shown that because facial recognition technologies were developed using
disproportionately more data from White men, the misidentification rate for White men was

only about 1%, whereas for Black women it reached as high as 35%.”

Such cases have also occurred in the administrative sector. In the United Kingdom,
algorithms were used to review visa applications: while applications from White applicants
were approved more quickly, those from non-White applicants or individuals from certain
countries faced longer processing times or were denied altogether. As a result, the UK Home

Office withdrew the use of this algorithm.

Racial discrimination has also appeared in the provision of medical services. A U.S. private
health insurance company developed an Al system to analyze medical histories and other

data in order to predict potential disease risks and to prioritize medical services for those at

7 Yoonah Lee and Sangoh Yoon, A Study on Measures to Prevent Discrimination Caused by Al Algorithms,
Korean Journal of Governance, Vol. 29, No. 2, 2022, p. 187.

8 “Facebook Al Sparks Controversy by Classifying Video of Black Men as ‘Primates’,” JoongAng llbo,
September 6, 2021, available at: https://www.joongang.co.kr/article/25004708.

9 Al and Racial Discrimination?:-- ‘Facial Recognition Software More Accurate for White Men’,” Seoul
Shinmun, February 12, 2018, available at: https://www.seoul.co.kr/news/international/USA-amri
ca/2018/02/12/20180212800017

10 Yoonah Lee and Sangoh Yoon, A Study on Measures to Prevent Discrimination Caused by Al
Algorithms, Korean Journal of Governance, Vol. 29, No. 2, 2022, p. 187; “Al that Learns Biases,”
Kyunghyang Shinmun, August 11, 2021, available at: https://www.khan.co.kr/world/world-general/
article/202108112124015.
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higher risk. However, although Black patients actually faced higher health risks, the Al system
concluded that White patients should be given higher priority for medical services. Some
studies suggest that this outcome was driven by differences in medical expenditures between
Black and White patients. '

C. Discrimination Related to Social and Environmental Factors

Discrimination may also arise based on income or region. In the United Kingdom, an attempt
was made to use Al to predict exam scores for university admissions, but differences emerged
between the scores calculated for students from private schools and those from public schools.
The Al system downgraded the exam scores of about 40% of all students, most of whom were
from public schools in low-income areas with lower tuition fees. This demonstrates that

discrimination can also occur on the basis of region.'

D. Discrimination for Other Grounds

In addition, Microsoft's early conversational Al, Tay, which was designed to interact with
people, had to be shut down after just 16 hours when users trained it with racist, sexist,
inflammatory political statements, and hate speech, leading the system itself to produce
discriminatory and hateful remarks. Similarly, in Korea, SCATTER LAB launched Iruda,
an open-domain conversational Al, but the service was discontinued after users taught it
discriminatory and hateful expressions, which resulted in problems such as sexual harassment,

discrimination against minorities, and hate speech.13

11 “Al Medical Algorithms: ‘Difficult to Improve Racial Bias’,” The Daily Post, December 6, 2019, available
at: https://www.thedailypost.kr/news/articleView.htm|?idxno=71803.

12 Yoonah Lee and Sangoh Yoon, A Study on Measures to Prevent Discrimination Caused by Al Algorithms,
Korean Journal of Governance, Vol. 29, No. 2, 2022, p. 187; “Al that Learns Biases,” Kyunghyang Shinmun,
August 11, 2021, available at: https://www.khan.co.kr/world/world-general/article/202108112124015.

13 Yoonah Lee and Sangoh Yoon, A Study on Measures to Prevent Discrimination Caused by Al Algorithms,
Korean Journal of Governance, Vol. 29, No. 2, 2022, p. 188; “Three Problems Revealed by the Suspension
of Scatter Lab’s Al Chatbot Iruda,” Al Times, January 12, 2021, available at: https://www.aitimes.com/
news/articleView.htm|?idxno=135579.
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lll. Sources of Al-Driven Discrimination

What explains the discrimination caused by artificial intelligence—discrimination that
extends to women, racial and regional minority groups, persons with disabilities, and sexual

minorities in areas such as employment, finance, education, and administrative services?

The most significant difference between artificial intelligence and conventional computer
technologies—and the defining feature of Al—is that it is trained on datasets using various
techniques such as machine learning and deep learning, and that this process relies on
algorithms (both those used for training and those used for producing results). Accordingly,
two main sources of unfairness can be identified: cases where the training data are flawed, and

cases where the algorithms are poorly designed.

First, flawed training data may refer to situations where the dataset is too small or
unrepresentative, preventing Al from adequately reflecting the diversity of real-world society,
or where the content of the data itself is biased or erroneous. For example, when facial
recognition training data are composed primarily of White individuals, with insufficient data

from other groups such as Black individuals, the dataset can be said to lack representativeness.

Training data bias can be divided into three categories: cases where biased data are
intentionally entered by the developer; cases where users supply biased data (as in the earlier
examples of Iruda and Tay); and cases where there is no such intent, but the data nonetheless

reflect the inherent biases of society itself.

Problems related to algorithms may arise either from the developer’s deliberate incorporation
of prejudice or bias, or from negligence. Examples of developers™ intentional design of Al in
ways that foster bias or discrimination can be found in Al personal assistant services such as
SKT's NUGU and Apple’s Siri, as mentioned earlier. By contrast, cases of negligence occur
when developers create algorithms without considering fairness, thereby allowing their own
prejudices—though not deliberate—to be reflected in the system and result in discriminatory
outcomes. Meanwhile, some algorithms are properly designed—assuming they were created in
a neutral, unbiased manner —yet the results still turn out to be biased. In such instances, the

problem lies in the training data.

Ultimately, the bias in artificial intelligence may arise from problems in the training data,

from flaws in algorithm design, or from the combined effect of both.
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Since cases involving problems with training data or algorithms have already been extensively
discussed, this paper will focus instead on situations where, even in the absence of flaws in the

data or the algorithm, the results nevertheless turn out to be biased and lead to discrimination.

A. Fairness and Bias in Artificial Intelligence

Should artificial intelligence be fair and unbiased? Can Al truly be fair?

These are the kinds of questions that may be raised in relation to fairness and bias in Al,
yet it is difficult to answer what fairness actually means, how one can judge that Al is fair or

unbiased, and whether Al can in fact be fair at all.

Article 11 of the Constitution of the Republic of Korea provides for equality, and the right
to equality is a fundamental constitutional right. However, this principle of equality is not
absolutely upheld in Korean society. Discrimination against women, or on the basis of skin
color, ethnicity, and religion, has long existed. To address this, Korean society has made
considerable efforts, including measures such as affirmative action (e.g., gender quota systems).
However, discrimination based on religion, gender, race, ethnicity, sexual orientation, region,
political orientation, disability, and age continues to exist in Korean society. The existence
of such discrimination in our society is a reality and a fact (Sein). However, the recognition
that such discrimination is wrong and must be remedied, and that it should ultimately be
eliminated, belongs to the realm of obligation (Sollen). This raises a fundamental problem:
although Al is a machine, and while it is said to be capable of reasoning and making judgments
similar to humans, a core question arises as to whether Sollen can be demanded of AL In other
words, can Al learn Sollen? Can it produce outcomes (judgments) in accordance with Sollen?

And can such outcomes be accepted by human beings?

With the commercialization and widespread use of artificial intelligence already underway,
and with countries around the world recognizing the importance of Al development, it is easy
to anticipate that the use of Al will rapidly expand across various sectors and become ever
more closely intertwined with our daily lives. In this context, if we fail to address the issues of
bias and fairness in artificial intelligence now, the efforts we have made thus far to advance
equality may come to nothing. This is because the use of Al does not merely reflect existing
biases and discrimination in our society, but rather entrenches and reproduces them, thereby

amplifying their effects.
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B. Biased Training Data

Let us examine biased training data. From a normative perspective (setting aside technical
difficulties), regulating cases where training data lack representativeness or are intentionally
labeled in a biased way by developers would pose little difficulty. The more challenging
problem arises when neither the training data nor the algorithm is flawed (assuming the
algorithm is neutral), yet the outcomes are biased. In such cases, developers may have trained
Al on unprocessed ‘raw data” without alteration or manipulation, but because society itself
is biased, the data inherently contained biases. When Al learns from such data and produces

biased results, the question becomes how such situations should be regulated.

Take, for example, the Amazon hiring Al mentioned earlier. Suppose Amazon fed the
system with ten years of recruitment data, without any intention of discriminating against
female applicants and without manipulating the data. But if the Al simply learned from past
recruitment data in which men made up the majority of hires,'* and thus produced conclusions
consistent with those historical ratios, should this be regarded as the Al discriminating against

female applicants?

Similar issue can be found in the COMPAS case. If we assume that historical data showed
higher crime rates and recidivism among Black individuals than among White individuals,” and
such data were directly used to train the Al, then the system’s assignment of higher recidivism
probabilities to Black defendants could be viewed as a rational conclusion based on the available

data.'® The same applies in the economic sphere. In the case of the UK university admissions

14 According to reports, 60% of Amazon’s workforce and 74% of its management positions were held by
men. See James Vincent, “Amazon Reportedly Scraps Internal Al Recruiting Tool That \Was Biased against
Women,” The Verge, October 10, 2018, available at: https://www.theverge.com/2018/10/10/17958784/
ai-recruiting-tool-bias—amazon-report, cited in Son Young-hwa, “A Study on Al Fairness: Toward a
Society with Non—discriminatory Al,” Hanyang Law Review, Vol. 34, No. 3, 2023, p. 280.

15 This assumption sets aside the controversies regarding potential flaws in the assumptions or parameters

of recidivism prediction algorithms.

16 In reality, some argue that such outcomes are the result of differences in arrest rates (“Why Did Amazon’s
Hiring Al Favor Men?” Hankook llbo, October 14, 2021, available at: https://www.hankookilbo.com/News/
Read/A2021101409500001667), while others explain them as stemming from divergent standards of
fairness (Haksoo Ko, “The Difficulty of Fair Artificial Intelligence,” Bank of Korea Newsletter, August 2021, p.
42 ff.). Whatever the reason, these outcomes consistently reflect underlying social phenomena.
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system, there is ample room to interpret the Al's conclusions as rational, since historical data had
shown that students from private schools performed better than those from public schools in
low-income areas. Of course, the intention here is not to argue that such cases in our society are
right, fair, or unbiased. Rather, the question being raised is whether, when focusing on artificial
intelligence, the fact that Al produces such outcomes should be treated as a problem of bias
warranting its suspension or abandonment. From a technical perspective, one could even argue
that Al producing such conclusions reflects a properly designed and adequately trained system

that accurately mirrors the intentions of its users or developers.

It is difficult to determine what it truly means for artificial intelligence to be fair'” or
unbiased. It is hard to establish clear standards of fairness. If an outcome turns out to be
unfair, does that necessarily make the Al itself unfair? Or, on what grounds and by what
standards should fairness or unfairness be judged? These questions remain challenging to
answer.'® In the use of machines or technology, the fairest approach may be the one with the
least human involvement. The more humans intervene, the greater the likelihood that their
biases—whether intentional or unintentional—will be embedded in the technology. When
bias already exists in society, training on such data will inevitably lead to biased outcomes.
Because Al is a machine, it can be seen as belonging to the realm of Sein. Likewise, social
phenomena and the data derived from them may also be regarded as lying within the realm of
Sein rather than Sollen. This raises the question: if Al is fed training data that reflect Sein, is
it truly possible to expect it to produce outcomes grounded in Sollen? In other words, can Al
be required to adhere to normative demands such as ethics, morality, and law? With current
technology, it still seems difficult for Al to recognize and learn Sollen. If so, this issue could in
principle be addressed through the selection, manipulation, or processing of the data used to
train AL Yet this immediately raises the question of who should classify and adjust the data,
and to what extent. For example, in the Amazon case discussed above, would it be fair to
consider training the Al on data in which the ratio of male to female applicants is artificially
balanced? Suppose, moreover, that in reality men account for 80-90 percent of perpetrators in

sexual crimes. Would an Al trained on data adjusted to a 50:50 ratio between men and women

17 Infact, the concept of fairness is multifaceted and can be interpreted differently across societies, making it

difficult to establish a single, definitive definition of what fairness means.

18 Specifically, depending on which standard of fairness is applied to evaluate an algorithm, and on the
various contexts in which Al is used, different—and at times even opposing—conclusions about fairness
may be drawn. See Haksoo Ko, “The Difficulty of Fair Artificial Intelligence,” Bank of Korea Newsletter,
August 2021, p. 43.
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truly be considered fair? Extending this further, in the case of COMPAS in the United States, if
the rate of (re)offending among Black individuals is assumed to be twice as high as that among
White individuals, would it be fair to equalize the ratio between Black and White defendants in
the training data so that the Al predicts recidivism accordingly? To take an example from our
own society rather than from abroad: if news exposure on Naver shows a ratio of conservative
to progressive outlets of 7:3, we might call this an unfair service marked by conservative
bias. At the very least, there would be grounds to argue that a closer to 5:5 balance between
conservative and progressive outlets is needed for fairness. However, if the actual number of
conservative and progressive outlets and the ratio of their published articles in society is itself
7:3—given that newspapers are protected in their editorial orientation (Tendenz)—is it fairer to
expose users to news at that same 7:3 ratio, or to deliberately adjust it to 5:57 This is a question
that is difficult to answer. It is also questionable whether the outcomes produced by Al trained
on such arithmetic, quantitative, or outcome-based notions of fairness would possess the level
of accuracy necessary for us to accept and employ them, or whether they would even align
with the intended purpose of development. Furthermore, one might wonder whether we are
placing excessively strong ethical and fairness demands on AlI—demands that our own society
does not consistently uphold. It is also necessary to consider how to address the new forms of

bias that may arise from the selection and processing of training data.

C. Algorithmic Bias

One possible approach to address concerns on manipulating training data is to explore
ways of designing algorithms that explicitly take such issues into account. While training data
may belong more to the realm of Sein, the design of algorithms is carried out by humans and
therefore lies within a domain where Sollen can be introduced. Accordingly, it is possible to
mandate or require that such considerations be incorporated into the design process. However,
what is troubling is that bias arising from algorithms can lead to even more dangerous

outcomes, since it involves artificial adjustments of results through human intervention.

Algorithmic bias typically arises from three main sources. The first is when the algorithm
is intentionally designed to be biased at the design stage. The second is when, although not

intentional, the developer’s unconscious biases are nonetheless reflected in the design."” The

19 Lee, Joon-ll, Artificial Intelligence and the Constitution, Constitutional Studies Vol. 28, No. 2, 2022, p.
365;Park, Do—Hyun, The Intersection of Human Bias and Artificial Intelligence, Seoul National University
Law Review Vol. 63, No. 1, 2022, p. 151 (distinguishing between “conscious” and “implicit” biases).
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third, which may be difficult to distinguish from the second, occurs when social discrimination
issues are not taken seriously in the design process—that is, when existing biases are left
uncorrected.”’ (This, in turn, can interact with the training data and manifest as bias in the

outcomes.)

When discrimination arises because algorithms are deliberately designed to be biased, the
consequences are even more serious than those stemming from biased training data. If Al
merely mirrors the biases already present in society, such outcomes may be tolerated to some
extent. However, discrimination caused by algorithmic bias constitutes an artificial form of
discrimination. For example, in the financial sector, there is a fundamental difference between
developing Al for loan assessments (such as interest rate calculations) or credit scoring based
on existing risk-factor data, and designing algorithms to weight variables such as being female
or being Black. Such practices could likely be fall under existing laws that regulate or prohibit

discriminatory conduct.

The second case poses the problem that such biases are difficult to detect. This stems from
the invisibility”" and opacity of the computational processes that drive algorithms, making
them hard to explain. The opacity of algorithms may result from developers’ reluctance to
disclose trade secrets, from the lack of expertise among non-specialists to understand how
they operate, or even from the difficulty that experts themselves face in comprehending
their workings.” For instance, Naver had already been criticized for bias in the placement of
political news. In response to such public criticism, Naver announced in 2018 that news editing
would no longer be performed by humans but would instead be assigned to Al, with humans
merely providing technical support. Nevertheless, because many continue to criticize Naver's

news placement as showing a conservative bias, suspicions persist about its news curation

20 Kim, Sung-Yong & Jung, Kwan-Young, A Study on Discrimination Caused by Automated Processing of
Personal Data by Artificial Intelligence, Seoul National University Law Review, Vol. 60, No. 2, 2019, p. 326.

21 Jeong, Won—Seob, Bias and Fairness in Artificial Intelligence Algorithms, Human - Environment - Future,
No. 25, 2020, p. 65.

22 Won, Sang-Cheol, The Intersection of Artificial Intelligence Ethics and Law, Journal of Legal Theory and
Practice Vol. 12, No. 2, 2024, p. 213;Kim, Ji-Yeon, The Ethical Status of Artificial Intelligence (Al): The
Ethical Niche of Artificial Intelligence: Mingling with Humans and Non—-Humans, Society and Theory No.
46, 2023.
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algorithms. However, Naver has refused to disclose the technology, citing trade secrets.”®

The third case raises the question of whether algorithms can be normatively required to
be designed or modified in ways that eliminate or reduce biases arising from training data.
While algorithmic adjustments may help address bias in Al, they also risk creating new equality
concerns stemming from algorithmic bias itself. Regulating the design or manipulation of
algorithms is by no means an easy task. Since the algorithms used to design and train Al
are developed with substantial investment of time, resources, and efforts of developers or
companies, they are generally treated as trade secrets, and disclosure is highly likely to be
refused. It is also extremely difficult to mandate disclosure or to require developers to explain
or reveal the development process. This is often framed in terms of the duty to explain,
explainability, the right to explanation, or algorithmic transparency. However, in practice,

these principles appear very difficult to implement.

For example, in 2022 the Seoul High Court ruled against Naver in a case where the company
was accused of manipulating its algorithms to favor its own services, leading the Korea Fair
Trade Commission (KFTC) to impose corrective measures and a fine.” Naver, however,
appealed to the Supreme Court, arguing that modifying algorithms is a routine practice
in search engines and that such adjustments were intended to enhance consumer utility.”
Likewise, Coupang was fined 140 billion KRW by the KFTC for allegedly manipulating its
algorithms to unfairly favor its own private brand (PB) products, but the company has argued

that the algorithmic adjustments were legitimate business practices.”

These examples highlight both the risks of algorithmic manipulation and the challenges of

regulating it. The cases above were not merely about the fairness of the algorithms themselves

23 "Revealed Conservative Bias in Naver's News Editing Al Algorithm--- Will the Fairness Debate Heat Up?”
Al Times, March 8, 2021, https://www.aitimes.com/news/articleView.html?idxno=137148.

24 Seoul High Court, Decision 2021Nu36129, December 14, 2022.

25  “Comparison Shopping Search Algorithm Manipulation Charges'—FTC’s KRW 26.6 Billion Fine on Naver
Upheld,” Law Times, December 15, 2022, https://www.lawtimes.co.kr/news/183827; “Naver and the FTC
in Legal Dispute over the ‘Fairness of Search Algorithms,” Maeil llbo, February 19, 2023, https://www.
m-—i.kr/news/articleView.htmI?idxno=989013.

26 “Coupang Manipulated Algorithms to Rank Its Own Products First:- Employees Wrote 70,000
Reviews,” Dong-A llbo, June 13, 2024, https://www.donga.com/news/Economy/article/
all/20240613/125411557/2.
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but involved deliberate interventions by corporate insiders for economic gain. Nonetheless,
the companies argued that their actions were normal and unavoidable measures taken to
improve performance. Moreover, because companies are reluctant to disclose their algorithms
on grounds such as copyright and trade secrets, it is difficult to determine how such outcomes
were produced. These cases came to light only because relevant laws, investigations, and
evidence were in place. By contrast, in situations involving algorithmic manipulation leading
to discrimination on the basis of gender, race, or other characteristics, detecting such biases—

and proving them—becomes far more difficult.

How can proactive intervention—deliberately curating and manipulating training data and
designing or adjusting algorithms to correct and mitigate existing biases—be justified in the
name of Al fairness? Moreover, if such measures are to be adopted, we must also debate what

level of equality is required for an Al system to be regarded as fair.

To begin with, this debate is normatively analogous to discussions surrounding affirmative
action. Affirmative action refers to temporary preferential measures taken by States to
favor groups that have historically suffered discrimination, in order to compensate for past
disadvantages. A common example is gender quotas.” Similarly, although inequalities persist
in society, one could argue that when feeding training data into Al systems, priority should be
given to historically marginalized groups. The idea is not to design value-neutral algorithms,
but rather to develop value-oriented algorithms that give precedence to, or at least ensure

equal treatment with, those who have been subject to discrimination in society.

And there must also be discussion about whether fairness measures in Al should be
implemented on the basis of an arithmetic average. For example, even if crime rates are
statistically higher among certain groups—such as Black or White individuals, or men or
women—should training data nevertheless be balanced to reflect equal proportions across
race and gender? Or should algorithms be adjusted so that their outcomes produce such equal
proportions? The same questions arise in employment and in political orientation. As noted
earlier, in the case of news portals, the issue would be whether news exposure should be
presented at a 50:50 ratio between progressive and conservative outlets. If, despite the actual

distribution of public opinion, an arithmetic balance is imposed on what is shown, this could

27 However, such affirmative measures may in turn generate inequalities for other groups. It must therefore
be carefully reconsidered to what extent these measures can be justified and to what degree they are

constitutionally permissible.
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in fact be seen as Al distorting or manipulating human decision-making rather than fostering

fairness.®

IV. Measures to Ensure Fairness in Atrtificial Intelligence

The best way to address the problem of bias in artificial intelligence, as explained earlier, is
to eliminate bias in our society itself. The next best way is for algorithm developers to be free
from bias or to actively seek to correct it. In the end, discussions on Al ethics so far have been
less about instilling ethics or sollen in Al machines themselves, and more about demanding

ethical responsibility from developers.

In order to ensure fairness in artificial intelligence, various regulatory approaches have
been proposed at different stages, ranging from the input of training data to the design of
algorithms. Examples include discussions on data governance related to training data, as well
as obligations of explanation and rights to request explanation concerning algorithms. The

following section explores measures taken by various countries to secure fairness in Al

A.EU

The European Union enacted the Artificial Intelligence Act to regulate discrimination in Al
To this end, it emphasizes transparency and prohibits the use of biometric categorization
systems that classify natural persons individually on the basis of biometric data to infer race,
political opinions, trade union membership, religious or philosophical beliefs, sexual life, or
sexual orientation. It also prohibits Al systems that exploit the vulnerabilities of individuals
or groups due to their age, disability, or specific social or economic situation, as well as Al
systems that evaluate or classify individuals or groups over a certain period of time based on
their social behavior, or on known, inferred, or predicted personality traits or characteristics,

through social scoring. (Article 5)

Moreover, in order to regulate such high-risk Al systems, requirements are imposed on

data collection and labelling, the availability, quantity, and suitability of the necessary data,

28 Muibin, A Re—examination of Freedom of Thought: Focusing on the Possibility of Manipulating the
Decision—Making Process by Atrtificial Intelligence, Public Law Review, Vol. 52, No. 3, 2024.
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as well as assessments thereof. It also mandates appropriate measures to identify, prevent,
and mitigate potential biases that may lead to discrimination prohibited under EU law. In
particular, Article 10 establishes provisions on data and data governance, aiming to regulate

quality standards for training data.

B. USA

According to the 2022 National Artificial Intelligence Initiative Act of the United States, the
National Artificial Intelligence Advisory Committee was established to address these issues.
In October 2022, the “Al Bill of Rights”® was published, and on October 30, 2023, the Biden
Administration issued the Executive Order on the Safe, Secure, and Trustworthy Development
and Use of Artificial Intelligence’™'. Recognizing that Al carries inherent risks along with its
many potential benefits, this Executive Order set out eight guiding principles® that federal
agencies must follow in the development and use of Al It also mandated the establishment
of a White House Al Council® to formulate and implement related policies and to coordinate

government activities.

At the private sector level, the Algorithmic Accountability Act of 2022 seeks to prevent and
regulate problems arising from errors or biases in the use of algorithms. To this end, the

Act introduces safeguards in the form of mandatory impact assessments and empowers the

29 https://mwww.whitehouse.gov/ostp/ai-bill-of-rights/

30 Executive Order 14110 of October 30, 2023 — Safe, Secure, and Trustworthy Development and Use of
Artificial Intelligence, https://www.whitehouse.gov/briefing-room/presidential-actions/2023/10/30/

executive-order-on—the-safe—secure—and-trustworthy-development-and-use—of-artificial-intelligence/

31 https://www.whitehouse.gov/briefing—room/presidential-actions/2023/10/30/executive-order-on-the—
safe—secure—and-trustworthy—development-and-use—-of-artificial-intelligence/

32 Executive Order 14110 of October 30, 2023 sets out eight guiding principles: Ensuring the Safety and
Security of Al Technology, Promoting Innovation and Competition, Supporting Workers, Advancing Equity
and Civil Rights, Protecting Consumers, Patients, Passengers, and Students, Protecting Privacy, Advancing
Federal Government Use of Al, and Strengthening American Leadership Abroad.

33 Ministry of Government Legislation, Future Legislative Innovation Planning Team, Domestic and

International Legislative Trends on Atrtificial Intelligence (Al), Legislation Newsletter, 2024, p. 31.
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Federal Trade Commission to ensure their effectiveness.** The United States has adopted a
dual approach: on one hand, creating advisory bodies to flexibly respond to emerging issues,
and on the other, enforcing binding legal frameworks that apply separately to the public and

private sectors.

C. OECD

The OECD issued the Recommendation of the Council on Artificial Intelligence in 2019, and
released an updated version in May 2024. The Recommendation emphasizes that Al systems
must not lead to unjust discrimination in areas such as employment, finance, and healthcare.
It points out that Al can produce unfair outcomes not only through intentional bias but also
through unintentional bias, and recommends that Al developers conduct prior analyses of risks
of bias and unfairness and establish corrective measures. The Recommendation also stresses
transparency and explainability, urging Al developers and operators to practice responsible
disclosure and to ensure that those affected by Al decisions have the right to challenge

outcomes or request explanations.

V. Conclusion

Around the world, there is growing recognition of the adverse effects and inequalities caused
by bias in artificial intelligence, and efforts are being made to address these issues through

both hard and soft forms of regulation.

However, as examined above, while some types of bias can be addressed within the domain
of regulation, others remain hidden, reproducing existing inequalities in society or even

exacerbating them.

Biases that have already been widely discussed and recognized as problems seem to
have found at least some paths toward resolution. For instance, cases where data lacks
representativeness or where training data has been incorrectly input from the outset are, in

fact, relatively easier to remedy.

34 For more detailed provisions on equal protection under the Algorithmic Accountability Act, see llwoo Kim,

A Study on Discrimination in High—Risk Al Systems, Sogang Law Review, Vol. 13, No. 1, 2024, p. 33.

Session 2. Challenges of New Technologies: Inequality, Exclusion, and Human Rights 173



However, there appears to be insufficient discussion on how to address situations where
there are no problems in the training data or in the algorithm itself, yet the outcomes of
artificial intelligence still turn out to be biased and unequal. A representative example is when
Al learns the existing biases of our society—such as discrimination against women or racial
minorities—and produces biased conclusions accordingly. The unresolved question is whether

such Al systems should be considered unfair.

In practice, even when neither the training data nor the algorithm contains flaws, there may
be cases where Al produces biased or unequal outcomes. This raises potential legal questions,
such as whether the use of such Al can be forcibly prohibited, and how compensation or

recovery of development costs should be addressed.

Can we command Al to learn sollen so that it autonomously corrects the biases inherent in
our society and produces ethically and normatively fair conclusions? Is it even possible for Al to
learn sollen? How can we determine which conclusions are fair and unbiased? To what extent

must training data or algorithms be adjusted before an Al system can be regarded as unbiased?

As of yet, it seems difficult for our society to provide a definitive or common answer to these
questions. We still need more extensive discussion, reflection, and social consensus on issues

of fairness, bias, and inequality in artificial intelligence.

It is crucial, however, that before Al becomes more widely commercialized, we must engage
in this reflection and establish at least some form of guidelines—whether through normative
(mandatory) regulation or through self-regulatory mechanisms. Otherwise, once Al begins to
learn the biases of our society without any understanding of sollen, it will inevitably reproduce
and even amplify existing inequalities, risking the nullification of the progress our society has

thus far made toward reducing inequality.
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Data, Privacy and Discrimination

Tim ENGELHARDT | Human Rights Officer, OHCHR
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Data, Privacy and
Discrimination
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| LIITED PLATICRES
HUMAH BIGHTS

Introduction

+ Data-driven discrimination and inequality a key concern linked to
digitalization

+ New report on the right to privacy in the digital age A/HRC/60/45 (based
on HRC resolution 54/21)

N LESTED MATICRS
HUMAN BS3HTS

Normative Framework

» Right to privacy, UDHR, article 12, ICCPR, article 17

« Multiple privacy dimensions: informational, decisional, bodily,
communication, associational

* Enabler of other rights

» Right to equality and prohibition of discrimination core to human rights
(UDHR, article 7, ICCPR; articles 2 and 26)

= UN Guiding Principles on Business and Human Rights
« Growing number of national and regional legal frameworks
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‘% HUMAN BOHTS

Discrimination and inequality in key
domains

» Law enforcement and criminal justice
= Migration

- Social benefits

+ Health

« Digital Public Infrastructure

* Surveillance

+ Online information

| LIFSTED FATROH S
‘\7 HUMAN BOHTS

Challenges — system design

» Biased datasets and design choices
= Lack of transparency and accountability
« Scalability

 Inferences and predictions
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Challenges — human, structural and
institutional bias

- Systemic bias reflecting historic injustices, deep-seated human bias and
assumptions

* Intersectionality

+ Perceived objectivity of data obfuscating unfairness of practices

T ATIORES
HbM.'aN E‘EHT!

Challenges - role of the private sector

» Businesses drive tech development

+ State duty to protect, business responsibility to respect (UN Guiding
Principles on Business and Human Rights)

» Close State-business nexus creates particular challenges

186
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Challenges — digital divides

1/3 of world offline; in low-income countries only 27% use internet

- Gender and urban/rural gaps

« Dominance of companies from high-income countries and lack of
offerings tailored to local needs

« Disparities in legal frameworks and enforcement capacities

| T MATICIG
HLM.'.N I:ll:IhTS

Recommendations

Anchor use and regulation of tech in human rights - focus on non-discrimination.

L]

Legal frameworks - “smart mix” - and enforcement

Human rights due diligence

L]

Stakeholder engagement

Transparency

L]

Workforce diversity and sensitivity

Bridge digital divides - international cooperation

* Combat bias in data and algorithmic system
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Thank you!

Please get in touch: tim.engelhardt@un.org
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Technological Development and the Digital Divide
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CIXE He| M AUOAL 7oAl Al K27 |7 21H

Executive Director, Digital Rights Foundation

Member, UN High-level Advisory Body on Al
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< Technological Development and the Digital Divide >

o

Nighat DAD | Executive Director, Digital Rights Foundation, Member, UN High-level Advisory Body on Al

e
Cgleat - fndaties

TECHNOLOGICAL
DEVELOPMENT AND
THE DIGITAL DIVIDE

PRESENTATION BY
HIGHAT DAl

EXECUTHE DIRECTOR

. I‘ DIGMAL RIGHTS FOUMDATIOM
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Al-DRIVEN DISINFORMATION
AND GENDERED HARMS

THIHK ABDUT IT

Genarative Al toods are B2ing used to create hyper-realistic
desppdakes and manipulale Narraliaes, diso oot naTely
targating women jaurmalists and public figunas

HONOUR KILLING AND THE Al-FUELLED
GLORIFICATION OF GENDER-BASED
VIOLENCE ONLINE

P hace Ol Saiedru s s andd LYy ; oL ESF IS FTHSSEES - i HakiELan, aliagily

ACCess =nd liberacy barrars wt 2 ot Dini TICT 'L Mol e ot tech-fecilitated a
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DHFFING THE BHMAY 20253 INDIA-PAKISTAN COMFLICT

Nigital Eztlegrounds: Gendered NI DIFF faund that 73 sut of & total of 295 online
Illshlur'mallm TFEHU ” | | poats about the escalatlors aoroas platfiormns

i . : | carried gendered disinformation, hate speech, or
Hlﬁﬁﬂﬂﬁhhﬁ'ﬂh | Cesthmclodpy-Tacilitated gender-Dated vidlende
Escalations | | Ligineg rape threals, Corgiiest narralieed, @

| rankphobic slurs &= weapons of digital warfare

- |
DICITAL BATTLECEOUND

Thrs efresias: i o fMict amplifies gandersad abaises
anline, and hos pdathormm fraction allewes digital
apcas 13 e e & Mithsar r"l:H'_IE In thie batt e, weith
real-warld CoreEgquences Por wormen and
marginali==d groups.

SOME EXAMPLES OF DATA WE COLLECTED
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THE Al GIG ECONOMY

DATA LABELLIHG PNDUSTRY

Walued at arourd $T7 Billlan

it relies o freelance warkers in the Global
South, induding in Pakistan who work on
extramely sensta [oftantimes violent] dats
antries ard tadinusly annotate Tham for
fuitiher data Training.

OR RIGHT
THE Al GIG ECONOMY

DESFITE THE EXIEGTIMNG WALUE OF THE
Al IHDUSTRY

This emergirig Qg eccnomy has been
thomughly imesibi and workers |ack
baskc Ekar protection.
FAET CONT RTINS ana aUtsaLircad from large
ﬁ tach companias Boa 0 l’l|..-3|'l2| freslancars
ke $1-3 per bowr foe Cheir work and a5
keO-TaEkE are Unr rized] in Pakistams

ermpkyrment act, they bave no prospect of
peEnmanent contracts of enfcroeables berefits
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BARRIERS TO ACCESS FOR
MARGINALISED GROUPS
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Al in the Age of Survival

Michael KWET | Senior Researcher, University of Johannesburg, Visiting Professor, Yale University

Hi. I am truly honored to be here today, and the subject matter of this conference couldn’t be
more timely. Today I will argue that if we want to understand the connection between artificial
intelligence and human rights, we have to bring two key issues to the fore: environmental
sustainability, which includes limitations on global material resource use, and digital
colonialism, whereby the United States exercises unipolar dominance over the global digital

ecosystem.

Before we get to Al and the global digital economy, let’'s start with environmental

sustainability.

According to the United Nations, and others, we face a triple crisis of climate change,
biodiversity loss, and pollution. We should add to this that we are dangerously close to
triggering several environmental tipping points — irreversible events like the destruction of
the Amazon rain forest, the mass die-off of coral reefs (which house % of all ocean life), the
melting of glacial ice sheets, and the collapse of the AMOC ocean current — which, if they
occur, will do catastrophic damage to life on the planet, including us. According to most
scientists, we are approaching 1.5C above the preindustrial level — at which point, they warn,
the likelihood of triggering major tipping points is “possible”. On the current trajectory, we
will hit 2C above the preindustrial level, and the probability of triggering these tipping points

becomes “likely”.

As we are trying to transition to renewable energy, the more we grow our economies, the
harder it becomes to stop overheating the planet. Barring the invention and mass-scaling up of
new technologies, projections show that worldwide economic growth will cancel out the effects

of renewables and keep increasing the global temperature.

In addition to overheating the planet, human economic activity is driving biodiversity loss
at an alarming pace. Many scientists argue that humans are causing a “sixth extinction”
event, and we are also causing wildlife populations to plummet. According to the World

Wildlife Foundation, the average size of vertebrate species has fallen by an eye-watering 73%
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among 5,495 vertebrate species sampled between 1970 and 2020. Entomologists estimate that
insect loss is about 2% per year — at that rate, one half of all insects will be gone within four
decades. Almost one third of the US bird population has disappeared from the skies since
1970. We're basically killing off life and destroying habitats everywhere we go. For the time
being, the primary cause of biodiversity loss is human economic activity, not climate change,
meaning that even if overheating the planet weren't an issue, economic growth would still be

unsustainable because we're over-exploiting nature.

For this reason, a staggering 71% of scientists and policy experts now believe that worldwide

economic growth is unsustainable.

This is a crucial point. Most people who accept the capitalist system argue that yes,
capitalism does create rich and poor, but with enough growth, we can eventually eradicate
global poverty. But material flows scientists have evaluated material resource use systematically,
and they ve concluded that for a low-risk environmental scenario, global raw material resource
use should be cut by one half and capped. This is incompatible with capitalism, which
plans the economy through investment in that which produces more and more and grows
at an exponential rate. And those familiar with exponential growth understand that growth

accelerates dramatically over time.

It is also incompatible with poverty alleviation and social justice. On the global scale,
the world economy produces $120 trillion per year which, divided by eight billion people,
produces about $24,000 per head per year. But the fruits of economic production are
concentrated both between and within countries. At the global level, the United States has 4%
of the population, yet 31% of the wealth and 45% of the financial assets. Within countries,
economic inequality is also highly inequitable. If you look closely at the data, then one is
forced to conclude that in order to provide a Westernized middle class standard of living
to all humans and stay within planetary limits, wealth and income needs to be distributed
equally between and within countries. The United Nations calls this process “contraction and
convergence , whereby global material resource use contracts and the ownership of resource
converges between rich and poor. I call this a “just degrowth transition”, which is very different
from a capitalist “just transition” that only requires a transition to renewable energy and some

regulations on industrial agriculture.

The case for contraction and convergence is even stronger when we consider historical
development. In environmental economics, there's two primary forms of debt. The first is

called climate debt. This is tabulated by calculating how much carbon each country has
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emitted from the industrial revolution to the present. The United States is responsible for 40%
of national overshoot, with the EU-28 following closely at 29%. The Global South is responsible
for just 8%.

There's another debt, called ecological debt, which tabulates excess material use by country.
The United States is responsible for 27%, followed by the EU-28 at 25%. China accounts for
15% and the rest of the Global South 8%.

Here we can see the United States, with 4% of the world’s population, 31% of the world's
wealth and 45% of the financial assets, not only presently over-consumes the world's material
resources, but it owes the rest of the world a debt for its over-consumption of the resources
it consumed over decades to build its prosperity, including critical infrastructure like roads,
offices, and houses. From a degrowth perspective, wealth concentration into the hands of
Americans is unsustainable. There needs to be a global movement demanding that the US
pay its environmental debts and stop consuming more that its fair share of the world’s finite

resources.

It's within this context that we should understand digital technology and human rights. My
book, Digital Degrowth: Technology in the Age of Survival, was the first study to systematically
tabulate who owns the global digital economy. To do this, I assessed national ownership of
transnational tech corporations, the startup sector, investment, research and development,
intellectual property, as well as products and services like semiconductors, cloud computing,
artificial intelligence, big data, operating systems, hard drives, email, streaming entertainment,
and more. The widespread belief that there are two poles in the global digital economy - the
United States on one end, and China on the other — is wildly incorrect. In reality, the United

States has unipolar dominance over the global digital economy.

Let me state just a few facts here, just to show the extreme extend of US hegemony in the

digital sphere:

* As of November 2023, of the top 943 tech corporations:

* The United States owns 55% of the companies, 77% of the market cap, and 59% of the revenue.
* China, by comparison, has 6% of the companies, 6% of the market cap, and 11% of the revenue.
* Even this understates the case: most Chinese corporations do business within mainland China.

* Of the top 15 Chinese tech corporations, only 19% of the revenue comes from abroad.
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* The top 15 US tech corporations, by comparison, get 49% of their revenue from overseas.
The rest of the digital economy looks the same — it's all documented in the book.

Now if you factor in material resource limitations, wealth concentration is no longer
compatible with environmental sustainability. There simply isn’'t that much to go around.
Here we can see the first major problem: the United States owns and controls what is, by many
metrics, the most lucrative part of the global economy: the digital sector. The global digital
economy reinforces what scholars call ecologically unequal exchange, whereby the rich, led
by the United States, own and control the means of computation and knowledge, and perform
the higher-level “thinking”, while the poor dig in the dirt for minerals, produce cash crops,
and carry out menial tasks like cleansing social media feeds of disturbing content or labeling
data for AL The Global North, joined by China, is also depleting their natural resources while
the South suffers from environmental externalities imposed on the bottom of the global supply

chain.

This ecologically unequal exchange disproportionately benefits wealthy Americans, whose
tech executives and investors have become multi-billionaires and multi-millionaires. White
collar tech workers are also beneficiaries, with average salaries $300,000 per year, which

comprises much more than their fair and sustainable share of the planet’s wealth.

So from a digital degrowth perspective, we need to be clear about the facts: there is a US
empire at the center of the global digital economy. Yet it is no coincidence that it has been
written out of the story by the leading scholars and journalists, who are mostly from the United
States. It is also no coincidence that these same intellectuals receive hundreds of thousands
of dollars per year from multi-billion dollar institutions like Harvard, Yale, Microsoft, Google,
and the rich foundations. The notion of an American Empire is either completely absent from
their publications or reduced a paragraph, as if it is insignificant. Imagine 19th century British
scholars writing about “social justice” as if the British Empire doesn’t exist, or reducing it to a
few lines in a book. That's where we are today in the global conversation about digital politics

and human rights.

Over the past few years, intellectuals and policymakers have turned attention to the
intersection between digital technology and the environment, with a specific focus on energy
consumption, carbon emissions, water consumption, and to a lesser degree, pollution to local
habitats. While this is certainly an issue, the story told is wildly misleading. Reading the popular

press, non-governmental agencies, and leading scholars, you would think that artificial
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intelligence is now a major cause of climate change and water depletion. Yet the facts tell a

different story.
As T put it in a book chapter, “Digital Degrowth as Decolonization’, I provided calculations:

Al reportedly uses about 20 per cent of data-centre capacity; thus, via data centres, it may
contribute as little as 2.5 per cent of GHG emissions within the ICT sector itself (or 0.035 per
cent of global emissions) and 4.9 per cent of ICT-sector electricity use (or 0.2 per cent of global
electricity use). Even if scholarly findings somewhat understate ICT-sector electricity use and
emissions, and even if we accept the high-end projections due to the present Al/data centre
‘boom’, global emissions and electricity use from data centres and Al are tiny by comparison to
fossil fuels (with CO: accounting for 68 per cent of current GHG emissions) and the food system
(accounting for about one-third of all GHG emissions). Energy and water consumption by data
centres creates a very small environmental footprint on a global scale; impacts are more acute

at the local or, in a few cases, national level.

The popular conversation about Al and the environment misses the forest for the trees. The
central contribution of the digital sector to ecocide is not the “direct” environmental footprints
of Al and data centres — which is tiny on a global scale — or even the ICT sector as a whole.
Rather, it is the elite accumulation, ecologically unequal exchange, digitalization of capitalism,
and strengthening of the American Empire that precludes a just degrowth transition. This point
is central to understanding tech politics, yet it has been missed by all the literature on the

relationship between the digital economy and the environment, as I've illustrated in the book.

Because the United States owns and controls the core pillars of the digital economy — the
hardware, software, and network connectivity — it is able to extract and shape the flow of
information, dominate the online space, and bargain countries into submission. Beyond the
economic domain, it also integrates advanced digital technology, such as artificial intelligence,
into its global military force of 800 bases on foreign soil, which not only directly contributes
to global heating and biodiversity loss, but is used to maintain its dominance over the
global economy and keep the status quo intact. If countries begin to seriously challenge US

supremacy, they face the prospect of trade sanctions and military backlash.
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This leads us to the next question: what can we do about it? Well, you can’t fix something
you don't understand, so the first step is to reframe digital politics around digital degrowth,
with explicit opposition to digital colonialism and capitalism. This includes opposition to the
United States as the central culprit at the core, as well as harms carried out by others, such as
Chinese exploitation of African miners for cobalt in the Congo and Silicon Valley-style knock-

offs trying to strike it rich for elite accumulation within countries across the world.

Given the small window left to avert environmental catastrophe, we need a rapid
transformation of our way of life to produce what we all know should have been done a long
time ago — full equality with each other in harmony with nature. Systemic transformation
requires systemic planning, and to this effect I've proposed an ecosocialist Digital Tech Deal.
While there isn't much time to discuss the details, this would entail a just degrowth transition
that would place the means of computation and knowledge — including Al, cloud computing,
and online platforms — directly into the hands of workers and communities, without extractive
bosses or authoritarian bureaucracies to command them. If that sounds like the unrealistic
fantasy of people who yearn for a planet of equals, it's even more unrealistic to think that we
can keep the status quo of domination, exploitation, and growth going without destroying
our one and only planet. We need to institutionalize sharing and harmony instead of elite

accumulation and exploitation, plain and simple.

In short, we are living in a new era that requires drastic change. It's time to talk honestly

about the severity of the crisis we face and act with a real sense of urgency.

Thank you and I look forward to your questions.

Session 2. Challenges of New Technologies: Inequality, Exclusion, and Human Rights 219






[T 5 | Speaker 5]

CIX|E et At ECHE-F 1} Al Z2112|5
Precarious work and Al Algorithms

in the Digital Transformation Era

A O
Ols®&

LEE Seung yoon

Sl Afel= (st W

=

Professor, Department of Social Welfare, Chung—Ang University






TR BRI

@

B pArr b g

M 2, A17123} Q17 IR SBST Ao 2K

223



) VARIETIES
H3olE =5 HEf F

DEEQ EX F712te] YK PREEARITY

MELTING LABOUE AND THE FAILURE

fﬂfg "i gxf”g/ QE;} KOREAN WELFARE !;!:E'I:[q -

2ol QtEE =X 27 UH

A BA] g0, st=2 2f 30W Y E5H SAR7 2HE 0|52

(1960ALCH ALZ| 2 & H)

_—

224 M7|&1} Q1H: Q1B X529 718]et =M _New Technology and Human Rights: Opportunities and Challenges of Artificial Intelligence



HEER XL EP/ETRE

Yol 2X| HE QS UZEK| UL
S22 MT BXI7VE KD US

HESH = (NPS)
SEE Y 7|=dEed
u=ps L=

7| EHF

« W E OHE =&

«NBHY

< MG EHEH
O
EIUYEH

«7IE5HY BOIFE OlEY

SXNHE =50 AR

O
o) 2] 7 OB EX|27L0| YX X E WHO|

St20| BoH L EXES ESSt= O AlDjstn

A=k

Ml 2, M7|1Ent oI A S ESH ROl 22X 225



Aot S

. MEX0| L& SE|o} SRS E3N
Chast 424 2 i &

F:lﬂ BHY N4 FEASARHE 2000 HURT ROIEE = F 27A AelZE

i VEENY E-T ]
0| BB EF DB (D2| T 53 KA)0IA HO|LHE LYY =8 HELo| Tt

» SRR FAAZ e SHE, S AHUI, 22 AT
» N84 Y =

BRI SE B [ R E R SRR % , AHS| X

B ED A E | Mo orst

, 02 8T Ta8x ,EotEM E7}

226 M7|&1t 01 21Z X529 7|3|2t =X _New Technology and Human Rights: Opportunities and Challenges of Artificial Intelligence



| ez | [ 28 | [emz ]

=7 HHR 274
B

-}

<8 3> W THEE = F o S F T Wt

EEDGRAS =50 TUHAIZHE A7t 524X 1 YE= D Uct

i EUE K230l
200090 SEH 0| B & A2 SEHE ME2F EE2 =50t 59
HHE 7HHE 2, o2t Hotof Ot FAFMEH d¥2 26t QUCL

A TR0 ZHE S
 HEH MY DY " , AIYTRE H =LA
L 0|2 HH: 5 , 01§ == XHEFEo|o] LAk} og
. AS7|HE e diclE EE , 0| 82| YA, &5 o|El
. O] 2] FHO| =50 A , A8TH e I 25
H|o|El= Bt
. Clolg| =50t BH B 98
Hogte

Ml 2, M7|1Ent oI A S ESH ROl 22X 227



iiﬁﬁﬂ%ﬁﬂ

ol ofd o+ EH 2 A|S0| O|ROA| B M
e S EHH Q0| =X 1, =FX9 7|1}
WEH0| Y30, 250 SCHESIE

L EEOAN =52 HYEEE AT N

HZ &= 0HY| (7o-goACHOl M =%} &)
BEDSTA O DEL 0 AR Ty

. .
i, B e
sl Ty

ol [ e

iﬁﬂﬁﬂ%ﬁﬂ

, B2 5S S8 HOIF| B o5 SFS 0 Z2HE,
O/ 472 g4t 3eteE 73, 2 H39
E7t.. E0ffefE £ F

Ol 22 A LB EH =LA
DUZEE =25 0|80 =50
L HEe 2HiE|2 =2t

F OH: 23 77 WeamENUE_Hedd HAEEH SOElE ok AR A A=)

228 M7|z1t oI 213 X|S2| 7|5|9t =X _New Technology and Human Rights: Opportunities and Challenges of Artificial Intelligence



e

o
Hl
0=
MK

Ot S S E =s0lMe| gaa/=af X7[2H e #E

& BEE hiff@ﬂ?' a4 & 7 ool =7 gg’km 1995)
OfLF 2ofef /S 0/F 5} 3 Fast g4/ e C’f A B =7f2(Srnicek, 2017; Lu,
2024)7

0| &7& CIX| S 718 0] M3 &
M=zg gl ﬁ‘-‘l‘*’e‘!d;l-ﬁ% ’E_

T XrEdol S0 dHE=
LD AU=X&E dHE= AS

=
BC} (proon, 2018).

FCHE, 0|52, DEj2 (EYLHE D) 2025 EASP/SPA 2S5 YESH =2

Ml 2, M7|1Ent oI A S ESH ROl 22X 229



T Ul S St HOHE S AT
9 0]240| 2(0] = At Q717

ELI)E;I% WHES St AEY- gole g (2)1E FHAS S = TH EF
« 7|YER B0l 28 £Z617| 8 4
« T2 EEHP AR Qo] oFzho RS | HAHAA 2lE&— EEe] gEo= ZHE
5 ““ﬂ}! 77|12t C|X|® SHES S
Hog o 27|

I G FENE o

Al NE FALA

“Lf & S A{ofAf
= 5 2=
Af Zfof

i (3) XHE-Y o= Flo| SHE HH2 2 H

_ | ]
s A= + M
10 | 151
35 o5 aE A
rm:séozsr & d
= e AET O LZ

Q. XEdo|ojH WMo 2 2 HEH = A=
= 2 g/Z o G xE F9f

230

K52l 713]2t = _New Technology and Human Rights: Opportunities and Challenges of Artificial Intelligence




i Iiliﬂ EE E'| | 8wy, 1559

Of "Al"2 x== el A0| ofL|ct — FATOf 2lsf HAE Zo|ct.

T

oy =7 @
L 2 2k e xHo

\, ojs) ==t
LRSS S| A0 A L= 20 ofLCL

o4, IS2 Yo worS0|1 %%% | HAE A2 WM S2|517] Fis
E—‘I'EIEENZ}I%:]ﬂi 2 A1

\

i oI7F | XIO| M 22| F SH|Z: =0} Yals b5 AT Y

NN DRAZIE N EE FYEE G835 HofH I8FE S- EXE cFAFOY,
7 SEE AR

A &8 275 A"sts o] YT B2 xolq 2SR o|FRCL

[#aan | [#4=2n | [ewam ]

o | | S5
. :sm @ el . " oilie
?_l {I‘ H: (eei2023) / gHazE EH
2| X}
F “Sfi8/F0f IS0t &2

Ml 2, M7|1Ent oI A S ESH ROl 22X

231




CIX|E i 50| Wato) A X7| &4 O BA| LEpH=T}?

ZYE L E0) Cfp 7| = 7B HE o, R7|R e Fa jse ot 2ot
BN S

e YRT

R4 O|LH 3| BAIZHBE

oOf= Ateof o] =5

0/ WESL & STE0| QDS BHY CIX Y & 5 I SO LAY Lf2 282
YIRS AA2F 12 N3 SopLol] 2o BYET

/S A HEBO/JAE ST F L& 2 s Eo s HlEAIFIE B

xt7] &3]

goag/Zol etiEofH F2f

232 M7|z1t oI 213 X|S2| 7|5|9t =X _New Technology and Human Rights: Opportunities and Challenges of Artificial Intelligence



ATl ARNE
@

i o X #= @9
« £ P4z 2024W 1030 SAE gt=o] Yo HiE SHE !r.E-II'E'E a2 a2
WEZME HIEHOZ 510, & 942712 RET EBEE +THUC
« BEHFEMNE FE HA GF 0)4 AT, 21:00~07:00 A0 H 2 T AJZEOIY BIS
HES S JRISS 2= 70
- HE0| 0k 257 RS =SAHEL Sy TE IS =R 2R EECL
« dEF|cuMEE2E THEU20, OHE YEE ZETC
+ 12 Fd 3 24
- HErHel 28 =
- HEAEE b3 B5E
+ CEASS| oA F3Y

o

FoHE HER WAEZ 20 X+ 22 =2 BT BTE

ic}
o 1Fen1énde::1?adai. 2023} i
Ay E S T HEte| 27 2O A0 golL 217 |5 ENl AlE 2R
S HE YT
o wEIiHEEE HER2| g ML YRS 2|7 & =4 He EE Uy
S It EE Hoto] Y e S5 Ha| 7| 7|7 W) HEkE el nlh
L THzEtE XA oLt 7| 2 o HSots HestE Y H2 L EES 24 UR

HFUEI HP Y ASEE Y B 710 Ea E L D WEO| T ER A AE TR

i ered T4 Hel BEHE SAI5HA] 2510 Bofl s 27 HAEHY
= o b o T
F i B2 A0 A2 Rl B A S i

Ml 2, M7|1Ent oI A S ESH ROl 22X 233



IE ez E=tE
E|H 3 Hop & 282 2
A FEISYAIR N = AzhF & EIE; ;g 52471 04 =
i g ol=t S i Mg A9 25% = X 7| &
FAEZ T FAAIZ R4 glen=ArlEy
FE Atgfafif = 8 OLE HEfi M 22 =" = At 7|5
b |
<l
OX 8 = Asd 2 d 72 £t HEt
<Jd81> < 2> <& 3>
| ATt ThEH
YEX BEY A R
i R
ZHE I ‘
% ;-g#n A SEy
== HoE sust
gSe Asd

234 M7|z1t oI 213 X|S2| 7|5|9t =X _New Technology and Human Rights: Opportunities and Challenges of Artificial Intelligence




21t
o744

PR TR - LR 2
AHEd (182 S— ) xt2| &
o =al -0,.2203
HH =1} -0.2021¢

(#X.351)

- HUHOR =2 ASHE A7IEFHE AAAMF & XS 5AE PHECH

«» AU E 2 Y E EH o2 Qo) FMEQ MY a2t U c—2H
Y2t E7Mo2 Solsty YA|el XII2Hof Tis Yne|E EH O Fe
H3E 207 Ab=de EEE 019 s gHlE = UL

GI-—|EI:I: UHJHE_EI E_—"—I:

ZtE =1 0.1056***
FEHgE susge 408" lotqajz gy 0260177
g4 (083
= EE =23} 0.3862%** 71 A

EH| 33} p.ag1grer

- YPEIL L2 TEY 4 52 MY S RI|%

- FFEEI LSS UN2|S EMT} R REHE SE ALY
« S 32 (2 QMY AE RS _ J1E oot 280| £ EAS wimetal, 2002
5 0|= "Xp7|&%e] O|F 2= S WAGH: BUE HuUAT AN U Y02 EH
o S8 FYdS 2= E

Ml 2, M7|1Ent oI A S ESH ROl 22X

235




£470

g S o7iES Hat

52 dE13

=& Y= St w2 e & Y= g ke ey

-0.2021* +0.4918%**
ZIZHE iy BUY o= G2 27| 4H 7IZEE | BUHo R 92 A7 HH

-0.2203*** +0.3862***
e = I A5H0| X758 YHYo= TEH o|E=Ho| 77|53 E YHHe s
TaAY S7HMY

HH it

+0.0182 +0.1056%**
O 4ot 225 SHS ER 25 571 gug 38 2025 E48 E8 02 =7

i g Rr=an

x
b
el

HI

e
100t
> re
E‘h—.
ko
g
_3:‘&
1ox™
_:5'-|_

i

oz

5 oty

o
njo
ojn

i

o
H
rle

r
r

w2 = SAF2 O H2 K755 F £Y (H+=-0.20)
O A7|=F S 2HsoHA
= ofgyot o)x

- & @ l-l.
MO U
kidoriony
i

[

-

W

=]

B

A

ot

bal

2

b}

ujo

0x

o

Jt

hr

m

]

2

rot

&

rlo

ﬂ.ﬁ%

Hped

ommjonjod

e
; Ir-ﬁﬂu rir

wr g

2

A
==
32 I
s

ro
|
o=

4 I§2 WX O Y2 X7|EHHE 28 (A= 049)
P Y R} H|§ RE = AZEH OfEY
HEdt duf A HEE o) BHE d=28 A 27t S

L - I‘F
O
rlll_jlumE Irle
o

i

+
e
4o 0f4
o

o8
uEI_-
18
i
]
B
iy
It
@

3. RS SEI|2M Y O3EF EH

« group 2|5 EH = 22 AHEE ABUIMT A7 HHE 7
- 2 A=2d dg0AM= Fel0|st oo 2 a2t AL A BE
. E;EIJ_-;‘!*‘% A EA 7= §OFEY ololM S2§ SSAME

236 M7|&1} Q1H: Q1B X529 718]et =M _New Technology and Human Rights: Opportunities and Challenges of Artificial Intelligence



AMAE
1. AFEXL A2t SX =7/ A MU 2 REL| XHE O|F

ENE ZHAN LN FHEYA DEE2 DEFEO| O|HO|LLOLRAY, 2R
HEjo| DEE B X 2|2 E S| 5= A St

» DEFO| HYW ME|EFHS, P2, J 2S00 OE 7|0 & o|F5st= U
= THH 2 Y3

» AFEIE < B 0)E 92| 23 K7 7|oj2a d2 0™ HUS

AN R 28
. E3[ HOANARIE Cfato =
. U T2, YT Mef A ZHOIMO| XHEA BE

-gae|S EH A

« 02T 2AATY £EE 27

- dat X =0f H[HE A5 HE

- HE0 P E =S A0A H7tot= D=t £ Az EX|

Ml 2, M7|1Ent oI A S ESH ROl 22X

237




i 2 itlje] EC2A{C) REHAE AlE|RS

A AR 7|E2 EEEO| D 22X QI HEY0| B ULt 37/5 X5

22
AEEET Az et | [ wagn
F p{T=T ! e =5 £ e
23 =8% =% § :
miidald I IPAETY AH%EE:“E H51E

SOFHIA SEUNG-YOON LEE

géRIETIES
PREGARITY

HAr LIt

MELTING LABOUR AND THE FAILERE |EESUDhiHSV@CaU3Ckl’

[0 PROTECT WORKERS IN THE
KOREAN WELFARE STATE

238 M7|&1} Q1H: Q1B X529 718]et =M _New Technology and Human Rights: Opportunities and Challenges of Artificial Intelligence



Precarious work and Al Algorithms
in the Digital Transformation Era

LEE Seung yoon | Professor, Department of Social Welfare, Chung-Ang University

Precarious work and Al Algorithms
I in the Digital Transformation Era I

Prof. Dr. Sophia Seung-yoon Lee
Chung-Ang University, South Korea
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A SEUNG-TOON LEE

SOFH
:changing forms of work UF
:mismatch with the traditional welfare state PREEARITY

MELTING LABDUR AND THE FAILURE

Increase of precarious workers T MINE

KOREAN WELFARE STATE

Compressed welfare state development in South Korea

Without the welfare politics, Korea achieved a compressed welfare
state development in about 30 years (social security laws in1960s)
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Korea as a small welfare state?

The introduction of a series of welfare institutions is often not emphasized.

Korea catching up with ‘advanced welfare state’

* Mational Pension Scheme (NPS)

* Public Assistance and Basic Livelinood Security
* Retirement Pension System

* Bazic Pension

* Universal childcare

* Employment Insurance

* Industrial Accident Compensation Insurance

* Mational Health Insurance

* Long-Term Care Insurance

* Family policy, parental leave, child allowence,

Despite rapid development in the welfare institutions,

O

Why and how does the compressed institutional

development of the welfare state fail to protect
precarious workers in Korea?
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Melting labour

: The dismantling of various boundaries

surrounding the traditional forms of work
and workplace

F:li T 7 EEAS AWUE 70200 41U BT Mo LEIE =8 2]21210 AefEp

' New forms of WORK

the spread of various forms of work that deviate from these standard employment
relationships [ and also pure self-employment)

Tings around the concept of
Siandard workandocrupaion
» Working time and resting time » labor regulations, ie. Minimum
» Employment and unemployment > Incame, working time, ete.
» Work place and personal place, » social protection
public workplace + Weakening of the bargaining power
» Formal work and informal work + Rising precarity

» Clients, Employer, Employes
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| Industrial Economy | Service Economy | Digital Economy |

1 1 o -

- Melting labour N
Change in forms =
of work Standard Fissured labour _jJ
and workplace employment P

relationship

<Flgure &> Changes in form of work and workplice by eoonoenic stages.

the spatial and temporal boundaries of standard employment relations and work

are being blurred and reshaped.

Platform Capitalism
Since the mid-2000s, the emergence of platform capitalism has brought about new
forms and expansions of work, demanding a political-economic explanation of this
transformation.
Industrial Capitalism o Platform Capitalism

» Traditional industrial » Al Algorithm business

model » Rise of data-driven capitalism and model
» Source of profit: labor use of algorithms » Source of profit: big data
. Wage-based employment + Shift from labor to data as profit » Hyper-fragmentation of

relationship source employment

+ Sophisticated tools for data capture relationships
and control

243

Session 2. Challenges of New Technologies: Inequality, Exclusion, and Human Rights



Platform Capitalism

Bluring of the workers identity, skill of a worker,
weakening of bargaining power, and income
instability as contracts are made in units of tasks
rather than jobs

» The institutional protection for the de-
commodification of work is still concentrated
on the standard employment relationship in

F Korea (institutionalized in the 70s and 80s)

Platform Capitalism

« Invisible labor control through algorithms and the
expansion of micro projects, micro tasks, increase of
crowd works, gig works....melting lobour

£

¥
To what extent are the profits derived

from this new Al Algorithm bussiness
model is being distributed to labour?

5
: St .
) LT & U‘
F T B IR W SR ENLE_o0r A SH RohRlE = TN AT e qulﬁ;‘!;’ﬁﬁ a7 N
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How Al Algorithm effects workers’ precarity?

Algorithm and risk of self-exploitation in Korean Midnight Delivery Platform Labor

Does technological advancement grant autonomy to workers (Rifkin, 1995)7
Or rather, erode autonomy in mare subtle and sophisticated ways?{Srnicek, 2017: Ly, 2024)?

This study aims to examine whether the promise of flexibility and autonomy
offered by digital technologies is, in practice, producing new forms of
vulnerability and exploitation (proon, z019).

Yu, Dayoung., Lee, Seung-yoon., Ko, Taieun (Chung-Ang University) Paper presented
al the 2025 EASP/SPA joint conference
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Research Context: South Korea's Midnight Delivery Labor Market

Why is this o meaningful cose?
(1) A clear case of expanding "autonomy” through {2) Labor demand is met through employment
technological advancement flexibility

* Work Is performed at night, usually without direct = Firms turn to gig workers to meet growing
supervision demand—framed by the promise of autonony.

* Tasks are managed independently via smart
devices & digital platform

Recrinfmant messages

used o promods pig work

“Work whenever you
want, near your home*
| |
Number of industrial accidents r
10 151
Ower the
past 5 years Work-related
(2019-2023) 8 cases
deaths
= Overwork? Structural mechanism!
0. In what ways can Autonomy turn into Exploitation?"
F = Algorithm Monufoctured Consent
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Manufactured Consent (surnway, 1972

The “game” isn't free — it's designed by management.
ALIONOMous Wark @ ‘I.

w
4 A Structured by

Human Managers
Workers are not pushed by managers.

Instead, they voluntarily engage in self-exploitation
F by accepting the rules of the game and striving to win within a system designed by management.

From Human Managers to Algorithmic control: Work in the Melting Labor Era

In a platform labor morket where there are no fived working hours, no designoted workploce,
and no clearly defined employer, who monufoctured consent?

The authority to design and enforce the rules of the game has shifted: from human managers to algorithms.

| Industrial economy | | Serdce economy | | Digial sconoey |

l |

[}

"
1
-

I -\_'_--______- Adialting fa i
n’ .mdu-*-n:-h‘:.dpl.m H:mm Fidtid Id.u:__"“-—-_______h
m ril ik
Human " Source: Lee 2063 5 /
managers
F "Algorithm Manufoctured Consent”
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How does self-exploitation manifest in the context of digital labor?

Drawing on prior research on platform work, key patterns of self-exploitation include:
+ Long working hours

* Excessive workloads

= Lack of rest or recovery time

= Working while sick

These behaviors happen because workers,
under algorithm control and digital work outonomy,
Internalize the pressure to be productive and push themselves too hard.

How algarithmic interoction transforms “autonomous labor” into intensified lobor in digital plotform work:

——

Algorithmic
Control
Digital Work
igital Wor Self-Exploitation
Autonomy
Algorithm Manufactured Consent

AM71&nt ol: QIZX|52| 7189t =T _New Technology and Human Rights: Opportunities and Challenges of Artificial Intelligence



ATl ARNE

Data and Sample Description

This study draws on a large-scale survey of midnight delivery platform workers in South Korea,
conducted in October 2024, with a total of 942 valid responses,

The survey targeted individuals who work at least one day per week, and who performed delivery

tasks for at least one hour between 21:.00+07:00
= This ensures the sample reflects the core group of night-shift platform laborers.

*  The questionnaire consisted of 94 tems, covering:
+ Employment type and relationship
* General working conditions

* Psychosocial labor environment

F * Workers' perceptions and experiences

- - L]
Measurement and Operationalization
Mediator Variahle Allitems were rated on a 4-point Likert scale, with the index based on the average
. . score of all items.
: Algorithmic Control
Concept
Category Qussti
{Feméndez -Macias, 2023} one
Auterratic allnstion of : : . _
I5 your work schedula or hours automatically assigned vis an app or device?
Task Allpcation L
? Auterratic allnction of I% your number of deliveries or workload automatically assigrned through a
Diraction Bt hithes. device?
Automatic allocation of speed Is your work speed or item handling pace influenced by a device or app?
Work Procass i —
e directs Dy you follow sutaomated defivery routes or instructions from an app or
device?
Performance : Are app-based performancs scores or customer ratings used to assign your
Bktion k. e e ol LAyl Wosk future work?
Eralatin o task IF don’t maintain a minimum soor Lil can tasks b
r
: P P e o e intain a minim & or rating, WO
assgnrment canceled or restricted by the app?
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Each sub-dimension was coded as 1 if applicable and O if not.
All indicators were summed to create a continuous score from 0 to 4.

Dependent Variable

: Self Exploitation

three distinct groups of digital work autonomy types

Indicators Questions Operations
Numibser of days worked in midnight delivery
. : ; during the past week
Long working hours Working d k & working h
' P e S P e T Total hoursiday & night); 52+ hours/week =
Self-exploitation
Excessive work loods Dally delivery count Top 25% = Self-exploltation
Lock of rest Daily Rest time "M rest” = Self-exploitation
Working while sick Working while Sick "WES" = Self-exploitation
Result

<Group 1> <Group 2> <Group 3>
Actuel ! ——— Ferngcaal A
Autonomy
ramking At Tk Ao hﬂ::-u. T i
Superfichal ‘
Aty [— Indy “.m'-' For——
= Low Aut ith
L gl High Responsibili
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Result

Mediation Analysis Result

0.0699 Algorithmic D.2601%**
High Autonomy with High Control —_— . Self
Responsibil g
£ 3 Direct effect: -0.2203* Exploitation
[Group2)
Total effect : -0.2021*
{ Ref. Groupl )

= Ovwverall, higher autonomy has a structural effect in reducing self-exploitation.

* However, due to a tendency toward greater algorithmic control, there is a potential
offsetting effect—although the indirect path was not statistically significant, the
strong positive effect of algorithmic control on self-exploitation may counteract the
direct benefit of autonomy.

Al Algorithm Mediation Analysis Result

indirect effect : 0.1056***

E— 0.8058%** Algorithmic 0.2601%**
Low Autonomy with High Control —_— =
Responsibility Sve_lf- .
Direct effect: 0.3862%%* Exploitation

Group3
( ) ! Total effect : 0,4918%%*

[ Ref. Groupl )

= Two reinforcing pathways:

* Direct effect: Low autonomy + high responsibility - self-exploitation

* Indirect effect: Strong algorithmic control amplifies self-exploitation
* Group 3 consists mostly of independent contractors — the most vulnerable type of

Workers (kim et al., 2022)

= This forms a “dual structure of self-exploitation™: Platform governance intensifies
vulnerability through structural and algorithmic means

Session 2. Challenges of New Technologies: Inequality, Exclusion, and Human Rights
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Findings

Algorithm Mediation Analysis Result

Group 2 Group 3
High Autonomy with High Responsibility Low Autonomy with High Responsibility

Effect Type

-0.2021* +0.4918%**

Total effect

overall lower self-explostation than reference overall higher self-exploitation than reference
-0.2203*%** +0.38E2%**
Direct effect structural autonomy directly reduces self- structural dependency directly raises self-
exploitation exploitation
b o
Indirect effect e . -
srnall Increase via stronger algorithmic control large increase via much Sllmﬂserillsmﬂlmrc
Findings
1. Actual Autonomy Matters
* Waorkers in the High Autonomy with High Responsibility group show less self-exploitation (Coeff= -

0.20)
* Autonomy in task, time, and decision-making enables self-regulation
* Algorithmic nudges are present but have limited impact when autonomy is secured

2. Dependency Magnifies Vulnerability

* Low autonomy with High Responsibility group shows significantly more self-exploitation (Coeff=
0.49)

= Lack of actual autonomy + heavy workload and cost burden = Structured

« Algorithmic control intensifies exploitation through just-in-time tasking and performance-linked
penalties (and Its effect explains ~20% of total impact)

3. Algorithmic Control os an Unequal Amplifier

= Algorithmic control significantly mediates self-exploitation only in the Low Autonomy group

= Mo significant mediation was found in the high autonomy group

* Digital governance tools can amplify consent under precarity = "Algorithm-manufactured
consent”
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Implications

1. Constraining Employers and Capital Exit from Welfare State/Solidarity

Responsibilities

Platform economy, Al Algorithm business model allow employers to evade welfare
obligations by relocating or outsourcing, hiring as new forms for work,

» Legislative and regulatory frameworks that mandate employer’s responsibilities and

contributions to social security (pensions, health, unemployment)

» Fiscal mechanisms like earmarked contributions to block social contracting out

- Restore Actual autonomy
* Especially for independent contractors

* Ensure autonomy in scheduling, task choice, and decision-making

- Regulate Algorithmic control

* Require transparency in algorithmic decision-making

* Apply proportionality tests to performance metrics

* Prevent over-optimization that shifts cost and risk onto workers

Session 2. Challenges of New Technologies: Inequality, Exclusion, and Human Rights
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i 2 Universal Social Protection as Foundation for solidarity

A robust social fabric depends on universal, inclusive coverage: 3 strategies

Expanding Legal Definitions of

Mew Concepts of "Warkers”
s i P £ e cetces Creating a Third Legal Category
Henw forms of work
Wwage worker | | Self-employed
Wage :r Wew form
Wage worker | | Setf-employed M of work New form
worker Ath group rw-:lrt 3 Sthgroup

SOPHIA SEUNG-YDON LEE

HéRIETIES
PREGARITY Thank you

G008 AN THE FAILURE leesophiasy@cau.ac.kr

{ER5 IM THE
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Responding to Human Rights Challenges in the Digital Age
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AN Seong Ryul | Director General, Policy Bureau, NHRCK

HOIZ | HEQIHATA Al0lA

CHANG Yeo—kyung | Executive Director, Institute for Digital Rights
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YOO Seung-ik | Guest Professor, Department of Law, Myongji University
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Nele ROEKENS | Chair of the Working Group on Al, ENNHRI
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[AtZ]Xt Moderator]

Me&
AN Seong Ryul

BrloIESIYE B SR

Director General, Policy Bureau, NHRCK

[Career]

Seung Ryul AN completed the 32nd Judicial Research and Training Institute and is a licensed Attorney—at—Law.

He has served as Director of the Human Rights Policy Division, Administrative and Legal Affairs Officer, Director of
General Affairs, and Director General of the Civil and Political Rights Bureau at the National Human Rights Commission
of Korea (NHRCK).

He is currently the Director General of the Human Rights Policy Bureau, NHRCK.
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CHANG Yeo-kyung

HEOIHITA HYOIAT

Executive Director, Institute for Digital Rights
(o]
H0iE2 Ws3sk(Educational Technology)t 2tat7|&3kScience, Technology, and Society)2 ST}, 2018 HEQIFAF
20M AZE AEGIT, OH0E 1996 MEOIHTH HEHEJIME/Jinbonet)2| A0 2716t 02 22 5712 A3
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ot= At3lofl HEIF (Digital Rights)2l HE S AJNGHL HEH0| BrHSE | Lot =2l RATH MESEAUNSFZOIA SIS 3| H]
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0z
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40
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[Career]

Yeo—kyungChangstudied Educational Technology and Science, Technology, and Society. She began working full-time at
the Information Human Rights Research Institute in 2018, and prior to that, she had been working as a full-time activist
since participating in the founding of the progressive network center Jinbonet, a digital rights organization, in 1996. She
has been working to introduce the concept of Digital Rights to Korean society and reflect it in policy. She served as a
non-standing member of the Student Human Rights Committee at the Seoul Metropolitan Office of Education and as
a non-standing member of the Personal Information Protection Commission. She is currently a member of the Digital

Rights Expert Committee at the National Human Rights Commission of Korea.
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YOO Seung-ik

HR|CHSID St T4

Guest Professor, Department of Law, Myongji University
(o]
F5AUS 2011, IS WOIM SEete BI3UCE = 201235 A0S (S sHdolutstiistul) Hett 3 Zaatystot &
w=E FUMD, 202132 2026E7HX| StSistnl BK21 Au-E X0, SiX HX|CHSLwOolA Siut Q13 2t Zojet o7t
E 755t QUCH FHOA AFHZAMIE] AFZS —0 QUL

[Career]

Seung-ik Yoo majored in constitutional law at Korea University in 2011. He served as an assistant professor in the
Department of Law and Police Administration at Shingyeong University (now Hwaseong University of Medical Sciences
and Technology) from 2012, worked as a BK21 research professor at Handong Global University from 2021 to 2025, and
is currently continuing his lectures and research on constitutional law and human rights at Myongji University. He serves

as the director of the Judicial Watch Center at People's Solidarity for Participatory Democracy (PSPD).
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[Career]

Nele is chair of the Working Group on Al of the European Network of National Human Rights Institutions” (ENNHRI). In
this role she guides the collaborative efforts of over 40independent public institutions in matters on Al and emerging
technologies. This role extends to representing ENNHRI at the Council of Europe’s Committee on Artificial Intelligence.
At the national level, Nele leads the Artificial Intelligence team at Unia, the Belgian Equality Body and National Human
Rights Institution.

Nele is appointed as an independent expert for the Council of Europe's Committee of Experts on Avrtificial Intelligence,
Equality, and Discrimination (GEC/ADI-Al) and was member of a network of experts for UN Secretary-General's High—
Level Advisory Body on Artificial Intelligence. Through these roles, Nele advocates for a human rights based approach in
the development, deployment and regulation of Al and emerging technologies.

[Prior to her current roles, she gained experience at prominent institutions including the United Nations Human Rights

Council, CNN, Eurojust, and CACIT, a collective of NGOs that combat impunity in Togo.]
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The Evolution of Digital Rights

He|FH2| 2rdn A 48| ubE
"QIE{ O8X}"0] 2|2 AIRHE @7

QIE|L! Z3O| XHS |
OlEfl/EE HaY |
SA10| HLD} XS

ALl Ae|

264 M7|&1} Q1H: Q1B X529 718]et =M _New Technology and Human Rights: Opportunities and Challenges of Artificial Intelligence



CIXIE 2t

* OIEMXI CIX|E 7=t 20| HAUH Q1Zt9|
St AFE, AL HM7HHIERZZ HEE,
L S2E O7IHK| &2l 2= SHO0| CIXIE
HIEHZ 72t 2[0M O|FOT

el

« QIE4l O|2XIe] HE|2EH RE ATl HHEOQ|

CIRIE AHE| 2300 e 242 =Y

7117|712 BEAUA 4B
27HUALI 3| (FEAUAE A, 2013)

"HHRIAE FHEMY|=0l 2ot CIXIEetE EE 7t
=8, 713, 58, 2&&l= 1Fgat O 2= 0T
ZEIHAI0 Tkt 21zte] Z2H-E0| SlEEIX g1,
AtFE1 AHEGI0] 0188 &~ U= 7[25 A2(0ICt

Ml 3. 7IEL Mt 0f2 2|0 thE

265



IO BAl 2+
IS 2 sE7HEet (2018)

« D= =02 Y3AHES 71

« D= AFEE Atel0) 2ot S5 S B 11 K 2|0 25K
SHIE #2|s 7t

« S7t= 2O SF AR QIS HiGHE ¢E ot
Al E5H7| 215t L==cHOF St

« QUE - =T 5 D0 AR EEEIH, 00 CHRt S 7Lt

| ey m—
B2 oA=L

Al AlCHeL Q1A B

FU SHID}F QI At ESE DA H DA (2019)

o KM, Lt Ol Lo SN EEE HISS
HIZOZ JHO10| A2|E 2T L2 M B2 EXl7t
0F7|=|2 QACt.

o =M, 72 7Is1 58 g+ L= EF0 LEol=
SHE SS HIZE XZE/0] A0, St Ut
A2IRtel He| "ol 7Hsd= mhefot7| OiELt

o A, flEdE+sS AL £28 E/ok= A0
/|22 23S AIE S TRIOPAHLE BIAIE == UL

kJ

266 M7|&1} Q1H: Q1B X529 718]et =M _New Technology and Human Rights: Opportunities and Challenges of Artificial Intelligence



Al0]l Cet Q1A% -2

HumanRights-Based Approach to Al

“OLAIZOLAI HAY 11 5711 | 2 nalE
o S8 gy wE

oy g L pie]
b HEXIE gl

s v o b

bl | 0 1R E ) 1T ME BTE FAI AEUAO.
EEEA | A0 2 RS e (g =R IE=W Il I8 R
BERE | AEOOE IR (B2 T SEM WS M-
WINE=F, MED| S&0| HE
roInIsAl) E8E, O
-2 2HA27 S LH HETLAL 24 A +E HA wH-
"0 785 [ Humanity) 5 218k 012X S{AD'S ST S -1000 O CH

Ml 3. 7IEL Mt 0f2 2|0 thE 267



THEH E4

7| sFEENUE (USRS

2|7|&, 2020)

E[¢

o (B % AHH) @ B2 AH F4Y80 @ 2 EokdMq @
AgHoE E4em @ A% WA #Y78E AgTh

- B3y gl= ey ‘AR old =9A Polr A-f

o8 7|lYd ARAELE EFI1 ¢FTAS 712dAE s

L= =R

71&# Asstel §ds AT 5 e &2 HE2e ¥4

1

SZHQIA7|2e] 'KIEH 22l il
SU OAIEHOIXIR EHE IR HTA (2018)
o "RIZINt ZF HE0|'R2|' FEES LHMIREE

HHZ0Hl 21 712 R0 CHSt KE0] ALE”

SHE=EH 1 H A (2019)

[ -

rH

t 1A
37+ Q1A C|RE2EH AHO| HA|E|0f
CHalmost human rights free-zone)."

O
Qo

A4
C
=

JE
T

0

o

X529l 7|3/t = _New Technology and Human Rights: Opportunities and Challenges of Artificial Intelligence



Al 2|AFZZ00 CHet H2|-tx| 2+

Atell) 55 SAE WK]E EVAAS ArA
o [SAH ALXILHE (2017)
QUZE7 |0 ZETE WAFET H2EC =2
1E A SS SAES L= (I
& HEZA &0l0F

> 30 S5 2JAIETUA HIZ €125 St

I

Ok

QIZYIE B M2k

o Z7iet 7|§0| AASEEIL S UAEH QRS

Z20H0F SHCE

Ml 3. 7IEL Mt 0f2 2|0 thE

269



HEIFH 7112 [HR0ot 1, IHS
B

14

Al QI3 E| 7

=710132|2l3] (2022) ozmo|3| (2024)
<QI3Xls 7 nt 220 akst <OIZ XIS 2IA-DI=250).
oI 7H0|E2121> HAIZ=o|0f 2ot 7| 2eek>

1. Q1710] E2QH E£= 1. @izt =&t el AHEd
2 EHEN AH 0|2 2 EEE U LS
3.A7|12E A0 HFE 3. 404 ol Mol
4. xrd 3% 4. HS 9 X1d 2X
5.Q12X|s QIAGTEIL Al 5 AMME £ U IRIEEHS
6.2 S 9 & YA 6. A2|A
OFA 7. QLT E 4

M7|&1t 01 21Z X529 7|3|2t =X _New Technology and Human Rights: Opportunities and Challenges of Artificial Intelligence




=712t 7| Al2| EB S}
JRBEE SN
HH =

* 1L
ol eI

LTSN

Al AlCHel
QI AL

Human Rights Governance
in the Age of Al

Ml 3. 7IEL Mt 0f2 2|0 thE 271



ArSetEl 282 82

mares QAL XER sy 4tob,

g gk
L gy el (A AU

B | oo 4 sy ol 4w e uee SR o
WEds | 00 4 mE) e | s | e e

ertei | ubolEaantann | S W A | o 45 Ee200135)

HAYUOR BEAa B AR =W MIUS---

IDIZES, ITMHIA A0 20728 2
- [CTI3 F2MHIA FTAY 222 A D16 HE - @ - EEHE — 'E-iﬂ_!,lj
WE At R FA47 gy,
H20E(MER HE) VA= UEZ Hote vhol T2t 2HE RS

Jes HE8 A L/S ZETNS2 HES

S Al (IS
& 4 ik, CHEL. X E0I o) o= s J2I5HR oHIsiHC
32 238 8302, SE-AE

Al AlCH Z2|F=H]| A8
0 "SI X2 QIZX|SKIE &
O|510{ AHAIQ| A4, Al[Q] OFE

YIS Y= RS EeCH(E 2

QIS XIS AH| 20
L 712200l SChst
As712¥ F2%).

rr

O »o

wnorm | JA] G
et W A
| AFFECTED
FERBONG
L]

272

X529l 7|3/t = _New Technology and Human Rights: Opportunities and Challenges of Artificial Intelligence



"27He HBIFH|, S6] 7K 2 S LAHLH LHROI A2
22 7HsH0| £ HRISHII L Tt Sapo=
AO{8ED 7102 & S 7/318 A1 Z6tT

Szzt d7|0| S Sxoo} it

RH= WO BET B o|ALHS EoA,

BN 8N, B XS 7HsN, E84 Y §BLS AE
FAERO| ] ESHEO| X|£ T

N 2H0 2A0]
H6iD SOIX| 2HE 4

Of 7[&0| 71s & FaLE"

20

EU ARz|) st

x5

— = S
= AOA 371/l
TAHAIL| LeFKE 37H
A0 D2I" AINIARIO] MH|AE HIBSHALE ARRSHE BlAlE
3 Holl e sAt CHEARRE CHES L= SAHAI D21 ALALAE] ARSE
CHefol 2 Zi0l2ks At2E Z2i0f SiCt.

T A HOR o AR M 7|2 B ET
o=

IS AU JEE 2slchs A IF80| S = MRS HIE
OloHEARE HOAIZ| D QIAS +HTIC

<!

a1

Ml 3. 7IEL Mt 0f2 2|0 thE

273




STE= AL A

a-lﬁ'&ﬂro g—x|£tﬂ — t::a-IIHD|§| Al j[%ﬂﬂh

= [ — | T O—

2ol BSOS S-S 012 715801 Ues A
ZHA PHE A 30 MiSot, S8t "5'2 =k
L= AR = HIS Tt

o 2UZXIS0 7ot 2ECERE B BE AR
27301l CHoHO] Ol2I& MIZIZ + U1, E8T 3R
Al AR KA CHet BEE MIZH S +~ UL

o ZIAE A2 T S0 8 M2IE = U

22

Al Q13 HHHAQ @
Al QII7|8F H30| st 3 HR|E 0F
0 %:frsam o| QI
|D| EI:I=| _ﬂ'- AHO El [+
rﬂ& AL Al A
o A0 A A
o TR HHAA *QI27| 7

r
I ;
&
0x

a8

274 M7Eat el

|'0

IZXI52] 7|32t =M _New Technology and Human Rights: Opportunities and Challenges of Artificial Intelligence




=LA
*H=0kEE

T

HAFRILIC

Ml 3. 7IEL Mt 0f2 2|0 thE 275



0]
Al Human Rights Governance:
Human Rights-Based Approach and Affected Persons

)

CHANG Yeo—-kyung | Executive Director, Institute for Digital Rights

IAl Human Rights Governance:
Human Rights-Based Approach
and Affected Persons

Sep. 2025. Chang Yeo-kyung
(m i R Fo Fa s
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The Evolution of Digital Rights

The process of Discovering Rights-

Holders and Identifying Rights
Demands that Began with the Rights of “Internet Users"

Freedom of expression |
on the Internet

Right of access fo
internet / information

Right to privacy of
communication

Internet Rights
Cyber Rights
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Digital Transformation

* Human activities, objects, and society as a whole—
previously less related to digital technology are now
interconnected through networks. From labor to
leisure, all aspects of life are conducted on the basis
of digital networks.

-

* The demand has expanded from the rights of
internet users to the guarantee of universal digital
rights for all indivisuals.

Identification of Information Rights
by National Human Rights Institution

National Human Rights Commission of Korea
(Information Rights Report, 2013)

"Information rights are the fundamental rights that
ensure human dignity is not harmed by the value of
digitized information collected, processed,
distributed, and utilized, and that it can be used
freely and without discrimination.”
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Demand for Explicit Recognition of

Information Rights
Constitutional Amendment Proposal by the President (2018)

* All people have the rights to know

* All people have the rights to have their personal
information protected and to control its processing

» The state shall strive to prevent and correct the harms
caused by the monopoly and disparity of information.

* Freedom of the press, publication, and other forms of
expression shall be guaranteed, and permits or censorship
for these shall be prohibited.

The Age of Al and its impact on Human Rights

Report of the UN Special Rapporteur on Extreme Poverty and
Human Rights (2019)

O First, there are many issues raised by determining an
individual's rights on the basis of predictions derived from the
behavior of a general population group.

0 Second, the functioning of the technologies and how they
arrive at a certain score or classification is often secret, thus
making it difficult to hold governments and private actors to
account for potential rights violations.

O Third, risk-scoring and need categorization can reinforce or
exacerbate existing inequalities and discrimination.
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Human Rights-Based

Approach to Al

Ethics-Based
Approach

Driven by
Big Tech and
Government

Dne Year after “Asiloma Al Principle” ,
Kakao Announced its ‘Algorithm Ethics

Guidelines’

L B " S
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The Ministry of Science and ICT
formulated the [Al Ethics Standards],
emphasizing a people-centered approach.
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“Voluntary" Compliance
Ministry of Science and ICT (Al Ethics Standards, 2020)

(Objectives and Guidelines)

(1) All members of society, (2) in every field, (3) shall voluntarily comply with,

and (4) pursue continuously evolving ethical standards.

* As a moral regulation rather than a binding “law” or "guideline,” it is a self-
regulatory framework that respects corporate autonomy, encourages the
advancement of artificial intelligence technologies, and fosters ethical
discourse that can respond flexibly to technological and social changes.

International Human Rights Bodies' Critique of
‘Voluntary Ethics'

Report of the UN Special Rapporteur on Freedom of
Opinion and Expression (2018)

* The private sector’s focus on and the public sector’s
push for ethics often imply resistance to human rights-
based regulation.

Report of the UN Special Rapporteur on Extreme
Poverty and Human Rights (2019)

* Big Tech operates in an almost human rights free-zone.

11
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Demand for Remedies Regarding Al
Decision-Making
Houston Independent School District - EVAAS Case

U.S. District Court, Southern District of Texas (2017)
When public employment-related decisions are made
using a teacher evaluation algorithm procured from a
private vendor, the court held that

"Due process must be observed.”

= Termination of the use of proprietary secret algorithms
in important public decision-making

12

Proposal for a Human Rights-Based Approach

Report of the UN Special Rapporteur on Freedom of Opinion and
Expression (2018)

O Humans are progressively excluded from defining the objectives
and outputs of an Al system, ensuring transparency,
accountability and access to effective remedy becomes mare
challenging...

O Companies and Governments to take steps to permit systems
to be scrutinized and challenged from conception to
implementation. Human rights impact assessments are one tool
that can demonstrate a commitment to addressing the human
rights implications of Al systems

1%
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Proposal for a Human Rights-Based Response

Report of the UN Secretary-General (2020)
o views people as individual holders of rights,
empowers them
o and promotes a legal and institutional
environment to enforce their rights

o seekredress for any human rights
violations and abuses

Evolution of Al Human Rights Norms
NHRCK (2022) COUNCIL OF EUROPE (2024)

<Framework convention on artificial
intalligance and human rights, democracy
and the rule of law>

<Human Rights Guidelines for Al
Development and Utilization>

1. Respect for human dignity

2. Obligation of transparency and 1. Human dignity and individual
explanation autonomy

3. Guarantee of the right to self- 2. Transparency and oversight
determination 3. Accountability and responsibility

4, Prohibition of discrimination 4, Equality and non-discrimination

5. Conduct of humanrights impact 5. Privacy and personal data
assessments for Al protection

6. Classification of risk levels and 6. Reliability
establishment of related 7. Safeinnovation

legislation
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Impiementationof Human Implementation of Al

Rights Obligations by Transparency and
States and Busmesses :"\CCGU ntal?H It}'

ts .'_1."|-:j due diligernce

Al
Human
Rights
Based

Approach

Human Rights
Governance
in the Age of Al
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Impacts of Automated Decision-Making
mares QAL XER sy o,
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Al and Machine Learning to Drive Public Service ? . =
Innovation: Ministry of Science and ICT Invests HHA HEXIE e i3m
20.7 Billion KRW n Wz A3 ned F47) s

Article 20 (Automatic dispositions)

An administrative authority may impose a disposition using a fully=
automated system (including systems in which artificial intelligence
technologies are employed); provided, the same shall not apply to
dispositions imposed at its discretion.

General Act on Public Administration
Enactad and Enforced on March 23

Identifying Rights-Holders in the Age of Al

0 'Affected persons' refers to those whose life, physical
safety, or fundamental rights are significantly impacted
by artificial intelligence products or services (Article 2,

Korea's Basic Act on Al)
Affected
persons
| i Affected
Py persons
AFPECTED Affected
| &Qﬁ i persons

14
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Participation of the Affected Persons
UN Secretary-General (2020)

"States should create opportunities for rights holders,
particularly those most affected or likely to suffer adverse
consequences, to effectively participate and contribute to the
development process, and facilitate targeted adoption of new
technologies. Through participation and inclusive consultation,
States can determine what technologies would be most
appropriate and effective as they pursue balanced and
integrated sustainable development with economic efficiency,
environmental sustainability, inclusion and equity. "

EU Example: Disclosure and

Consultation with Affected Persons
Disclosure to Workers of High-Risk Al in the Workplace

Before putting into service or using a high-risk Al system at the
workplace, deployers who are employers shall inform workers'
representatives and the affected workers that they will be subject to the
use of the high-risk Al system.

Fundamental Rights Impact Assessment as a Procedure for

Participation and Consultation of Affected Persons

to collect relevant information necessary to perform the impact assessment,
deployers of high-risk Al system, in particular when Al systems are used in the
public sector, could involve relevant stakeholders, including the representatives of
groups of persons likely to be affected by the Al system, independent experts, and
civil society organisations in conducting such impact assessments and designing

measuras to be taken in the case of materialisation of the risks.
20
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Remedies for Affected Persons

EU Al Act~ Council of Europe Framework Convention on Al

0 Provide information on Al systems that have the
potential to significantly affect human rights to the
competent authorities, and, in certain cases, also to the
affected persons.

0 Persons affected by Al-based decisions shall have the
possibility to contest such decisions, and, in certain
cases, to access information about the system itself,

0 Persons concerned shall have the right to file a
complaint with the competent authorities.

22

Key Elements of Al Human Rights Governance

Norm-setting and legal frameworks for a human rights—
based approach to Al
0 Implementation of human rights obligations by
states and businesses

0 Ensuring transparency and accountability of Al
systems

Affected Person and Building Al Governance
0 Participatory Governance
0 Remedy-focused Governance

ai
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Internaticnal

Al Governance [ i

-_-'
‘-“
-

Domestic Regulatory

Public-sector
Al systems

MNational Al Ministry of Science
Committee and ICT

" E
b Ma “competent autharties of

Thank you!
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Al Human Rights Impact Assessment and

Application
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< Al Human Rights Impact Assessment and Application >

(o

YOO Seung-ik | Guest Professor, Department of Law, Myongji University

Al Human Rights Impact

Assessment and Application
Yoo Seung-ik
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What is an Al human rights impact
assessment?

2011 UN Guiding Principles on Business and Human Rights
(UNGPs)

= Protect, Respect and Remedy Framework
State duby o pratact human nghts
Conporate respormibl] ity ke respect human nghlts
Accaps K alfacive ramedies

s Businessas should conduct Human Rights
Due Diligence (HRDD) to identify, prevent,
mitigate and acocount for how they address
their adverse human rights impacts.

# Human Rights Impact Assessment
(HRIA) iz a core tool of HRDD.

Session 3. Responding to Human Rights Challenges in the Digital Age
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Many inferences and predichons deeply affect the enjoyment of the nght to privacy,
including pecple’s autonomy and their right fo establish details of their identity,
Theay also raise many questions conceming other rights, such as the rights to
freedom of thought and of opinion, the right to freedom of expression, and the

nght to a far tnal and related rights

Human rights due diligence must be carried out systematically throughout the
entire life cycle of Al systems—from design, development, deployment, sale,
purchasa, to operation. A central element of such due diigence shoukd be regular
and comprahensive human rights impact assessments,

— UN High Commissioner for Human Rights & Privacy Rights in the Digital Age
(2021)

Human Rights Impact Assessment (HRIA)

A ool to measure and evaluate the
impact of business processas, policies,
legislation, and projects on human rights
An evaluation of whether state or
corporate policies and projects are
consistent with the realization and
protection of human rights, by identifying,
preventing, and mitigating negative
impacts while encouraging positive
contnbubions..
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Mational Human Rights Commission of Korea's
Recommendations on the Human Rights Impact Assessment

“39 The State shall conduct human fghts Impact assesaments on public Instiutions and
private enterprises in the development and use of Al t2king into account faciors such as the
likalihood and extent of man rights violations and discrimination, the ramber of individuals
affected, and the amount of data vs=ed. .

— Malional Human Rights Commasicn of Roras, Humas Rghis Guadeines an the Davaladena arid’ Uss of Arfiaal
irfeligrencs, Aol 2023)

"5 Estabdish a hurman rights impacl assessment system o ensure a3l assessments e
conducted prior to the development and deployment of &, and that reassessments ane camied owt
when functions are madified or the scops of wse is expandsd after deployment”

— Matiomal Human Rigets Commission of Koran, Opines an the DraiT famewad Achan the Devalonment of Armickal
indelkgancs and the Estabiahmes of Foemdalion far TIaheanfoess

National artificial intelligence evaluation tools

« Personal Information Protection Commission, Al Personal Information
Protection Seif-Checklist (May 2021)

& Ministry of Soence and |CT (MSIT ), Strategy for Ensuring Trushworthy Al
(May 2021)

* Financial Services Commission, Guidelines for Al Development and
Utilizatien in the Five Major Financial Sectors (August 2022)

¢  Ministry of Scence and ICT (MSIT) and Telecommunications Technology
Azzociation (TTA), Four Guidelines for Developing Trustworthy Al (March
2024 )

Session 3. Responding to Human Rights Challenges in the Digital Age 309



Why Are Al Human Rights Impact Assessments Necessary?

« Opacty and Ripple Effects of Artificial Intelligence Systems
Difficulties in providing remadies afler harm ooours
» Significant human rights implications of Al systems
Sanous effects on freedom of thought, freedom of expression, and the nght fo & feir nal
s |nsufficiency of existing impact assessment mechanisms
Lack of conssient standsnis for sssessmant scops, immg, fregueancy, and responsile aciors
¢ [ntermational Trends

Trend loward inefilutionafiging Al-relalsd impact asessament lools beyend shical standands

Al Impact Assessments Abroad

AM71&nt ol: QIZX|52| 7189t =T _New Technology and Human Rights: Opportunities and Challenges of Artificial Intelligence
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EI..II"I‘JFIEEIH Commission, Assessment List for T."I.!’Sf‘ﬂ"ﬂ.l"m}f Al
(July 2020)

o Initial tommn of artificial imtelligence impact
assessment
& Assessment List — 7 Key Reguirements, e
Owver 140 Questions Measure
(AN BIOCY SS SAhOU. if your organisation’s Al is

nrvacy and data goeemiancs
transparency

dnvarsily, mon-aiscrmnalon and [Bmess
anvimnmenial &nd aociabal well-Baing and

A paranii bk It

trustworthy

o+

mpaci assessment

s  Evolved into the Al Act (draft, Apal 2021)

Canada’s Algorithmic Impact Assessment (AlA)

Chus 11 BB iFrainatian 5ol Wingaton Measise] - B cusliy
s [ntroduced under the Directive on
I uced und the Lhrective of O you wes cocaTenied Erocsdd e when STy Crsosds bor e snd oiter
Automated Decision-Making (2019) urtsperitad padnoes? Such procsdas ey induie wpiieg el

* Risk-based approach: four levels of fsk  m=rooocees pedsme ool maluston ok |1 poni

—+ MIgnear r gk = El.I'IIII"IQEI' MedLirements O e
» Mandatory for public institutions using o
'.'ll.:!-._.if-'. on F'Eki"lg F.I|:|f"i'i'.!'l""lﬂ=. Crapier 1% Hi Sningiion el bifigeiice Voprem - Cencesl Cwrie Froiacion

H et pamm rechvi e ok Dl pEmorE dir. hevs v conchoed. plawad o
porele ar perad | LEEEE Be g pinans e prrecine raet

anmrae | 1 asee]

o Conductad onlina by tha implemanting
imstituion

+ OStakeholder participation and

o
O ka

= O W g b s ok, B0 e e R dRglee Dl
ﬂJ:‘lll:Eltl':-l of assessment rasults B8d pAVECTal ISk EOHATEON MEMLMH i oha esren ! [ poind

O %

OHa
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UK MNMIP Algorithm Impact Assessment

= [Developed in 2021 by the Ada Lovelace Institute with support from the NHS Al
Lab

» Tailored Algorithmic Impact Assessment for the National Medical Imaging
Platform (NMIP) in the healthcare sactor

o Tl i, propat rossasi in nviacpiainy o ardara il il nation

e @ etk comEniny, oF OO I seeean gach etk For

amzke, oould B erecertely docrrmmnaiony sooess 1 el

brmtreent? in yo cusent plan, whet messres cas be emiied o
RN OF i b wn bemaes T

Soopirg | Pediopsion'Wosshon 000 | el

3 B Hirew phieess. youle pndenoR Seoeshder GoreEs ared snronoimT Aue
e risies redaded b Increaroad pursellane T IFor ocmipie s sl
i ek et ol Wl dgraa b st e i oo T iy
o T geseba o indirpanoriond o Bosaciengs 0 s Bl ine i
sursmlarcs’

Trgng | FPricoeimfxahcg 2 | inspmics

U.S. Al Impact Assessment (OMB)

= Memorandum on Strengthening Al Govermance, Innovation, and Risk
Management (M-24-10). Recommends that federal agencies take minimum
measures (o manage nsks from Al systems that affect safety and rights.

+ Federal agencies must apply minimum nsk managemant measures, including
Al impact assessments, for Al systems that affect safety and rights (deadline;
Dacamber 1, 2024, with the possibility of a one-year extansion upon
justification)

= Federal agencies shall penodically update Al impact assessments, apply
them throughout the Al lifecycle, and document minimum requirements

# Linder the Trump administration's second term, America’s Al Action Plan was
announcead {July 2029).
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Human Rights, Democracy and Rule of Law Impact
Assessment of Al

Human Rights, Democracy, and Rule of Law Impact
Azzessment of &1, HEDRIA (May 2021)

#« Ermphasis on geopolitical, social, and
economic contexts

s  Consideration of the technlcal characienstics
af Al systems, sepe, reliabality, reliabdlity
Iraseabillly, explainability, data processing, el

o Slakeholder participation

Denmark — Human Rights Impact Assessment of Digital Activities

1 ¢ Guidelines for assessing and
T addressing the risk charactenstics

of digital activities, products, and

3 e senvices, including Al
Eprm, Gobackon and « Application of 8 human rights
i Ayl based approach
3 : = Five steps of human rights impact
assessment
SO ¢ Indicators for ' verity—s
. ndicators for assessing severity
'l.}il:'?ﬂ [ scope, sCala, imemadability
[e——Y S
Impacis
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Denmark — Human Rights Impact Assessment of Digital

e Assessment Indicators

Scopa
Scala
Imamediahility

Tarmrity
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Denmark's Digital Activities Human Rights Impact
Assessment: 10 Key Elements

10 Core Elements of the Human Rights Impact Assessment Procedure and Content
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MNetherlands — Fundamental Rights and Algorithms Impact
Assessment (FRAIA, 2022)

& A =et of guestions on human

.
rights 1Issuas to be addressed +
= | LL i =R &Nl T Y s
at tha early stagea of Al system Fosbed ' 2 . i im
- = e el
{lﬁ'-.9=ll‘l|3‘l'l'3"l'. O EE‘|."C-;.-‘I"’E!"L . i o - =i

5 | i 4] A L]
.1

s B iy b maen s Sy vy

iyt ”““_

’ ooy R rnren:
|:j 'y o el

¢ Hews e rwghpe s lmee—
Falt i e e ) _

= | O D L N R

o " THE TSP B P
mﬂ—m
myiEowica reeded

Al Human Rights Impact Assessment Tool
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MNational Human Rights Commission of Korea
Al Human Rights Impact Assessment Tool

dE st

Y w97 nlg
A

a#.“““.

Overview of Al Human Rights Impact Assessment Tool

» Scope of Assessment
All Al systems developed. pmocuned, or adopbed by public insttufions, as well ax “high-risk
AL Prohibiad A & excuded from the scops of asasasment. )

& Timing or Assessment
In principhs, assassmants &ra 1o be condudcted at he pianning stege prior 1 sysiem
dewziopment ar before mplementation
If tha aesaesrmant ibaniies concrata nele above o certain threshcld, confimous maragemant
shall be ensured thmugh regular and ex-post assassments

s Assasement Body
Tha assassmant may ba carmed aut aither intemaly by tha dewsl opingimglemsnting institution
of by & Terd-paty body.
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Procedure of Al Human Rights Impact Assessment

Biep 2. A Inmvmﬁnt L1

Aunalys md Remsdy
Eu'll:l:l:d ; Edmnikifi and Review
Asscss and mmaraafu‘ Ensure
analyee potental COrmUous

negative impatts. :rmamw i

\_/\“T,/ -

Structure of Human Rights Impact Assessment liems

# 4-Stage struchure (Each stage includes questions, along with an explanation
of their rationale. )

¢ Mostly multiple-choice questions (with some open-ended tems)

+ Addibonal explanations are required for chacklist,

s 5Set of Questions
Analysis and dentification of impacts conceming personal data proieciion and data
rranagameand, akgoithm rebabdily, non-discrimination, explainabilily, and iransparsncy
Pravaniion, mitigation, and remedy of risks
Stakeholdar parlicipabon

DRgclasuns ol assassrmend resulls and review of (be ssalualion process

[ e, D T e T
3111
Ir el presa, of LRng Hhe B ocieen, e I ERen paonmirei swluethar s B n per bl sy of caa g

Bnchgemund cenupadon
mmmmmmmwummw
=rvgnl oreminion, socwl pistes. or eoororer siErsegT

FiFrs H Fesds mproversrd Bl Ko O Roiskorestion B Riol sppdosbie
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Procedures for Al Human Rights Impact Assessment

= Step 1: Planning and Preparation

« A, Planning the Human Rights

Impact Assessmant

LAusasiions o harthy Al systems and
slakehoiders subjecl 1o aseessmenl

« b Preliminary investigation
Quesfions to ideniify the Al systom, areas
ol appiicabon, socE| condesd,
characierisbics, and consullalion with
stakehoiders

32
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Procedures for Al Human Rights Impact Assessment

+ Stage 2. Analysis and Evaluation

* A. Analysis and Evaluation of the Impacis
Raelated to Artificial Intalligence Technology

Protecton of parsenal deata

Oiata Manegemsen
figorithm Performance and Reliabiliy

Men-disaimiraion
Esplainability and Transparency

LDegres of Automatan and Human ivesalvermant
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= Stage 2: Analysis and
Evaluation
= b. Human Rights Impacts and
Severnty
(1) Right= Affected: with exormples

pecrvidiad
(2) Severity of Impacts on Human

Righis

Procedures for Al Human Rights Impact Assessment

(R ]
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T reghite? To wheal aondin coeld i afbecl thee erving peepaka o of
carimn apecific g (F mafbpls aren rghis sm atiscied, mach mged
b Sesta Saparatl . THee Saimee SPEdech 10 thad Aolkwang GLESSIOnG b
Fror sanmpls, the scops ol mpac] can be calegonesd amaedng n e
Pl ) cviterian

B 2051 or me of e ol populaon in e absced sea, o 2050
or more of a speoifioc groug:
B. S-20% o 10-50% of T kel pepriabon in U afecii @, of of &

speahic group
S, L thean 5—10% of B rotal poepeib®on in D aPucisd e, of ol a
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F Explanitan:

+ Stage 3: Improvement and
Remedy

A. Prevention
|dent iy maasures 1o prevent ks of
hurman rights viclationes

b. Mitigation
Rewaw af measures b milig ale fsks of
human nghis vickabions

C. Ramady
Compleint Proosduras and Reamaedias for
Human F:IQHIJE- Wiolalons

D. Consultation with Stakeholders
Consdltaton with sfeaho{ders on
measures for risk prevention, mitigation
and resdress of ham

Procedures for Al human rights impact assessment

+ Stage 4: Disclosure and Review
A. Disclosure of key alements of tha
artificial intelligence system

B. Disclosure of the results of the
human rights impact assessment

C. Post-implemantation monitoring

C. Review of the human rights impact
assessment

E. Re-conducting the Human Rights
Impact Assassment
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Key tasks related to Al human rights impact assessment

Artice 35 (Impact Azsessment of High-Impach Sriifcil |Imisligerca) of the Frameeswods Aot on the Devslopmant of
Adticial Inlaligenes and B Establishmanl of Foundation T Trustwarthirsss

(L Witwere an Al provider offers products of sevices thal wWilse high-impect Al B provider shall endeavor 1o conduc
AN Arseserant (harsinaltar refermd 1o s ergsact Assatamant) In edvance b svsiiaba the polential effects on
fundamaial ights.

 Scope of assessment. Definition and scope of high-risk (high-impact) Al

#+ Assessment Subjacts; Al providers (both developers and users)

¢ [Duty of Effort Provisions: Self-regulation vs. Mandatory Regulation
Effectiveness [ssues (Pnority Conzideration)

# Timing of the assessment Pre-assessment — Need for post-assessment and
periodic azsessments

# Possibility of mfringement of trade secrets and intellectual property nights
during the assessment process and disclosure process

& [ssues ralatad fa the relatonship with ather avaluaton systams

Thank you
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~ o HOME ABOUT US AR WIORE OUR MEMBERS HEWS EVENTS 0, ﬂ

Explore good practices of NHRIs working on Al

Disrover inspinng examples of how MHRS are addmssng the human: rights impacts of & i a selection of gond practioes. Brovese these acoorsing
to the differert parts of an WHR'S mandate. In addition, watch four NHRE desoribe ther national work.

‘ ¥ View al pood praciioes of KBS werking on Al r

Ackeizing national gevemments  Anahsing the mpact of the Cendicting human rights Initiating Imvestigations on
o Al palicy digitalization of public servioes Irnpact aiges srnts cases refated to A1

E N H R I Eurcpezn Hetwork af
National Kuman Rights Institwutions

ZAREILICH
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The Role of NHRIs for the New Technology
and Human Rights

Nele ROEKENS | Chair of the Working Group on Al, ENNHRI

E N N H R I Eurcpean Medwork of
Hational Human Rights Instibuiions

The Role of NHRIs for the New Technology
and Human Rights

Session 3. Responding to Human Rights Challenges in the Digital Age 333



Human rights challenges ENNHRI

) ENNHRI
Information asymmetry

Knowledge gap

A e P
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Power asymmetry
Threshold gap

RE &

P
NHRIs and Al in Europe ENNHRI

» Al and new technologies are affecting all hurnan rights
# NHRIs —with their broad mandate — to address human rights impacts of Al

» European NHRIs at very different stages regarding their engagement
with the topic of Al and human rights
» Many NHRIs in Europe have reported a need for further capacity, expertise
and resources to work effectively on Al
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ENNHRIs activities ENNHRI

Al is a thematic priority £

ENNHRI Al Working Group (¢

Developing specialised expertise via capacity building and training programs

» ENNRHI - OSCE-ODIHR weeklong MHRI Al and HR academy in Albania (2022)
= ENMHRI Co: Lab Al - large capacity building event in Slovenia (2023)
* Online Al resource (launched 2025)

Shaping human rights based governance

+ Support at national level
» Representation at regional fora

2 NEW LEGAL INSTRUMENTS

- N
CIMINCIL OF BURCFE F M_N_HRI
comstiL o cturoe Framework Convention
E = EU + Brussels effact \# = Global: UsA, MEX, ISR, JAP CAN, ARG,
'“"‘:"' = Legal basis: intemal market :; AUS etc. ] .
O | * Risk based approach including Q| * Legal basis protection of HR, Rol. and
T | specific prohibitions Q| democracy :
2| - Fundamental Rights impact 5| = Risk based approach, re-specie
= assesments (FRIAY '-E fprohibitions
m|, : - : o + HR, Rol and Democracy Impact
Cooperation with national authorities ZE
E. prc'tggtring R ‘Ol Assesment (HUDERIA)
ol i 1
O | . Graduated implementation timeline 5 | * Coordination with national HR
| (08024 S 03200 O | structures
L |, Gevernance 08725 | - Entry into force 3 months after 5
» High-risk systems 08/26 ratifications
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ENNHRI

Ensuring a human rights-based approach in
governance — regional engagement

= European Union Al Act
« ENMHRI Common Position
= ENMHRI-Eguinet statement on Al Act trilogue discussions

« Council of Europe Committee on Al (“CAI")

+ ENNHRI has observer status at CAl and participates in CDDH-IA (drafting handbook on
Al and HR)

= ENMMNHEI Common Position

« EMMHEI-Eguinet statement on enforcement

+ ENNHRI Staterent of Concemn on draft Convention

ENNHRI

How can NHRIs monitor, assess, and respond
to human rights issues arising from new
technologies?
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Zoom in on FRIAs: P,

key requirements for effective FRIAs

F

ENNHRI

Require that individuals or teams performing FRIAS have relevant HR expertise, or request relevant assistance.
Underline that the primary purpose of FRIAs should be the prevention of HR violations.

Require that the methodology and benchmarks for assessment are grounded in HR standards.

Promote policy coherence with existing internationz| standards and other EU regulations

Require meaningful transparency and effective remedy.

Recommend that FRIAs address collective and societal-level harms.

Require meaningful stakeholder engagement throughout the FRIA process,

Ensure the FRIA process is understood as iterative, covering the entire Al lifecycle

TATEMENT
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ENNHRI
THE DAMISH
INSTITUTE FOR
HUMAMN RICHTS
HUMAN
RIGHTS Best
8 IMPACT ——— practice
8 ASSESSMENT : )
GUIDANCE AND
MI TOOLBOX
.y
ENNHRI

How can NHRIs enhance their institutional
authority, mandates, and operational
capacity?
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Enhancing institutional authority and mandate

Best practice

MHRIs
{art 77}

Market
Surveillance
Authority(ies)

oo
ENNHRI

Art. 77 provides NHRIs with the necessary
powers to effectively fulfill their existing
mandate
Access to information = art. 77(1)
* Request testing by MSA —art, 77 (3)
« Being informed and consulted by MSA
when risks to fundamental rights are
identified —art. 79 (2)

So far 17 European NHRIs = article 77 body
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ENNHRI

What strategies can NHRIs adopt to take a
proactive and leading role in addressing new
and evolving human rights agendas related

to technology?

Bedapche 1me of &1
Tesiems, highiigiTiing Wrth berh sty
] pecially e i —] Conducing PR anal

Erraca e wulmerahis and v o o bdeop e

Ve i iaips
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~ - HOME ABOUT LS IR WORK QLR MEMBERS NEWS EVENTS Q, ﬂ

Explore good practices of NHRIs working on Al

Disrover inspinng examples of how WHRIS are addmssng the buman rights impacts of Al in a selection of good practioes. Brovese these acoording
o the differerd parts of an NHR's mandate. In addition, watch four NER I desoribe their national work.

‘ B Viewal pood praciices af NHRIS werking on Al |

Aadwising national govermments  Analysing the impact of the Coanducting human rights Initiating Investigations on
on Al palicy digitalization of public services Impact assesuments cases refated to Al

ENNHRI s e

Questions?

Thank you for your attention!
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