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Detour Act (2021. 12. B2t X|=)

Mark Warner
@MarkWarner

Chances are you’ve seen a #darkpattern online — a
deceptive internet mechanism used to trap you into
clicking, buying, or signing up for something you don’t
want. I'm reintroducing a bill to prevent these with
@SenatorFischer, @amyklobuchar, and
@SenatorJohnThune.

2= 11:23 - 20213 122 82 - Twitter Web App

Mark Warner @
| @MarkWarner

Finally, we know that platforms are not being held
accountable for designing to target kids. DETOUR
would take the first step towards changing that,
making it illegal to use addictive techniques on children
under 13.

because they need to have

0:09 1,186 T3]

2= 11:24 - 2021 122 8¢ - Twitter Web App



DETOUR ACT

222l ALEXtoj et 7|2t AY A = 23|

. xgm}, ol Hot

- O 2212l 2RI HE2 D& AH[AE ESHY 7 WEE N SotAHLE 2|5t S A

. ola{gt SERITL AR S| 210] AR R 819 Ftel WS WEHES ATSE HES 3K

- O|ZI0|7} ZEIX o2 ALESIEE Rt 222 HE2 dA ot A2 24X i HE SENATE OF THE UNFTED STATES

+ 58 87 AS SS0hE 7 Y 282 284 gelE 0] Bl 87 MES Fo e e S s e
7| QA B8 ArE|QF X|HS JfYst £XBL7| Q) ME BEE 7|B2Z FTC(Federal Trade
Commission)d] &5 = US A BILL

« FTCO|A O] Hioto] @ AtZ Tl = &= A2 NS el it e

fare in the use of hehavioral nesearch by sueh providers
1 Be it enacted by the Senate and House of Representa-
2 tives of the United States of America in Congress assemblod,
3 SECTION 1. SHORT TITLE.
4 This Aet may be vited as the “Deceptive Expericnces
5 To Ouline Users Reduetion Aet” or the “DETOUR Aet™.
6 SEC. 2. DEFINITIONS.
7 In this Aet
8 (1) BEILAVIORAL OR PSYCHOLOGICAL EXPERI-

9 MENT OB RESEARCH.—The term “belavioral or psy-
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https://www.facebook.com/about/privacy/update
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DATA BROKERS HAVE EXTENSIVE PROFILE INFORMATION ON ENTIRE POPULATIONS
Examples of data on consumers provided by Acxiom and Oracle
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Acxiom provides of up 3,000 attributes and scores Oracle sorts people into thousands of categories
on 700 million people in the US, Eurepe. and other regions. and provides > 30,000 attributes on 2 billien consumer profides

A DEEP DIVE INTO THE TECHNOLOGY
OF CORPORATE SURVEILLANCE

Chaber HE 2l | HOoi| A
Behind the One-Way Mirror: A Deep Dive
Into the Technology of Corporate

Corporate Surveillance In Everyday Life", Wolfie Christl Surveillance(EFF, 2019, TX|)



X_L
=2l =5 - G5y 41

RTB= A[S7HX| 7| E & Z[Off CIO|E 72 AtALICH OiE 0|t {FEM ARHS 0| 22H10M
He Aot AN Q1K E 178 H Fxstn S{ELCL
GoHo 2 0|70 A= AFEF 2 RTB HAO|M DY 747'H 22121 Fat /X & & gL}

A

AL

*4,698712| 2| A7t GoogleM| A O] =01 A= AHEFS O CHS RTB HIO|E & =4It =& 518 LIC}.

~FE0lAM RTBE= SHF 0] 376'H AR E2| HIO|E{E L ETLICL
‘Google= S AE{WM ALEX}E7t 2210 = 120k 19602 7He] BES 2HL
7 E QA 0j= A AEXS| /i 2l BIO|E = HIOIH 2 +dlts HYS MojE =&

gl0] Alotet =S Zoet M MA 7|gez HEEHLICH.

F
-

RTB broadcasts per person (daily)
Estimated RTB broadcasts per day?
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442 United Kingdam

Coloradn 987
Michigan 213
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Spain
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Dark Patterns

M

Active Misleading Actions

Information Asymmetry

Passive Misleading

Undesirable Imposition

1

Miskeading Information

Misleading Presentation

Hiding Information

Delaying Provision

Pressure Imposing

Free Choloe Repression

Undesirable Restriction

Forced Acceptance

Restricting Specific Users

ZE4: Leiser & Yang(2022)

~{Hu'h'iui'hg Specific Actions

Category

Information Asymmaetry

Frew Choice Repression

Active
Misleading
Actions

Pagsive
Misleading
Dmissions

Undegirable
Irnposition

Undegirable
Restriction

Misleading
Information

Misleading
Presantation

Higtirg
Infsrrmation
Delaying
Proie:

Pressyre
Irposing

Forced
Acceptance

Restricting
Specific
Users
Restricting

Specific
Actions

Type

Testimonials of
Uncertain Origin

Seareity

Friend Sparm

Fake Counbdawn
Tifers

Lirmitad-time Messages

Trick Questions
Misdirection [Visual
Interfenenos]

Price Comparison
Prevention

Hidden Costs

Pressured Selling
(Repeated Popup
Dialogs oF Confirem
Shaming)

Sneak into Basket
Privacy Zuckering
(Easy to Registar)
Farced Continuity
(Hidden Subscription)

Bait and Switch

Disquized
Advertisement

Farced Action (Enrol bo
Acoess, Pay to Skip,
and Accept to Aocess)

Roach Maotel (Hard to
Cancal)

Explanation

Migleading users by providing them false,
confounding, deceiving, or exaqgerabed
infarrmation

Misleading users by providing them false,
confounding, deceiving, or exaggerabed
infarrnation

Misleading users by providing decsiving
infarrnation

Misleading users by providing them fraudulent
infarrnation

Misleading users by providing them deceiving or
exppgerated inforrmation

Misleading users through wording
Misleading users by using visual interference

Misleading users by withhalding clear and
comprehensible price information

Deelaying price information provisions

Impasing pressure on users through repeated
imguiries or wordings that make wsers experience
guilt or shame

Compelling consumers to accept the uninvibed
products by directly placing the products in their
shispping carts

Compelling consumers to accept the undesirable
subscription by using tricks that thrust them
towards subsoriptions

Compelling consumers to continue the
subscription by renewing their membership subtly
Compelling users to accept & partioular
arrangement by manipulatively navigating them
away from their ariginal objective reqardless of
their willingneas

Compelling users to view an advertiserment by
manipulatively navigating them awey to a lscation
that they did not expact to reach, regardless of
their willingness

Restricting unpaid or unsubscribed users from
options such s content access or skipping af
advertisements

Making apecific actions sueh a5 undubscribing
maore camplicated than nesds o be

Sowvee: Leiser & Yang (2022)
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27101 MEH OFF|El X (Online Choice Architecture)

OCA(22tQ! M=} Of7[EX]) : MY ArFo| ®A| 3 HHX|, QUE{H
O| & ClxjelS =&5t0] AFEXt7t BSotu 28 = LiElE 248

2| : 2H[X}7} |St=E HE P7L sl= T2 St= AS
oA UHEE= =57 LL B2t OHE (Sunstein, 2020).

~ Online Choice
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Campaign Testing
Endpoints Strategy Table
H A — = 0O = = S A o
- HOOJH2t B0l EMe2 O 8 A= 28 R /el ==& ENEd = US.
AH[XF OE/8F E= W8 AHXS M & XH EFAE.
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Group Endpoint Strategy Track 9
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:;;i:;’ Recommendations 1 [eee——
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HRNN-Metadata Recipe
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=o TITiO=E 1o=2 T Mg -
Tracker € R;aJTl‘me 5
W vents
ey .
Kln.xlt[hm
Streams
User events/ interactions ,2000000000000000000
(views, signups, o Personalize Interactions
conversions, etc.) . Metrics
I,’ Amazon Personalize L @ New Interactions & %UDE
Item metadata A LM
(details of articles, ——— = e — —— = o Amazon Amazon S3 Amazon Kiess
products, videos, etc). * Inspect Identify Select Train Optimize Host Real-time Customized
data features hyper- models models models feature personalization API
parameters store

User metadata
(age, location, etc.)
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EU — New Consumer Agenda(2020. 11. 13.)

New Consumer Agenda
- 20205 E{ 2025'A7X| EU AH|X} FHA0) CHEE HIH S H|
« 57kX| Ay M =9l G F "CIXIE 4"t "2H|X AEo] ZapH ol T
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H
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European
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Factsheet, November 2020
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=
=
(CRD), 2378 A%t = x| & (UCTD), A|*¥Z O|C|0f AMH[A X|E(AVMSD), GDPR,
ePrivacy Directive
= Digital Services Act, Digital Markets Act, Artificial Intelligence Act 3! Data Act


https://ec.europa.eu/info/general-product-safety-directive_en
https://eur-lex.europa.eu/legal-content/en/TXT/?uri=CELEX:32008L0048
https://eur-lex.europa.eu/legal-content/EN/TXT/?uri=celex%3A32002L0065
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