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Types of deceptive design

Trick questions

wWhile filling in & form you respond to 3 question That tricks you into giving an answer you didn't
intend. When glanced upon guickly the question appears o ask one thing, but when read carefully it
asks another thing entirehy.

sSneak into basket
¥ou atmwempt to purchase something, but somewhere in the purchasing journey the site sneaks an
additional item into your basker, often through the use of an opt-out radio button or checkbox on &

prior page.

Roach motel
You get into a8 situation very easily, but then you find it is hard 1o get out of ic(e.g. & premium
subscription).

Privacy zuckering
You are tricked into puklicly sharing more informistion aout yoursslf than you really intendsd to.
Mzmed after Facebook CED Mark Zuckerberg.

Price comparison prevention
The retailer makes it hard for you to compare the price of an item with another item, so you cannot
mizke an informed decision.

Misdirection
The design purposefully focuses your attention on one thing in order to distract your stention from
anather

Hidden costs
¥ou getto the last step of the checkout process, only to discover some unexpecied charges have
sppeared, e.g. delivery charges, tax, etc.

Bait and switch
¥ou set out to do one thing, but & different, undesirable thing happens instead.

Confirmshaming
The act of guilting the user iNto opting into something. The option to decline is wordead in such 3 way
s to shame the user into compliance.

Disguised ads
Adwerts that are disguised as other kinds of content or navigation, in order to get you to click on
them.

Forced continuity

When your free trial with a service comes to an end and your credic card silently starts getting
charged without any warning. In soms cases this is made sven worse by making it difficult to cancel
the membership.

Friend spam

The product 8sks for your email or social media permissions under the pretence it will be used for a
desirable outcome {e.g. finding friends), but then spamis all your Ccontacts in 8 message that claims o
be from you.
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@ Stanford Digital Civil Society Lab(A§1Z E C|X| & A| UAIZ| H L)
https://darkpatternstipline.org

REPORT A
DARK PATTERN

Notice a website or app up to something suspicious? Maybe you've felt forced into giving up personal details or
discovered hidden fees. Document and share your experience to help prevent other people from also being

harmed.
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hitps://darkpatternstipline.org

HARMS OF

DARKPATTERNS

REPORT APATTERN SIGHTINGS

California "Do Not Sell” Requests

rmia Do Met S=ll My
Szrsonal Infarmation reguasts. This s = right givs

Dzrs paterms relzias o Cal

s by the Califomia Consumer Srivacy

EXPLORE THIS DARK PATTERN

Felt Shamed

A parsan sxparizncss dificukiss in parsa
rzlationships dus te stigma within one’s family ar
ude harzssmant baszd cn

I lz=ding 12
perpetraors reaching cut to the individusl in an

EXPLORE THIS DARK PATTERN

Lost Money

A person’s purchasing decisions are manipulatad,

opticn, prics discriminztion, kidden fzas

ed delivary, s

EXPLORE THIS DARK PATTERN

Denied Choice

=2 by not having the
ormizd decizions

ough the product or sendcz. Eg.
iz public by d= th

or price chfuscation in the wser sxperiencs.

sacizl prof
data callection

EXPLORE THIS DARK PATTERN

Felt Tricked

3y nat

LSS Sxps Tents o
persuade you in an

tendzd dirsciion. This may

include mzking the usar fzzl unneza: guilyy

skbout their choices or czuss amotic
psychelogical distress.

EXPLORE THIS DARK PATTERN

Lost Privacy

rson does net willingly conssnt to dzta
collection, doss not have = dhoice to decling in

order to use a product or ssrvice, and/or is nat
1 whers thair dats is shared. &
could provide dats e third partizs withow
s knowledge or mzke posts 2zsy 10
avarshars”

parsoy

EXPLORE THIS DARK PATTERN

Experienced Discrimination

A person who contributes user dzta to 3 praduct or

impacts based on

SEMGIE M3y EXpEriEnce um

figrs such =z 302,

nation in emplayma

EXPLORE THIS DARK PATTERN

Forced Subscription

“arced subscrips
3pp signs you up for 2 paid subscrip
or product thet you dic not maks the cheicz to
zctally sgnup
continuity” er "regative cotion cantinuity plans.”

to = s=rvice

- Trizsz 2rz 2lso called “forced

EXPLORE THIS DARK PATTERN

Wasted Time

& company may delibsrztzly mzks 2 path mars

18 by creating long 2nd tedious
orocessas that may encoursgs the user o chooss =
 they mzy nat have originally intendad.

EXPLORE THIS DARK PATTERN

REPORT HERE

Affiliated Company (Required)

Enter company name._

Describe this dark pattern (Required)

Describe in detsil.

Where did you find this dark pettern? (ink to website, app, or post]

Enter source link...

Industry

Select industry.__

What harm did this cause you? (Required)

Select category.—.

Scresrshot Image

Email {Optional)

For cutreach in case we have guestions

Drag & Drop your fla hers
Or browss Ses on your devica

By submitting this form, | agree to the terms of Stanford's Digital Civil Society Lab’s Data Use Policy.
Read maore about how we'll use your submissions.
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Please enter your details to reserve your item(s)

Title :

First name " :

Last name * :

Email " :

Phone number * :

Mr. %
First name
Last name

Emai

Phone number

| Please do not send me details of products and offers from Currys.co.uk

| Please send me details of products and offers from third party organisations
recommended by Currys.co.uk

Reserve items
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Browse the web with Microsoft Edge

The new browser recommended by
Microsoft for your PC

Get started Maybe later
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