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Department

< Alexa Skills

<Kids

Games

Memory Games
Movie & TV Games
Music & Rhythm Games
Quiz Games
Strategy & Pattern Games

Avg. Customer Review
< Clear

) 8 ¢ ¢ o1l
b 8 o gkokgAl
*ky &Up
*y &up
Language
("] English
O Spanish
skill Type

["] Echo Button Skills

o

Bedtime Story
b 8.2 ¢ ¢ &4
Free Download

Available instantly on your connected Alexa
device.

Ship Mystery
& g*gkoxd]
Free Download

Available instantly on your connected Alexa
device.

Family Trivia
b 8.0 ¢ ¢*&3]
Free Download

Available instantly on your connected Alexa
device.

Supports: English

Friendly dragon

Supports: English

You are a famous detective in town. The captain of the ship needs your help to find his sto

Supports: English

Play a trivia game with your friends and family.
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Hey Alexa, is this Skill Safe?: Taking a Closer Look at the Alexa Skill Ecosystem

(FTC Z2}0I 81 Al 2 2021)

Hey Alexa, is this Skill Safe?: Taking a Closer Look
at the Alexa Skill Ecosystem

Christopher Lentzsch*, Sheel Jayesh Shaht, Benjamin Andow!®, Martin Degeling*, Anupam Das’ and William Enck!

* Ruhr-Universitit Bochum; {cl-imtm, martin.degeling } @ ruhr-uni-bochum.de
T North Carolina State University; {sshah28, anupam.das, whenck } @ncsu.edu
 Google Inc.; andow@google.com

Abstract—Amazon’s voice-based assistant, Alexa, enables
users to directly interact with various web services through
natural language dialogues. It provides developers with the option
to create third-party applications (known as Skills) to run on top
of Alexa. While such applications ease users’ interaction with
smart devices and bolster a number of additional services, they
also raise security and privacy concerns due to the personal
setting they operate in. This paper aims to perform a systematic
analysis of the Alexa skill ecosystem. We perform the first large-
scale analysis of Alexa skills, obtained from seven different skill
stores totaling to 90,194 unique skills. Our analysis reveals several
limitations that exist in the current skill vetting process. We
show that not only can a malicious user publish a skill under

_____ 2 SN W lawes R LT

and provide functionality to end-users through Alexa enabled
devices such as the Amazon Echo [11]]. Such voice-based
applications are called skills and are essentially apps that
run on top of Amazon Alexa. Given that Amazon Echos
are marketed for use at home and their microphones are
continuously on, using voice-based third-party applications
raise privacy concerns. Research shows that participants feel
uncomfortable knowing that information from their private
home has been shared or disclosed to third parties [40], [16],
[36]. Moreover, recent studies continue to show increasingly
sophisticated attacks on automated speech recognition sys-
tems [46]], [20], [21] and on Alexa skills [S6]. When Alexa
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Flow-to-Policy Consistency

- o
(2]
( Clear Disclosure ) =
. 3
AppCensus | [— Data Flows ( Vague Disclosure ) )
PoliCheck J——> » ¥
. ) Collection -
PolicyLint Statements ( Omitted Disclosure ) =
S
( Incorrect Disclosure ) %
o
(Ambiguous Disclosure) =
_ J

Figure 1: POLICHECK determines the consistency of a mobile application’s data flows to its privacy policy.

B. Andow, S. Y. Mahmud, J. Whitaker, W. Enck, B. Reaves, K. Singh, and S. Egelman, “Actions Speak Louder than Words: Entity-Sensitive Privacy Policy and Data
Flow Analysis with PoliCheck,” in Proceedings of the 29th USENIX Security Symposium (USENIX Security), 2020, pp. 985-1002
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4ome  Gamesand Trivia  Education  Your Skills  Getting Started ~ Help

Students, EBT, and Medicaid cardholders s

smart home facts
—— Registering a skill under the
‘‘‘‘‘ company name Ring. The

text is non-interactive
Free to Enable

“Alexa ask smart home facts for
a fact”

*Alexa, open smart home facts”

shown in: English (US) v See all supperted languages

Description

Ask for smart home facts, and learn about how people are adopting smart home technologies.

To start, just say "Alexa, launch smart home facts" or "Alexa, open smart home facts” to get a fact”.
At anytime, you can stop by saying "Alexa, stop®

(b) Our skill with ‘Ring’ as the developer

amazon

@ Hello
Select your address

smart home facts » Customer reviews

Customer reviews
Y77 irr Ooutof 5
0 customer ratings

Sstar | ] 0%
4 star | 0%
3 star 0%
2 star | 0%
1 star 0%

v How does Amazon calculate star ratings?

e SI i rt home facts

Link points to other
products sold by
Ring

Write a review

(¢) Amazon links to products by ‘Ring’
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Alexa Skill Kit
Attacker Reglsler intents (one Backend Sklll Service

W_J
| |

Alexa builds model \  ______l____,
from intents @ ! Backend code |

__________

Validate endpoint |

|
|
|
: (accept requests only Send signeq and |
|
|

signed by Amazon) unsigned r u
differ equests from |

|
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| | ‘Changebackend' - 04 a-l I‘l t’ = j I:I 2F A O| O‘l _O
| | ' dialogue code ; o L= = T M A O
L - =
E e e cugpewskcteseni |
Code change tries to
I @ l? ofmient ntent trigger dormant intent |
“s active |
I Spoken word triggers |
| dormantintent -
Send intent value to |
I backend point Sensitive data sent |
| as JSON obj |
I | . N
! ! , Logdata |

Fig. 5: Workflow diagram for making backend code change
to trigger a dormant intent which will contain sensitive infor-
mation like phone number.
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Skills bypassing the Permission Model

« Searched skill descriptions for use of: Bl

store; 24

= Phone number, location, e-mail, name
* Manually vetted and activated 358 skills s e

functional;

= 52 false positives ruled out 13
= 169 sKills request sensitive data 4

request
data; 52 data: 3

Takeaway: Alexa does not properly mediate the

intent of sensitive data types



TABLE VIII: Common Skill-squatting patterns based on the analysis of phonetically similar innovation names.

Description Occurrences  Examples

Homophone: Similar or homophone utterances 32 “wicrd facts” vs, “weird facts™; “hear motivation” vs. “here motivation”; “chuck norris
fan™ vs. “chack noris fan”

Punctuation: Invocations differed only in punctuation 18 “the rock of k. ¢.” vs. “the rock of k ¢; “cool one oh five” vs. “cool one o. five™; “farmer’s
market” vs. “farmers market”

Word-spacing: Compound words arc joined or split differ- 6 “world war two facts” vs. “worldwar two facts™; “under water sounds”™ vs. “undcrwater

ently sounds™; “moming check list” vs. “morning check list”

Spelling: Different spellings or spelling mistake 29 “random colour” vs. “random color’; -travelling facts” vs. -travcling facts’; -recipe

organizer” vs. “recipe organiser”




(5) Alexa HOIHE £5 X =

TABLE IX: Number of skills per category in the US store
along with the % of skills that have a privacy policy (PP).

I  Consistent Partial BN Inconsistent

Categorics # of skills % of skills with PP
Postal Code (488)
Smart Home 2,307 93.7%
Connected Car 128 71.9% . Device Address (429)
Social 1372 37.2% )
News 5,629 433% Z  Email Address (204)
Shopping 299 55.5% “
Productivity 1,050 39.2% £ Full Name (124)
Health & Fitness 1,980 42.2% b=
Business & Finance 3,509 39.1% .8 Phone Number (76)
Music & Audio 6,762 38.1% @
Utilitics 907 20.9% El First Name (50)
Sports j B ) 23.9% a
Food & Drink 1377 29.6 % Amazon Pay (29)
Movies & TV 349 229% . .
Local 166 193% Location Service (47)
Lifestyle 6,240 20.5% I T T T T 1
Weather 824 16.5% 0 20 40 60 80 100
Travel & Transportation 1,178 16.9 % Percentage of Skills Requesting Permission
Kids 1,887 13.6%
Education & Reference 7,908 17.1 % o SR 5 3 .
Novelty & Humor 3361 12.0% Fig. 8: Permission-to-policy consistency analysis results
Games & Trivia 10,201 14.9%

Total 58,725 28.5% (16,733)
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e
LSD is a drug that can allow you to have

similarly incredible visions and

Alexa - Desert facts skill

Z3]4= 6645 2019. 11. 15. Alexa skill that violates policy 10.f "Promotes use, sale, or ¢ ...CE7|




Skill testing is enabled in:

Alexa Simulator

Manual JSON

Voice & Tone

E

Does this skill contain advertising? *

Yes

O N

open new zealand facts

Here Is your fact about New Zealand. New
Zealand has Australasia’s highest mountain.
Aorakl Mount Cook In the South island Is a
soaring 3,754 metres high (12,316 ft.) hmmm.

Would you like to visit NewZealand? Visit
www.emirates.com to book flights at cheap
rates to New Zealand. If you liked this skill, we
recommend you to try Australia facts. To use
the skill just say "Alexa, open Australia facts”.

Skill testing is enabled in:

P 4

Manual JSON

Voice & Tone

Alexa Simulator

English (US) ~

or click and hold the mic \!;

open moral stories

‘ Whats up kids! Its storytime! Today you are

going to iﬁ; 2story with you as the main
characterjTo begin, please tell me your name?

steve jolly

Here Is your story. Once there lived a milkman

named Steve. Steve became very wealthy

MRS, 'kNo privacy policy provided

FIVEE CHREETO ISIA WTEE TN ST TOaT s SOLU TOT

Category * (7

Kids - Education & Reference

while crossing the river the boat capsized and

all his costly purchases were swallowed by the

river Steve was sneechless with arlef At that
Does this Alexa skill collect users’ personal information? *

For example: anything that can identify the user such as name, email, password, phone number, birth
date, etc.

Yes

°No

et enne ey wer

for ever.Hop

night.




Intents / Languagelntent

Sample Utterances (6) ©

§ BulkEdit X, Export

hat might a user say to invoke this inter

{my_name}

my name is {my_name}

The name is {my_name}

The nameis {my_name} {my_lastname}

my nameis {my_name} {my_lastname}

1-50f62 showAll

v Intents (6)

Languagelntent

my_name
my_lastname

Testintent

v Slot Types (2)
last_name

AMAZON.US_FIRST_NAME
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Skill name User review
Guess me "Collection of information”
ABCs "Just want your kids data"
e i "The initializing process requjred my family member
names
"You are giving the company permission to use wa
Cliompess toogmuc%l informaI:iony aI:)out your kids” ’
NORAD Tracks Santa "Intrusion at itf best (as!<ing- for credit card
information)
Science Kid Radio "There are more advertisementscommercials ....
Animal Sounds "Asks for you to buy additional sounds"
ABC "Creepy skill with inappropriate content for kids"
Goodnight, Sleep Tight "Scared the kid"
Punish the kids! "Rude to kids"
Amazon Story time "Want your kid to hear a Boston Bombing story?"
Miseis Chigibiise "Played like a few seconds of Santa sounds
and the rest was lame advertisements”
Chompers “I had to explain what "sexual deviance” or some
similar term was to my daughter last night”
Trivial Pursuit "My daughter got multiple questions about alcohol

and tv shows that are NOT kid appropriate”

Table 2: Selected critical reviews in the kids category.
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< Marketplace Q
Al Asts and Businessand  Communiq
Iifestyle finance
My files
Samsung Electronics Co., Ltd
* ok ok okl

“Show all my word documents”

Settings
Samsung Electronics Co., Ltd
L 2 2 3 3+

“Turn off Do Not Disturb”

Alram and timer
o Samsung Electronics Co., Ltd




