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“Senator, we run ads.”(2018, Mark Zuckerberg)

How do you s'ustain a business
model in whichiusers don't pay
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M Advertising revenue M Payments and other revenue

2011 2012 2013 2014 2015 2016 2017 2018 2019 2020

Data compiled by Bloomberg
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The Advertising Revenues of

| Q4 2021 Alphabet, Meta and Amazon in 2021 (s 2020)

Earnings

Global Ad Spend (2021 vs 2020)
Bl oY change

Non-digital media
A I Other digital media

re in. TS
 Meta Platforms Inc.

m Alphabet Inc.

amazon”

o . 74% of Digital Ad Spend
m Meta Alphabet OMeta 47% of All Ad Spend
Alphabet
amazon o
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ebiquity
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COOkIB, 1994~2 022, 1994 (Netscape), 1995(Explorer)

F 2E2 (4] 234) “How ads follow you around the internet” 21 {5 (2020. 2. 3.)
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from Noogle

clicked in 3 pages stayed 3 mins

Website cookies explained(Guardian Animations)(2014. 9. 12.)
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Behind the One-Way Mirror: A Deep Dive Into the Technology of Corporate Surveillance(2019, EFF)
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Online Tracking: A 1-million-site Measurement and Analysis(Steven Englehardt 2|, 2016)
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Root parent % apps
Alphabet 88.44

Number of apps

Facebook

Number of tracker hosts per app Number of distinct companies per app

Twitter
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1z

Subsidiary

Google
Google APls
DoubleClick
Google
Analytics
Google Tag
Manager
Adsense
Firebase
Admob
YouTube
Blogger
Facebook
Liverail
Lifestreet
Twitter
Crashlytics

Country
us
us
us
us
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System permissions requested by pre-installed apps embedding TPLs

READ_LOGS
MOUNT_UNMOUNT FILESYSTEMS
INSTALL_PACKAGES
WRITE_SECURE_SETTINGS
DELETE_PACKAGES
UPDATE_DEVICE_STATS
SEND_RESPOND_VIA_MESSAGE
BROADCAST WAP_PUSH
BROADCAST_SMS
MODIFY_PHONE_STATE
REBOOT

STATUS_BAR
WRITE_APN_SETTINGS
MASTER_CLEAR
ACCESS_CHECKIN_PROPERTIES
SET TIME_ZONE

SET TIME

BIND_APPWIDGET
CHANGE_COMPONENT _ENABLED_STATE
MOUNT_FORMAT FILESYSTEMS
ACCOUNT_MANAGER
CAPTURE_AUDIO_OUTPUT
CALL PRIVILEGED : iyes
CAPTURE_VIDEO_OUTPUT : B Social libraries

I Advertisement libraries
I Analytics libraries

100 150
Permission usage

An Analysis of Pre-installed Android Software (2019, Julien Gamba2!)
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An Analysis of Pre-installed Android Software (2019, Julien Gamba<!)

Accessed PII type / behaviors

Telephony
identifiers

Device settings

Location

Network
interfaces

Personal data

Phone service
abuse

Audio/video
interception

Arbitrary code
execution

Remote conn.

Volume of apps accessing / reading PIl or
showing potentially harmful behaviors.

IMEL

IMSI

Phone number
MCC

MNC

Operator name
SIM Serial number
SIM State
Current country
SIM country
Voicemail number

Software version
Phone state
Installed apps
Phone type
Logs

GPS

Cell location

CID

LAC

Wi-Fi configuration
Current network
Data plan
Connection state
Network type

Contacts

nding
terception

SMS notif.

Phone calls

Audio recording
Video capture

Native code
Linux commands

Remote connection

Apps (#)

687
379
303
552
552
315
181
383
194
196
29
25
265
286
375
2,568

54
158
162
137

9
373

Organization

Alphabet
Facebook
Amazon
Verizon Communications
Twitter
Microsoft
Adobe
AppsFlyer
comScore
AccuWeather
Moatlnc.
Appnexus
Baidu

Criteo
PerfectPrivacy

Other ATS

Of &2 1501 &1 =

40

pS|
=

# of apps  # of domains

566
322
201
171
137
136
116
98
86
86
79
79
72

17052
3325
991
320
101
408
302
10

8

15
20
35
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Digital Fingerprintings - 22t 4 Xl =

AmlUnique & My fingerprint & My history ¥ My extension ~ @ Global statistics ? FAQ U Privacy policy & Privacy tools % Links

Learn how identifiable you are on the Internet
Help us investigate the diversity of web browsers.

This website aims at studying the diversity of browser fingerprints and providing developers with data to help them design good
defenses. Contribute to the efforts by viewing your own browser fingerprint or consult the current statistics of data provided by

users around the world!

View my browser fingerprint

If you click on this button, we will collect your browser fingerprint, we will put a cookie on your browser for a period of 4 months.

More details are available in the privacy policy

Check out the blog post for our new NDSS 2022 paper on GPU fingerprinting with WebGL !
Thanks to everybody who visits the site and helps us collect data to find these privacy bugs.

Are you unique?

Yes! (You can be tracked!)

https://amiunique.org/
18
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Ao BetRM= 20091082 HIAE 5 7

R Our tests indicate that you are not protected
against tracking on the Web.

COVER IS YOUR BROWSER:

TRAC [oockngwmctingager | e ]
TRACKS ocl fngtrac ing ads’

Blocking invisible trackers?
See how trackers view your browser Learn About Protecting you from fingerprintii Your browser has a unique fingerprint

Test your browser to see how
well you are protected from
tracking and fingerprinting:

TEST YOUR BROWSER

w does tracking technology
follow your trail around the web,
even if you've taken protective
measures? Cover Your Tracks

¥ou how trackers see your

wser. it provides you with an

overview of your browser’s most
unique and identifying
characteristics

! Your Results

Your br r fingerprint appears to be unique among the 201,970 tested in the past 45 days.

r has a fingderprint tha at least 17.62 bits of identifying

Want to {earn more abo
Read how it w

ra
our guide:

lar about your

f m

WEB HEAD!

ERS
ELECTRONIC \
FIUNDATION e

DONATETOEFF  CONTACT PRIVACY CC-LICENSE

https://coveryourtracks.eff.org/ = =3 HAE


https://coveryourtracks.eff.org/

Digital Fingerprintings - Canvas X| &

r DIFFERENT IMAGE HASHES EXTRACTED FROM PIXELS j
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! IN CANVAS RENDERING
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HIDDEN CANVAS ELEMENT WITH TEXT STRING
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MEL'S DESKTOP
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F

)
Dive Into the Technology of Corporate Surveillance(E -
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=
T T

Login: UserName

Third-party
sites/apps that
embed first-party

Login: UserName

Third-party
sites/apps that
embed first-party

E 23%1% o 77

Cross-Device Tracking: Measurement and Disclosures(2017, Justin Brookman )

Work??

Login: UserName

IP address:
164.62.9.0
(9am-6pm weekdays)

Third-party
sites/apps that
embed first-party

Cell??

IP address:
164.62.9.0
(9am-6pm weekdays)

Cellular network
23.64.176.179

(early mornings,
evenings, weekends)

Home??

IP address:
23.64.176.179

(early mornings,
evenings, weekends)

21



Log onto news site
as:

user@domain.com

cookie=4qasrdsdfl
md5=cd2bfcffeSfeeda114
d101994d0987f

Log onto video
service as:
user@domain.com

Log onto shopping
site as:
user@domain.com

IDFA=gqpcm12d5a7 Device 1d=038573421

mdS=cd2bfcffeSfeeda1149 mdS=cd2bfcffe5feed4al14
d101994d0987f d101994d0987f

¥

AdNet

Cookie & 7] 3}

Cross Device
Tracking Company

22
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e CAPTCHAs, reCAPTCHA v3
e Embedded media players

e Analytics and tracking pixels

e Session replay services

e WiFi hotspots and wireless beacons

“Behind the One-Way Mirror: A Deep Dive Into the Technology of Corporate Surveillance(EFF, 2019)”
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Mnemonic, “Review of communication from apps” https://www.forbrukerradet.no/out-of-control/
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HIOIE E 23 - Fysical

Fysical

High Accuracy Place Visit Data

Enhance your offering with the most accurate dataset of place visitors on earth
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HIOIE E =24 - Appsklyer

AppsFlyer ZIAI0IE "H NIAH0| HZ = 84 IO & X"
N &2 SFHHES SSett) =&, "8 Al

AO0LEZE O 98%”

- AMEXS 21 ID,GPS &HE, e, 48 &
"SR dE0 Uiet 32
- XS A=EAL MO|EAT
NSEHZEEH atMst 81N OIOIHE =4I

=S
:

AppsFlyer SDK

- AppsFlyer SDK= =4, 21 2IEtHE & S&
20 HERIE Z&6 O

- 2309 MOl & AXI2 450 Hol 4 HINE
=X

- 15,0000H Ol Aol o4,
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Ol Ol & 223 - Safegraph, Fluxloop

[</] SAFEGRAPH

IMPROVE LOCATION-BASED MARKETING
WITH SAFEGRAPH PLACES

> 5500

Physical sensors

>76 >1500k

Apps with Pinch Unique end users

L

f ideal

Jroup
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I0l& E 2 H - Unacast, Placer

Transform Human Mob|l|ty Deployed into Millions of Devices
Data into Actionable Insights.

1.5B+ 20M+ 13M+

Understanding human behavior is critical to every business - discover how the

Strategic Human Mobility Insights can help.




IOl E 2 - Placed, Receptiv/Verve

Placed Targeting Segments

owing elements 10 construc ¥ents that can be used for targeting

TARGETING ATTRIBUTES

Q e

Business Visitation Gender Operating System Age Range Marital Status
Top 2C Usinesses (18-24, 24-34, 35-44)

Wi

Geography Education Chiidren

TIFY YOUR AUDIENCE

ligen

30



B
1101 & E 231 - Verve, Neura
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OtOI Gl EIEl 12K X (Criteo)

Building the identity graph
What data is collected and where

o0

COOKIE-TO-COOKIE Provided by
data partners

LINKS
.

CROSS-DEVICE

e UNKS

SAME.DEVICE
LINKS

criteo

4 Source: “Identity Resolution & Criteo Shopper Graph”, Criteo
https.//criteo.investorroom.com/download/July+2019 Criteo-Shopper-Graph.pdf [accessed
November 29, 2019]




CIXIE E & (Adobe)

DATA BROKERS HAVE EXTENSIVE PROFILE INFORMATION ON ENTIRE POPUL
Examples of data on consumers provided by Acxiom and Oracle

The actual number
of purchasas made

Interested in

Number and age
of children

yinlareats

% & heavy Facstook urer
likelihood
that

raone

Expecting parents
New parents

] . searched for

Buying power

abortion, legalizing Grugs
1 gl o

Acxiom provides of up 3,000 attributes and scores Oracle sorts people into thousands of categories
on 700 million people in the US, Europe. and other regions. and provides > 30,000 attributes on 2 billion consumer profides

“Corporate Surveillance In Everyday Life”, Wolfie Christl
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=XJ| A& & = Z(Google, Facebook, Amazon S)

TRACKER MARKET SHARE

“Behind the One-Way Mirror: A Deep Dive Into the Technology of Corporate Surveillance(EFF, 2019)”
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= CHel E 2 H - Google 2t Meta
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DEMAND-SIDE
PLATFORMS (DSPs)

4+
|

|
|
L SENDINGTO _ _

DSPs

STatus Code: T

‘ https://website.com ‘

SENDINGTO  _ _ _
sSSP 'l
I
MATCHING
COOKIE ID TO USER ID
I

COOKIE: USER:
‘ wawr...| @ SS2EFF

ik
Bib
8iD
BiD
SUPPLY-SIDE PLATFORM

1a
552EFF

buyeruid 1340918W

yob 1987 4

gender  F{?)

keywords  coffee, goth

consent

Qeo usa

dota

ext

(SSP)

FILLING OUT B |
“BID REQUEST™

Attribute

id

buyeruid

yob

gender

keywords

consent

Type

stnng;
recommended

string;
recommended

integer

string

string

string

object

object array

object

Definition

Vendor-specific ID for the user. At least one of id or buyeruid is
strongly recommended

Buyer-specific 1D for the user as mapped by an exchange for the buyer. At
least one of id or buyeruid is strongly recommended.

Year of birth as a 4-digit integer.

Gender, where *M" = male, “F" = female, "O" = known to be other (i.e.,
omitted is unknown).

Comma separated list of keywords, interests, or intent.

GDPR consent string if applicable, complying with the comply with the IAB
standard Consent String Format in the Transparency and Consent
Framework technical specifications.

Location of the user's home base (i.e., not necessarily their current
location). Refer to Object: Geo.

Additional user data. Each Data object represents a different data source.
Refer to Object: Data.

Optional vendor-specific extensions.

Source: https://github.com/InteractiveAdvertisingBureau/AdCOM/blob/master/AdCOM%20v1.0%20FINAL.md#object--user




SITE LOADS;
[ WINNING BID IS PLACED AS AN AD — |

[
-

https://website.com ‘

- - VF i r RT3 QN

DEMAND-SIDE ¢ D)
PLATFORMS (DSPs)

“Behind the One-Way Mirror: A Deep Dive Into the Technology of Corporate Surveillance(EFF, 2019)”
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SSPOIl et 3| =T &t

SENDING COOKIE
TO sSSP

r_____-]
| I
|
|

+
MATCHING
COOKIE ID TO USER 1D
REQUESTING
TRACKING PIXEL
TRACKING POXEL REQUEST: S oy
e 0 — 0=

&= LOADING
i TRACKING PIXEL

|

|

MATCHING COOKIE |DS /USERS 4 p
TO OTHER COOKIE IDS/USERS T SUPPLY-SIDE PLATFORM
|

(SSP)
e cooKiE
|

‘ cooKie - 302 REDIRECT
T XYZ |

CRIGINAL COOKIE: |

(¥ trsvnen |

4~ — — 302REDIRECT =~ ‘ BIDOING AD COOKIE: - - ‘_]
(SRt

DEMAND-SIDE DEMAND-SIDE
PLATFORM (DSP) B PLATFORM (DSP) A

HIOIXI2l 201Xl @& 'ma

— & 1) ¥H(ad exchange)/

Z= ZHE(SSP)0| RE

AP XZ DSP2 2ICla M

— 2| CI2 & URLOII SSP2)

10 CHet 320t 28

— DSPOF XHAl A E X0l A2 E
I

l 08

5
H
ol

SSP= et 10l 042 DSPOI CHE!
€ =

“Behind the One-Way Mirror: A Deep Dive Into the Technology of Corporate Surveillance(EFF, 2019)”
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AD U ER A= =&

ADS TRIGGER REQUESTS TO THIRD
PARTY TRACKING SERVERS
https:/www.forbes.com/

COUBLECLICK.NET
SERVER

ADVERTISING.COM
MEL'S BROWSING SESSION SERVER

PROFILES CREATED
FOR MEL:

| URL wwwlorteccom
CATE WSO
TIME: 245 P PCT

DOUBLECLICK.NET PROFILE

L www ] bt com
S DATE WIS/20M
TIME: ZAS P PCT

AMAZON ADSYSTEM PROFILE

UL wrw forbes com
DATE TV15/20
TIME: 245 PM BT

ADVERTISING.COM PROFILE

“Behind the One-Way Mirror: A Deep Dive Into the Technology of Corporate Surveillance(EFF, 2019)”
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Behind the
One-Way Mirror

A DEEP DIVE INTO THE TECHNOLOGY
OF CORPORATE SURVEILLANCE

A MY AR HNEACH WAASH e
1 S S SR ke RO
B =S ¥

chetst HE 2 F 30l A
Behind the One-Way Mirror: A Deep Dive Into the
Technology of Corporate Surveillance(EFF, 2019, £ X|)
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AdTech Stack

Data Management

Media Buying / Execution
Brand Safety Viewability Tag Management

Ancillary

©KNOREX

https://www.knorex.com/blog/articles/select-demand-side-platform-adtech-stack
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K

F

0

1) J|=(AD TECH) 01 & 2! supply chain

Figure 4: Simplified ad tech supply chain with a small sample of market participants

flashtalking“,,
(O theTradeDesk

Matic
A dzerk
/—\ 4% AppNexus &% AppNexus SN AppNexus &% AppNexus

Advertiser

Publisher

Audience Audience
Network Network
L L

Google Ad Manager Google Ad Manager

LA (4
C C

Google AdMob Google AdMob

Ad Tech Inquiry Issues Paper(ACCC, 2020)

44



Data
Management
Platform

1 4. User information
| (demographics,

1 browsing, interest

1 segments)

Supply-side

gt (O 2 1. A
@ [ e pooe. covdet i) PIatOMM & | 4o ad exchange | Publisher [to aa

side

Advertiser

5. Bid response exchange ad server

(ad, bid price)
4 6. Auction
7. Win notice

(charged price)

9. User feedback
(click, conversion)

Ad Tech Inquiry Issues Paper(ACCC, 2020)



Advertiser

d agency
& trading
desk

i Advertiser pays
i based on a mix of
i hourly rate, or

: retainer, or % of

i media spend

Advertiser sher
i paysona pays on a
i cost-per- : -

mille basis mille basis

Data Data
: Management : i Management :

Publisher 1

: ad server
exchange

Advertiser
Advertiser pays on a cost- Publisher pays
pays on a CPM per-mille basis b
basis or % of media

spend

Ad Tech Inquiry Issues Paper(ACCC, 2020)

Publisher
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Ad TechOll M 2 22| HI S

Figure 2: Google’s roles in advertising intermediation

Google share C h Google share Google share
(80-100%] [50-60%] [80-90%]

Publisher

Publisher AdS

Advertiser

Sell side Buy side

Source: CMA: We include Google AdX, Google Ad Sense and Google AdMob in our definition of SSPs and Google DV360 and
Google Ads in our definition of DSPs.

Online platforms and digital advertising market study(2020, CMA)
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Google Ads demand is channelled to Google’s SSPs and ad networks. Only a small percentage of
Google Ads demanh is available through third-party SSPs.

Google's publisher ad server gives only Googles SSP
to submit rex bids (Dynamic Allocation).

Header bidding is developed, which allows third-party SSPs to submit
real-time bids. Google’s SSP does not participate in header bidding. This
means publishers have to use Google’s publisher ad server to get
real-time bids from Google’s SSP.

This gave Google a ‘last look’ advantage over

Google restricts purchase of YouTube inventory to its DSPs, removing
access for third-party DSPs.

Google introduces its alternative to
header bidding (Open Bidding) and charges a
fee each time a third-party SSP's bid wins.

Google introduces ‘minimum

bid to win” information, which

is not provided to third-party
SSPs using header bidding.

Google introduces Unified
Pricing rules, which prevent
publishers from setting
higher price floors for Google.

Google announces it will
remove support for third-party
cookies on Chrome, and
replace this with its Privacy
Sandbox proposals.
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Google SSPOI| Hl 2|8t CH < - ‘last look’2| 2

1. Header bidding auction runs and winning bid
is sent to publisher ad server

Google
Header publisher
bidding ad server

$5 winning bid 4
_— >

2. Google’s SSP is then called $5.01
to submit a bid where the winning
winning bid from the header bid
bidding auction is used as
a price floor

. Google’s SSP can submit a /
bid higher than the price ’

floor to win the impression o
gle

Google SSP
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Googl SSP

1. Header bidding auction runs and winning bid
is sent to publisher ad server

v B
B

Header Publisher
bidding ad server

2. Google’s SSP is then called to submit a bid where
the winning bid from the header bidding auction

is used as a price floor

L
Google SSP
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Open Bidders
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— publishers
(cost-per-mille) see

Bids in
(cost-per-click)

Hidden fee

Google SSP
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S2101 20| oI M S 5 B (GDPR) S &t
2018

OpenRTB - Interactive Advertising Bureau2| &l Al2t &1 & 2 A Google 2| Authorized Buyers
RTBJI GDPR= ®BtetCt) AlD) https://brave.com/adtech-data-breach-complaint/

Privacy International 7J12| GI0IE SOl & &1&E KAt J| 2 GDPR ®/8F &l 1)

https://privacyinternational.org/press-release/2424/press-release-privacyinternational-files-complaints-against-
seven-companies

TSA HOIH 25 J12021 CNIL(2018E 10&) - =& A DSP Vectaury(6,7002F & 0] &S| Jf @l
HIOIHE A%)Jt JHCl OIOIEHE HMelotdl fI8t S8t #&E 210t it 2&, - 1AB =2

2019
ICO(Z=)- OHEHZ &t LHOIA GDPR OI&=2 2MIt U= K] AtHIE R&Ast EOAE 22

= I o— 12

https://ico.org.uk/media/about-the-ico/documents/2615156/adtech-real-timebidding-report-201906.pdf
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2020~2022
Grindr - GDPR </ 2+ HI XH
Google, Facebook - GDPR < Bt Xl XH

Youtube - COPPA ¢l B+ Xl H
Tiktok - COPPA < 8t M| MH
IAB - GDPR < &2+ K| XH
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