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11) Gender Shades: Intersectional Accuracy Disparities inCommercial Gender
Classification <http://gendershades.org/overview.html>

12) NIST Study Evaluates Effects of Race, Age, Sex on Face Recognition Software
<https://www.nist.gov/news-events/news/2019/12/nist-study-evaluates-effects-r
ace-age-sex-face-recognition-software>
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15) "FACE RECOGNITION TECHNOLOGY DOJ and FBI Have Taken Some Actions
in Response to GAO Recommendations to Ensure Privacy and Accuracy, But
Additional Work Remains." source: EFF(2019), "Who Has Your Face"
<https://www.eff org/press/releases/are-your-identification-photos-face-recognit
ion-database GAO)
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-recognition-program-cuts-some-ice-access
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19) The US Government Will Be Scanning Your Face At 20 Top Airports,
Documents Show <https://www buzzfeednews.com/article/daveyalba/
these-documents-reveal-the-governments-detailed-plan-for)

20) CBP and TSA are Taking Steps to Implement Programs, but CBP Should
Address Privacy and System Performance Issues
<https://www.gao.gov/products/GAO-20-568>
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289 (Ethical Use of Facial Recognition Act)’, =7} AJA|Q14] AHETH
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(National Biometric Information Privacy Act of 2020)" 52| §to] At

S

S AAJNA GRS H-&5h= 1]
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25) "Gender Shades: Intersectional Accuracy Disparities inCommercial Gender
Classification" <http://gendershades.org/overview html>

26) 0|&421(2020), 2o 2
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27) The Secretive Company That Might End Privacy as We Know [t <https://www.
nytimes.com/2020/01/18/technology/clearview-privacy-facial-recognition.html>

28) Clearview's Facial Recognition App Has Been Used By The Justice Department,
ICE, Macy's, Walmart, And The NBA <https://www.buzzfeednews.com/
article/ryanmac/clearview-ai-fbi-ice-global-law-enforcement)
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29) Wrongfully Accused by an Algorithm <https://www.nytimes.com/2020/06/
24/technology/facial-recognition-arrest.html>

30) Facial recognition used to identify Lafayette Square protester accused of
assault <https://www washingtonpost.com/local/legal-issues/facial-recognition
-protests-lafayette-square/2020/11/02/64b03286-ec86-11ea-b4bc-3a2098fc73d
4 _story.html)

31) Miami Police Used Facial Recognition Technology in Protester's Arrest
<https://www.nbcmiami.com/investigations/miami-police-used-facial-
recognition-technology-in-protesters-arrest/2278848/> ; NYPD Used Facial
Recognition Technology In Siege Of Black Lives Matter Activist's Apartment
<https://gothamist.com/news/nypd-used-facial-recognition-
unit-in-siege-of-black-lives-matter-activists-apartment)
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F=9] +E7ZH (Metropolitan Police Service)= 20098HE] A-=<214]
71&S ARgste] 3008 e] A ow|AE 2T HlolHH|o| S /%
Aoz auA Q). 3 AZHo gL 2014dEH AF Zrd oo
2 (PND, Police National Database)E 7|§Fo2 Aa=Q14 7|&S AREaliSt
ot A& =7HdlolE o) A= FO7E FetEAY A & HA A 72 wE

2 We A HEF R 4L ALY A B FRACustody) ]
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32) IBM CEO's Letter to Congress on Racial Justice Reform <https://www.ibm.com
/blogs/policy/facial-recognition-sunset-racial-justice-reforms/>

33) 2009ERH d=0A Jlss ZEMRS0 dESH F+0 25l SHE
<httpsI//vvvvvv_vvhatdotheyknow_com/request/detai\s_of_the_faciaI_recogmtio#i
ncoming-667080>

34) Biometris Commissioner(2018), Biometris Commissioner Annual Report
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Holn] A AHS ofA] B Bt BAe] ohlx o] ofal Bk
ARFAZL dA) Roke Aol AT D 5 gdrks HA ol
DNAU A2 gruct o Fele] Arst 27]0] B o 92s 71ze] Ba

20199 9=t AR HS =7 (Information Commissioner's Office,
ICO)= 74&9] AATE G214 ARgol tisf T’Jﬁ*ﬁ'ﬂl 2737l it a1,
ANQRn BE FFRL, AegRe] A So Bt olAT BIAE W
AEE stoa HE &0 e AAtE EUT AS S

ICOS] HilAef efshd Az

2 2hoaz solo] AZS w3te}
£ xotolH, 114X °4T9‘r =KUY
EI7F ThAIZE W) ARA = =4 74]"*0] GDPRJJr 7H°W HoHo A A
ol R 2 QAR Aol SAeh, 100E Ak 759 929
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36) 0]471(2018), 29l =

37) 1CO(2019). "ICO investigation into how the police use facial recognition
technology in public places" <https://ico.org.uk/media/about-the-ico/documents
/2616185/live-frt-law-enforcement-Report-20191031 pdf)
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A5 H S (Protection of Freedoms Act, PoFA)®l oJ8l A7t 7H=7]
(Surveillance Camera Commissioner)S} A QIAAH ZH=7| L Eot Az
o] d=¢14] 7 ARE AR TRl Qlov ARIAAR 57| 7%
DNA 9 Z29] 3t AME- Foll =37tE]o] 71 284 Ao A7 Aot
A7 =7 D=4 71eo] Y 559 A=E el =+
olw] WA At glo] AMgEoA= ¢F Hoh™ A7} oAl (Surveillance

Camera Code of Practice)E 7NAE A g3t
AZe] AAZE daEldof 2zl o WA

20199, A Ao o= B Aaet ARIHA| Liberty= AFRA Y=
AEO] AAZE A2Q1A] ARgef el 1 ¥ (Human Rights Act), 7HQ1HE
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(&

Bo, P59 (Equality Aco), FHJAZXHECHR) Q] fFto = AF519)

T}38), 2019 2
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38) LIBERTY WINS GROUND-BREAKING VICTORY AGAINST FACIAL RECOGNITION
TECH <https://www libertyhumanrights.org.uk/issue/liberty-wins-ground-
breaking -victory-against-facial-recognition-tech/>
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o] EU Horizon 2020 Z&120] 2]Ys}= SPIRIT AFALE o
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39) UK Court of Appeal Finds Automated Facial Recognition Technology Unlawful
in Bridges v South Wales Police <https://www.huntonprivacyblog.com/2020
/08/12/uk-court-of-appeal-finds-automated-facial-recognition-technology-unlaw
ful-in-bridges-v-south-wales-police/>

40) O] Zof U2 Uz A=2E YIRS, FRA(2019), "Facial recognition
technology: fundamental rights considerations in the context of law
enforcement" <https://fra.europa.eu/en/publication/2019/facial-recognition
-technology-fundamental-rights-considerations-context-law; EDRi(2020), "EDRIi
paper: Ban Biometric Mass Surveillance" <https://edri.org/wp-content/uploads/
2020/05/Paper-Ban-Biometric-Mass-Surveillance . pdf).
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41) Privacy International(2020), "Poland: App helps police monitor home
qguarantine", <https://privacyinternational.org/examples/3473/poland-app-helps
-police-monitor-home-quarantine).
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43) "LEAKED REPORTS SHOW EU POLICE ARE PLANNING A PAN-EUROPEAN
NETWORK OF FACIAL RECOGNITION DATABASES", The Intercept(2020. 2. 22)
<https://theintercept.com/2020/02/21/eu-facial-recognition-database/>
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55| 71284 nefolHAIE ZAIE ASA R AnEgth 1 AR
Agasd) g AR E A7) A2 o|n|AE NUFERE A5
= o= e AfRt A= UEhH o Al v A HEE

44) CJEU, C-291/12, M. Schwarz v. Stadt Bochum, 17 October 2013, paras. 22,
48-49.

45) ECtHR, Szabo and Vissy v. Hungary, No. 37138/14, 12 January 2016, para.
56.



A
Hr
i
>,
Jo
o
i)
ol
o,
ata)
N
-l
i
k=
:‘é
_>|:
1=
)
o
=z
>
o
el
N
°,
i 2
e
>
%Q,
B

F5oloh chgpAo] BAHE A1819] 8144 F4xjo]7]
YR A 92 Abs] WEFY Sl FeFe
ofulzle] AAIA e, FAY B, LA o B ol U, o
2 on|XZ 7|t BEe] F7bshe gL mefoluAY 2 AR 1

SHS At

A=A 71Eo Wzt B9kl Hiet ofExrt atte HE AR A
A=Ak AJEE Ho B A ZAZ Jfde] ot d= ol
A Hlo|EHo] A FHol= Ao 412 #4171 ot o] miEe] d=l4a
ZEo] g2 Al IT7]hl =it SHe] ok = 9= /HAEE He
#5718 1COE 3544 A2 tii-22] BAIIA 7ol 54 B9
2ot RIZE Fojate] At Sl TR EE EAHE AR vF eHs). &
Ae U3 YAREel 55 T B HAY7 o] ARSkE Zleel Hish T
g AEe Al sleole Tl Feteke Adttol Ao e A9 fle H

o

2he Holrh 357180l =U% 4=

46) ECtHR, Guide on Article 8 of the European Convention on Human Rights
Right to respect for private and family life, home and correspondence,
Strasbourg, Council of Europe, 31 August 2019, para. 138.

47) UN Human Rights Committee(2019), draft General Comment No. 37 [Article
21: right of peaceful assembly], draft prepared by the Rapporteur, Christof
Heyns, July 2019, para. 69.

48) ICO(2019), "Statement on Live Facial Recognition Technology in King's Cross"
<https://ico.org.uk/about-the-ico/news-and-events/news-and-blogs/2019/08/sta
tement-live-facial-recognition-technology-in-kings-cross/>
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55| EDRiell Wt2H, 3340 2314 71aS dix]sh= 22 ti=kaA
(mass surveillance)2h= oA & FAloIt). i ZAI “EA 7i<le]
‘EAA N (targeted)” A o2 7] b= BE FA(RFHEFYI)'Z 9
E AL, “APERD Fo] glol’ AlFEE FAHIA AR (Z1EAEA) ol
AYETH), i F A= disolAl Murdor JIks
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5

AfE FA o4, BAEACR A BE
Aol 334NN A9 AelE Yt AL o)
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gt olek, “Tj¥ Solgk Aol /1B 1 Fofl B4 7125
U, AEEAE REgnky Azshs AR ol WAleR F2u
2@ Zlole}. oIS Sol, Fa| Ei AR W5l e Holt Ao
71853, T2 Qs de] WA 4 olrki APgshe Awre Bl 7)1u

49) Council of Europe(2018), "Factsheet on Mass Surveillance" <https://rm.coe.int/
factsheet-on-mass-surveillance-july2018-docx/16808c168e>; FRA(2018),
"Surveillance by intelligence services: fundamental rights safeguards and
remedies in the European Union Volume I1"<https://fra.europa.eu/sites/default/
files/fra_uploads/fra-2017-surveillance-intelligence-services-vol-2-summary_en.p
af>.
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FHaEe] Al sigsle 1 712 A AHS2ZATD A 7122 A
o %

Aok sk AfEAge] Ashe 23R Bl 440

o] WY o] AT BE FEuolo} s, 1 7hed ‘A £F
ofat HEAOR AR 4 QAT 5] FAHOIAE ¢ Hrke ofmolct
1ol Wane weldS AAsA Hek WA o W BRI 5 3
2ol O AR 1R S AYeke 4 gon @ Aslhel oE 4a
0% F3P 4 QA Asfulo} gk, FUAT AAHE BE AETHESDS)
L ana weiel YR A Sk BE 4] Aglo] WEA
Zealok sk SAIA9l o] F i oleka ZEgI ol 1R Ak 7]
Zo] AL WAIE 488 4 olrh. DA 2H0] FH, 92 o
M4 S3sks HACCTVRIA HHlAA] Foldst 4914 5 5oy
B st delgel ol2s7k nE a4S wefeA Paxw HEae
Bkshor Gt 7lgo0] AehHA4E Bt o AAshol dict. ofnf B 7
AL B9 37 AR HBAA A WY BEN A2 thxshs
WA AR (Lt B2)e] met o2 Floleh. AL $AF W
o 44T FaT Aol

A BHoE AYEY JFS BT s A 1 AR £
. _

e PAPTET AP0, AFE] AAH EAS Ak st A
A=l AAT Fstel, 5o) TFFLN TAIHA FAAY Aol 2
dxos FY4e Askels wao] Bk,

50) Wojciech Wiewiorowski(2019), "Facial recognition: A solution in search of a
problem?" <https://edps.europa.eu/press-publications/press-news/blog/facial-
recognition-solution-search-problem_en>.
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-
W AN, Fi EE 0%
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=42 AEsAL o5
AN R ZpAgle] BelH, A

g2l 4 S4vh B EA
71474 Aelo] Fu dojdl AR S|t 1% BelH/e Y B4 o
2 B4, A%, g9, §A 5 AAH S4oln] 4 olu] A7} ole] it
54 B4 5T, 95, 44 54, 35 S0l Zel weiglel Ae 185
A QEBS Qe A9 BA, B4 P 54 94 Solrt

GDPR

AHaz H9

(14) “GAHIAMEE= D= O[0IRILE A2EE 5, AeiRle] IRMES 5185
Ol &fQlote, AHRi019] 22|14, deld = dsd St Adst E4ot Ve
22| 212 ojrl JRIYES of0jettt

(A@251) AR 2|9 R, ARRIZ 2019 g MY E= SYES Jtsoti ot
EY Vs wthe B 2E R0 4 2= o=V R, S5+ HF
HOIHE 222 A 7RshMe o ST

51) Directive 2016/680 of the European Parliament and of the Council of 27 April
2016 on the protection of natural persons with regard to the processing of
personal data by competent authorities for the purposes of the prevention,
investigation, detection or prosecution of criminal offences or the execution of
criminal penalties, and on the free movement of such data, and repealing
Council Framework Decision 2008/977/JHA, €Y 'police directive'.

52) The term 'law enforcement authorities' refers to Member State agencies and
encompass "competent authorities for the purposes of the prevention,
investigation, detection or prosecution of criminal offences or the execution of
criminal penalties, including the safeguarding against and the prevention of
threats to public security". Source: Law Enforcement Directive, Article 1 (1).
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53) GDPR(A9Z)2t HAUHEIBRN0R) 2F RAZE 2He|E FAtHH Ezstn
92|18t AZIC|AE|EI} CtA S{220[2tD IItekD QAL (Article 10 of the Law
Enforcement Directive lays down similar, albeit a bit more permissive
conditions).

54) GDPR(AH|5Z)2t ZACIFME|EH4R)Q| JHOIEE 22| Y2 (Principles relating to
processing of personal data) 7& 2% (@) ~H7HA 674 =22 F1 en 1
WEE FAR CPF GDPRY TR 584 EHFOl 20| HZCIZEIS0|A
SN 5849 H2o2(a) FALRCH, GDPRO| FZ& 27t XHelE
SHOHEBE Qg5 e PHH(b) ‘=540 B2st 20 - HEE(limited to
what is necessary in relation to the purposes) 22| CHAl ‘240 - IE5HA|
Ok (---not excessive in relation to the purpose) 2{2|(0)& H&ste S MUt
2L0[7F QUS.
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74) 1CO(2019). "ICO investigation into how the police use facial recognition
technology in public places"<https://ico.org.uk/media/about-the-ico/documents/
2616184/live-frt-law-enforcement-opinion-20191031.pdf)>

75) FRA(2019). "Facial recognition technology: fundamental rights considerations

in the context of law enforcement" <https://fra.europa.eu/en/publication/2019
/facial-recognition-technology-fundamental-rights-considerations-context-law)
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76) "Sensitive processing occurs irrespective of whether that image yields a match
to a person on a watchlist or the biometric data of unmatched persons is
subsequently deleted within a short space of time."
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78) DIRECTIVE (EU) 2016/680 OF THE EUROPEAN PARLIAMENT AND OF THE
COUNCIL of 27 April 2016 on the protection of natural persons with regard to
the processing of personal data by competent authorities for the purposes of
the prevention, investigation, detection or prosecution of criminal offences or
the execution of criminal penalties, and on the free movement of such data,
and repealing Council Framework Decision 2008/977/JHA

79) CONVENTION FOR THE PROTECTION OF INDIVIDUALS WITH REGARD TO
AUTOMATIC PROCESSING OF PERSONAL DATA [ETS No. 108].

80) "The supervisory authority set up within a ministry or the police itself does not
fulfil this obligation."
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