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' Anja Kovacs & Dixie Hawtin, "Cyber Security, Cyber Surveillance and Online Human Rights",
2012.6.29
http://www.gp-digital.org/wp-content/uploads/pubs/Cyber-Security-Cyber-Surveillance-and-Online-Huma
n-Rights-Kovacs-Hawtin.pdf

2 ZI2HERIME, 20150 AFO|HAH O[A M|H|E[2|(GCCS 2015) &7t 211 A1, 2015.4.22,
http://act.jinbo.net/wp/8646/



2. AtO|H E ool 7iidnt =X S&

7. AFO|Hq EOt9o| 7|

AFO|H 2 O (cyber security)2 TAH M| QIEAY 7HB{HAA FAdoi| M 7HE EEHR2 O]+ &2
StLtOlCt siZ 1 22 AtOo|H HE|, EIZEIAE S| AHO|H SHFSERE{o| #oq, Z7t7+9]
AOIH MM, &2 F7t ZAIZRE 7HQ! Z2to|HA|e] E3of 0|2 7|7t K| ChEBt Ol 52t

AR{X{ AtO|HH 20t O|% 7t SH &Lt

O ALO|EH EotolEt RIU? ofe] =X|7|F e S 712 MEolLt Ao, 22|
= FEAM0|M Ao E ot 72 AtE st UX|EF, oF X MAMH2 = g o|Fl AtO|H] E etof
CHEr Heole Existx| ok=rt.

IS EES Hats ‘SREET|T(SO)E ALl 20H8 “ArOlB 7oA B2 ol 71U,
LY, 784S FXIsHE Z0l2tn Hol3trh 047141 ‘Abo|b Z7HOIRH QIE{LIOA 71
7o I HPE HEUIE ALSStod AR, AZES o), MHlAS| ¥ ASoRRE]
Lt =3t BEoz 225 Hel2 EXsxl o 28 olnjFtct? ol JlE A
Holatm & 4 QICh T2iLt AbOIH 2 ohe FISE9l Batg wof Cheret M,
oltlg 2 7|x atol A AL D RIch

S AIBAMS BEsts, UN Aot 2H7|T2 ZHS ARIEH(ITU) AFO|H] EotS “Ato|H
B2, 7|8 WAL XS] KHAHE H 35| Slstod OIS T £ U AT HH, orEIHy,
o= Z x| U JhOl=Etel, QB EE| W Bl £, 2|40 BY 2R x| V&0 REpoz
Holtrt 4 o] Hols YEECHE ‘B (risks) 0l ZAE F& Zo|od, ITUS| 242 25} AFle
S8t AbRIEIQl TEFOILE B Y| Ml I3 #al M2t THo| We M| e Zo|ct S
274 7|7 (OECD)E “HE S AT oll T3 AFOIH B2 ALEO] ot 7Lt Ak 0]
IHE SToHs 5 HESL AlAH0| HAxoz HSEES 28s T, HEEA
JIAIME EEste 202 Holstn e, ol MES AL J|gAlde] H o
AHE ¥ED UCt

3 International Organization for Standardization, ISO/IEC 27032:2012

Officially, ISO/IEC 27032 addresses “Cybersecurity” or “Cyberspace security”, defined as the
“preservation of confidentiality, integrity and availability of information in the Cyberspace”. In turn “the
Cyberspace” (complete with definite article) is defined as “the complex environment resulting from the
interaction of people, software and services on the Internet by means of technology devices and
networks connected to it, which does not exist in any physical form”.

* “the collection of tools, policies, security concepts, security safeguards, guidelines, risk management
approaches, actions, training, best practices, assurances and technologies that can be used to protect
the cyber environment and organization and users assets”,
http://www.itu.int/en/ITU-T/studygroups/com17/Pages/cybersecurity.aspx

5 Freedom Online Coalition, Cybersecurity: what's the ITU got to do with it?,
https://www.freedomonlinecoalition.com/how-we-work/working-groups/working-group-1/blog7/

® http://www.oecd.org/internet/ieconomy/15582260.pdf (St = QIE{LIZIE ¥, 2015 p229 X{RIE)



EUE AIOIHESHE "HESRIZ A Q=B 7t8E A FEYE, 1 S
7|dd /xIE SMez Bzt U ZA YoM SEIM HERIZ X HE elZEtof sHE
T AL 20 2AEE AECZRH AO|H THQIE 2355241 0|82 & RUE
XX A S22 olsfistn QUot7

HT 4

YoM "ALOIHAIF EIE|Et= 801& AL83St1

T ghofl AFZFo| X|Zboi 2|3l ol AlE z

H&stn, £ sdlste B

et =R, BEAAHY L HES A HEI | iy & ME[E HEE Qo HRE Z=XI7t
8

E7Eln 3 Sef7F MHEsHA /x| ElEE AE LEoh 1 ol

HT
lo
Ar

2ot I zhHol M Atole 2o Olfrof M2 st At ot= 2EHRIXHR 24E (Freedom Online
Coalition)°2| ‘Ab7 &1 ot QIE{L!(An Internet Free and Secure) H{Z 1 &2 AHO|H

Heotg ohEm 2ol Zolstict.otel Hels =7t A =4 F2 X 2ol X[ ALO[H 2ot
FEo| QWM 2Ho ERYE Fxotn, AlA™ S4o M2t JHele Eetg S4of
TE HIE SHR B
HE I QUHHY A A=Fo| HES 2= 2l #8 oLzt 22l MEE ot
AOIHHERF2 T|& 4l Q1M FRE E&5Hok Btrt
Yol AtojHEot2 2atel A 2 Z2tRlol A 7HRlS| EotE BTIstT| flah, EHM, 7l&,
u=Es ol B2 A ueto|7ts g, 71dd, #dds 2= 5h= ROl

" European Commission, Cybersecurity Strategy of the European Union: An Open, Safe and Secure
Cyberspace, 2013.2.7, JOINT COMMUNICATION TO THE EUROPEAN PARLIAMENT, THE
COUNCIL,THE EUROPEAN ECONOMIC AND SOCIAL COMMITTEE AND THE COMMITTEE OF THE
REGIONS

Cyber-security commonly refers to the safeguards and actions that can be used to protect the cyber
domain, both in the civilian and military fields, from those threats that are associated with or that may
harm its interdependent networks and information infrastructure. Cyber-security strives to preserve the
availability and integrity of the networks and infrastructure and the confidentiality of the information
contained therein.

SHAN—tFa ) T BEREFIE (BIUHATIEH, 2015, p232 M2I8)

°® 22+2IXI R 24 (Freedom Online Coaltion)2 QIE{S Xkg 2| STIS {6 Xt 20111 2770
248t HEXIFOoICt ofof Fodet F7tE2 uAQl L2 I A|ZIA S|, dAHeto| S Sl
Eo| A7, 3| AL kKt 7 & UEU Ri7E BTSSR BtCh 2014 2EtURIF AR 2
Arole{i o, CIX|Sd Mk} Tt A, ZatolH Al £ 5 3710l ZTES FRICH Afoluisot
QIZOES A0 H ok BHE HAoIM ATl T2 242 M QI CHE BHAIS F0lE WS
SEMo 2 5t QUCh. hitps://www.freedomonlinecoalition.com/about/

° Freedom Online Coalition, Why Do We Need a New Definition for Cybersecurity?,
https://www.freedomonlinecoalition.com/how-we-work/working-groups/working-group-1/blog8/

" PREAMBLE: International human rights law and international humanitarian law apply online and well
as offline. Cybersecurity must protect technological innovation and the exercise of human rights.
DEFINITION: Cybersecurity is the preservation — through policy, technology, and education — of the
availability, confidentiality and integrity of information and its underlying infrastructure so as to enhance
the security of persons both online and offline.
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244 ZILALOILHRI MBI EITF B2 ALOIH O S “ALOIHB Ao R RE| 2T HES AU S
HegtoRM RIHESAUD HEO| 7N PHLIIEN § NS SXIGE NEpE
HOI8tT UCH (27HAOIHOIEIE Bl 78 M2ZE I3 %) 0474 Abo|HZZ0lRt

2 ZHREH0l2A =B BB HYBE MulA sl S TR 2Bl olstod
SHHESAYS BHAL DOl THIIS AL BB 8 MA-HE S UKl TABSE
UHCh 230, O] FHO MBHLIT IS NYS (AR 5T Y| IR OIS,
Ol THel2 AOIHZ S 7S 2 S Ao CHEt TZHSITro 2 Bt QUCHS HollM

=

=

AOlL HoF EHed Hzdof SUMoR MBS £ s Holgtn

0|

047141 AbO|E OHEIE AbO|b] EOHTE RAFE JHdo 2 2 Ol=C, SLHoIA Aolt
OFFI0laHs 0] AHSEl OlR= S7HALOIHOIHE 217 S M TA| Ho{&E 7}

AbOIEHIZ OtolAf Eetolats TH0] 7hEl Bo] £5EIQ1 ofZt g 1 Ed5tod Ol CHAIE
MEZE THeIg AR shedT 27| 2 0lch (B2 QIEIA RIS 2, 2015) 2L} AHO[E] Ol 74
ofAl AO|HBHo 2 RElo| B3 ahg FAIshT U=E, oT &0l B2 Qlof Aol Hotg
Qs Cherst 201018 S0f, BEIRISl A%, AlAY 8, MAX|HIL Z2)0] 28 4

ACHE HollM 0|24 7ig Hels ZE S/ el fI’e H x| R e

2016 H0] Z7HEE 0| Ao D et ‘S 7HAO[HRHE 7|28 M et2 Ato[k] ot 7 CHA
‘ALO|H QtE'Bt= TH'HE ALE St ATt 047|M AFOIH SFHE &= “AtO|HE At
AOIHSZH2 2 QIEt AO|H 27| 2R E AIOIHSHE ESEH2M F712| et o|elg
T35tE &' 22 Yoo =0, Ol Ato|H EotErCt= W &2 7Tige 2 Eelct
&, =7t et (National Security)2t 2tZiEl 522 H|EHE[o{ 4T

S7EES 7|2 U HEES Aol TS0 #Et HER HEES El= /IE2 AF85tn
UCH T{L} F HotolM #-5t e HEE S 9| Hol= =& Ct2rCt. K8

27 y|E2He YER s AlAOR BElM-7|& £EFEE Z 6D Qe B,
HEES Mol 7IEo et HER ‘E2|X BT Z &5t UCt

27| SH|M AO|H Eot2 HEO| 7t8 Y, 7|2 M, FZH(availability, confidentiality and

integrity) 2 23 5t= Z0[2ts Holle o= Hx gol7t /ot = = ULt Freedom Online Coalition
ALO|EH Eotoll CHEH 9to| Zo|E MHEEI A, 1ISO 27000 EE0 A Holstn Qe Hiof ME HE 9|
7t84, 719N, R olO|gtctT 5|1 QIct B, R Eets ME CHE OlsiE ARt 21 &2l AFO|H
HOtHMRIESIE Mgt 21 AM(Mozillia, 2015)0 A, AtO[EH E.otof| CHEF & |7t M=oy et
CSHA A ™HE = EF5tT, ALO|HH Eoto| #ialM )& QAZM HEO| 7184, 7|24,
FZaM ol chshM= 9|74 QURAck T ErEtot.

3t



3, 7HB, ME, HA, S8, 24 B wag 4 ol HEo Heg,
E:

AN o
Xlst7| et gelx-7|e™ sH(olst "HSE 2 A|AR"0[2t BFCHE
! x

7t HEo =3, 7tE, MY, AM, S, A P s = Qe HEO| B, X RE
S Y%l ¥ =Fste R
Lt &5 Q15 QAL ZAl 50| Eot7|= 8 #8504 R RHSH-H X Sofl CHS 7Lt 2HEd
HH|-AlEE e A 2Yste X/
(BEES MO ZISof #E HE NM2E M13)
HEES 9L Hol L2 ez HEE oM o|gts IHEE AFSEICt ‘S RIeh x| HEE ot
U A mEH«“HEEoh Tt HEESE HEAAH I HESAMYS S5l

o
IS MY AM- S Il HEO| f&-2HZ-FE S22 YXIsH7| #/5t0d
#HE|M-22M-7|2M S 27 5te Lo /AR M S7tAOIHet Mt 27 d
NM2ZAN3Z 2| AHO|H et Z & BHCh T #-5t D JUCHA2EM9E). (Bt = QIEATIS H,
2015)

2. "FIAFS IS SI'E B HEELT|HAINS o2 Y, WREHOIZA,
HIAZR = D&Y TRY|TH S0l olsto] HE S AT|HAINE

O|AM& Ato|HH Eoto CHet 7H'ed Mol Chst D, AtO|HH Eetol2h= 7HE CHAL, ALOIH
ot HE B0t 5 CHE 700l AA8E|7| = BtCt. JBdLt O|& 7HE2 &3 Ato|H Eotnt
2 IEe 2 MEE|7|E st X|BH = CHE WMEtol M= AtO|e{ Eotnt 1 o|0|7t 2& CtEA|
A2 = QUCH® o & S04, HE E 2H(information security)’O|2t 1 & o= 2 Z 221 49|

ol

© TUE AHOIE H0tT} &1t Hioko| &{0|S CHEIF 20| MBBICH £ 7Hd 25 7|YUY, PUY, 71849l
S48 QAR BTHE HolAs ZRIBH XA K Hote S2Mol AlAHoRBE] AIRE KT,
Abol ot HxiQl BErAlY stof 9l K|TA SIEol BUTICH &, SM Abolbf Ot QIE{A Q)
& (20l ZZRto| Al AAY EIHS I BHECHS &, ARl HE 2ote TAE, olmel
F010 7|27 20l 7| Lol ZHS FRE HHEd, Aol Hore 2UNT g Mol o X 1S
Srhe Mol Ch2chm #hch 22hM Abolb] Eote EErHol S AN S} Al 2XIE JHEl B
Hoto|ztn £}, (ITU, 2011)
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YEof gt 2ot Al ZZE £ Ut S2 Alo|H Eotut HE Hoto| Hi|Mez2 o E
FOolE #&= d*L =l UNTt Z2 A 7|FollAM B{AlotLt B S0 HE Eob i 9
ANEE MES= B, O|=0|LE B=2 o] 70| HE KA E =2 ¢hFsod 2ot
EX|7t AP ok7|E = UCH= O|RE ‘AIO|H EoP IHEE AF8E Ag FHSH 7| Sk
D EIE RHEF2 AbO|H Eotoll CHEr |2 2 1 M(Mozilla, 2015)0 M “HFE] 20F 70| F2
(2ot 2{&of H°+) MEolLt Yool MEof #k|= BHH, Alo|H Eoh 2 B3 #3%
QA ZEMOIH|-7IEX FEIEo| R0 #tik|nd T2 0|1, F7|AQl MR AH 9|
B3I E EHEHCHT X|MSH T QUCH &, AFO[H ot 7HE2 =™~ ol &HeIE 7Hg0lH,
HRIA Wetof whet zHEc

O|et ZHo| AtOle] E ot CHefet M2t M AAS 2l T, MAMSZ Eo|El Holx gict
Ol= AtO|{ Eotof| CHEt CHY Bt OSHRHAHIRHE (K& S04, 2ot 7IE ALt E ot 7|,
TAL7|E, OI8X}E, HE 8)o MRl =9|& XaHE £ UCH AE{R £ AFO|0{E|(Internet

=
Society)= 20124 g 7Het 2 10 Mol A AtOEq 20t 7HFo] BRIGHA R sH, £ M2
CHE 2ot BEXE, a2|ln 7|&Xel A E Hxel Zdof o|2&= sidS o|0lstn UCHH,
AtOlHH Eetol 2adg olOlst=xol Ciet S & & ola7t estctm X|X4Eh Ht QUCH.
(Internet Society, 2012) J.E-IE 332| O|HE Otzdst7| |t 7|Ete 2 A3 -3 2l
‘FO{H 27 = Aol 2ot & ME Hotu ptedstod FA7|F L 2 S7to M AH&stn U=
HEE 2 g o|o|g Helste HYe stu|z Jick”

Olok

Aol Eotg SR 71 Zho| ZIF 0] Fot x| Us 4&0lA, Ao|tH Eetol| CHE S/ &
Hol7t gitte A2 et ZIEE 2t3tetr| fIEt MM =ol2t H=ie 013474I g+ Qo
U= LHO M AtO|HH Eotnt 2 gt S7tel HEoM o7t M= =lo{ {UX| efChH
TH Y 2S8R0 2hed M 7ho| LeHdolLt AMAHHE Ho & +=5of 812 7*OIIZF
Ol &0l M =L Ato| E ot 2hed HRE S0l M 7 el Hol7t MCHZ Elo /UX| eichE
M2 olzdet Exolct. ol & S04, 2016'F F7HEE 20| ol n st ‘_"7MFOIH-|°“='7IEH*’
Mgere S7tetEets 2ol M AfolH 2ot HigtE T QICh Je{Lt HESMYH §2
7HRIoILt 7|42 AtOo|H E ot K| 22 stE EWM 2 ol0jo M Ato|H 2oF EXE CHR
AULH.

st

r.loﬁ'irﬂm
|'Um0_|

MolME "22tel o  Zatolof M Helo| Hotg B

OlE2x1 ot7| flsl, HM, 7lg, u=SE
Sofl Y2 A lzeto| 7184d, 7|2, FEAEE EFste W0[2tn Ato|H EetE Holst
2etQIxh7 g of 7ol 7|8hstod =2fst At BHC}.

' United Kingdom, Submission to the United Nations General Assembly Resolution A/68/156, p. 15
The United Kingdom will use its preferred terminology of “cybersecurity” and related concepts in the
present submission, denoting efforts aimed at the preservation of the confidentiality, availability and
integrity of information in cyberspace. The term “information security” is often used by business and
standards organizations to mean the same thing, and the term is also accepted by the United Kingdom
with this specific meaning. There is scope for potential confusion in the use of the term “information
security” in that it is used by some countries and organizations as part of a doctrine that regards
information itself as a threat against which additional protection is needed. The United Kingdom does not
recognize the validity of the term “information security” when used in this context, since it could be
employed in attempts to legitimize further controls on freedom of expression beyond those agreed in the
Universal Declaration of Human Rights and the International Covenant on Civil and Political Rights.

' Tim Maurer and Robert Morgus, Compilation of Existing Cybersecurity and Information Security
Related Definitions, 2014.11.5,
http://www.newamerica.org/cybersecurity-initiative/policy-papers/compilation-of-existing-cybersecurity-a
nd-information-security-related-definitions/
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5XF GGE (2016-2017) : UN & 3| Z22|2t A/RES/70/237

20 UN GA(2013), "Report of the Group of Governmental Experts on Developments in the Field of
Information and Telecommunications in the Context of International Security", 2013.6.24, A/68/98,
https://disarmament-library.un.org/UNODA/Library.nsf/a45bed59c24a1b6085257b100050103a/2de5621
88af985d985257bc00051a476/$FILE/A%2068%2098.pdf

12



CHEr 251+ &7 7tof stk Z =5t UL Z 712 o|F o A,

A2|TF Z X|(Confidence Building Measurements, CBM) § =77+ E™M & oiletst
=2 STI6H7| Y8t wWote ZEEIQICE 20143 FHE 4% GGEE 3&F H1oH2 =Ll 5tod
SOt e ohEd A, FRUIBIAIME B S ME|IFF x| S0 Cist TIME golot2g
EESIACH (B3, %!%‘so_l, 2014; GIP Digital Watch)

UN &3 X3 @[22l AL, QI Fo| & E3t2| 2= 2000 H01 HE| ofy &
oz '"HET|Eo| Hx[H 0|80 Ciet CHE'E =2lstRi, '—.j =01l AtO|H
Hz| 2 =ols MY W AFHH | I E|(CCPCIYE O|SsHRUCH M2 2=
2 S/ E KIFH APOII:H‘='°._F 23t gdol xHME £ delets 2 MEst =
A (o] o

Aol H= 7|7olH, & MY & A
H7ISd Izt &3 2856t s ZF_Q%PE —’.'E*é BopRtot. E* , 2B 7|
EE2 FRIETFR Z2 7|Xt HFLIE| 7|7 & SdliA 0|F 01K %IQEH olz =7tztel
Folof ofgt Zdo| ofL|2t Aol EZSZ RIE2|Ffof ZCH TEiAM EH SSEH o|#2t
FAE ITUS| HAE 2 ot % 04Td5| =EH0| &1 Q= &&0lM, Aol 2o EX| A of el=
OtLICH HRZH 7IF 2 Mo ITUS| g2 HSMez Sl elxetet gadk|of =,
gl Z2EE ZHAQ| FEO| 255U &3 g2 O0|1E & U7 E0ICH

oHII
[
N
M
fjo
o
ol'l
g'l_l
r|r
Z

-E|l-x.||7(|_-|7|EAIO=1oI-(| U= &

rH ]

ITUS| Atd2 2| SA4lg BEshE ITUR, Z7ISA EEE HY 5= ITU-T, 7S A
g BHEsts ITU-D #FESE LI 04 XIS, AO|H EoH2 F2 ITU-T2H ITU-DL
zhetoll &3tct o oM EQY 0|, ITUE AO|H E ot “ArO|HEH A, 7]t 2 AL X2
MitE 25517] 2/5t04 O|&E = U= T, MM, otEIfH, etE = x| & 7to|=2tel,
et gyl EH, 249 ._3” XX HE'eR HolstT QUCt XY
ALO|H EotT} ZHAE! ITULS| AP 2 HEAZ|MAHE A 3] 2|(WSIS)* o] &S X|Z&(action line)
5"ICT AtE0f 2{o{M AlZ|et Hoto| Frof 27{st1 ICt. o|of ket ITU= 2007 A 'X|7 A
AOIHHE O o|A|(Global Cybersecurity Agenda, GCA)'E EH A=, 0|= Aoz
HM X[, 718 Y ™Y IR, 28 X, 9T Hetet A @Y S 7 ™skm Ut (ITU,
2011) GCAS| 732 st Al AL "IMPACT(Multilateral partnership Against Cyber
Threat)" Z2MEQIH|, O|= ITUL| 19371 3| ¥= 2 UN &5 7| E 04 H| ALO|H E ot

xigg RBse qS Bt

2! Freedom Online Coalition, "Cybersecurity and the United Nations", 2014.
https://www.freedomonlinecoalition.com/how-we-work/working-groups/working-group-1/cybersecurity-an
d-united-nations/
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AprlGF 50| 7HZ[E| 1 QlCt. ZF FI7HE R T national IGFE 7HZ|5tE LigtE0| e, 8=
oAl 2013 AR E] 3= IGF(KrIGF)®E 7i|6t 1 QlCH

NATO S A0|HY M E{(CCD COE)%} B Eloi+d

UN At2do| =9f oloff x|x atdo| chget HR 2t 7|Foll M ALO|H 2ot Ol & THFE 1
QJCH 2008 5% 14 MEIE SCHMEZE A T|F(NATO) &5t S AtO|HY Q| ME{(CCD
COE)*= x1|:w£&'9§/d NATO 7+l X 235 Atojof w s, o7 Y, Hel S8
St ALO|H &2 YAolM A Zat, H, g—%% E7lste 218 =xjoz Bt

OiZ= 0l 2003'AFE| o AEL|ot7t MElE FMetstRR=, 2007'A0H & At o A= L|otod| A2

CH 2 ALO|HH 323 ALERZF O MIE{ A ZIo| AH|Z|7F EIRACH 201314, CCD COE&= ‘AtO|H

Mool SR Kol BEt BB hEYOS TAMOR EHUCH FRIFULS

MUME U Mo HE, e, S71 MY, kW, FHEEH, cHSE X, AHO|HS A
CH&F ol X 2|, AFOIEHS 23 Al W”ii " Z, =zt 3H Al Fof, ZRIX[FoIM 3HH
A2 K| S2 LIS CtR 1 U=, NATOS| S 4 —E Me otLH SZXQl MEJHEf
OIS A A04X|Z7]= RAKRIDH AOIHBZHOIM SAH M EYots DMFon Z+ Fof YA
T%'ﬂr MEF £2lo| 7|27t E = Ut HolM 2 AIAW" MBstn AUch(EEH,
AUS 0l 2014;2016=7HHSEE S 8 M) 20160l = E 2l0fF 2.00| Y EZ|ACE 7|E 9|

|

EE*EIIIH"O*OI FH I 01| 4 oPE EF 1|21 AbO[EH = Hof| CHEr ZdoletH, e 2ol A
202 1 Ert 2 +Eo| &, &4o|M Ao|H X EXE CHRE L A'EP 4

AFO[EHAH|O|A MIAH | 2[2

Z[2 ALO|HH 2ot BrEddt MA| ZHoZM T JE A2 AlO|HAH O[A
M7 2| 2|(Global Conference on CyberSpace, GCCS) &2 #H T 2 M[A(London
Process)O|Ct. O] 3[2|= 20113 G5 F £ & &l &2l slo|a7t 7H[E
'AFO|HHA | O|A HEH F|o|“?2 A|EFE|QICE O] &|Q|= AFO|H E0t, AtO|H HZE|, S XE3Set
Ot AMMEE I 7Y SOl oM E CHR = &EZ 3ot
0l &|2lof 0lo4, 2012 A0l = FCIHAENA 2X 2|2|7} BT, 20131 H0 = MHE 01| M
INE|Z[RACH MHE EloloMHe M2 &2 7[&ES| ChYet #&lat 7t0|=2tRlE Feet
'AFO|HHAHH[O|A ME MIZ'0| RHEHE|QACEH? HEH Z 2 MA = ALO|H{ 22 ofXof

JH = 4= 0| Fo{E o|Z0of ®iCt= 2|0|7t U=Cl, M &|2eloi A= 9074 ""='01|k|
Foiglem O & g ol o] &= oY oIRUCt 4%t &[o|= 2015'A 48 16-17Y, HIEE =
&1|0[20d| M THEIEIRICE Z|E0l= HE 40| &[oRICtH, 4&t 3[o|o| M= HIESR
OIRIE M3 Mo = FoJAI74 Ert ZH QI 3|o[7t E|ACt= o|O|7t ATt E351, ABIALS]

38 http://krigf.kr/

%9 Cooperative Cyber Defence Centre of Excellence. https://ccdcoe.org/about-us.html

40 Michael N. Schmitt et al.(2013), Tallinn Manual on the International Law Applicable to Cyber
Warfare, Cambridge University Press.

41 https://ccdcoe.org/research.html

“2 https://www.gov.uk/government/news/london-conference-on-cyberspace-chairs-statement
3 http://www.korea.net/NewsFocus/Sci-Tech/view?articleld=110835

4 https://www.gccs2015.com/
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K2 LIHEIE F5t0d ARIAE|o] F0{E FEIT At 250 HI o ATIALE| QIAFS O]
Ho{otA2M, 2l FH0{E fIoH AILIAFZ|Q] AtO[H E ot AZYSHE et Al U S
Z 23S 025t 7| SHRACH® 8, AO|EHHZIZCHS BI(CERTSs)2t 2| 47| Z3HE 25
L= = CERT= ONE conferenceZt= T 0| ALE & &5t Q40

olol M| 2t 2 AHalo] QIEJL W £, AbO|b] /B0l HE, AHAlS| AT X Hetoj
Tieh LHE O] ALOII Ot BHed TEHE S2shT, TH WRILE HME AT /Ich AOJH
Hoto] 4ol B S Al 7|7]2] 2ot MR E], Aol BtolAfel 27hzH EHoi 0127 [7Hx|
cher et edodol Zxieln, QIEi0] WA, i, B8 § Aslo] mE 2ol 2lsl
ZEEITM ALOIH ot Aol B 2| it F7HOHE A F B0l M2l Aol SIEof CHEt
CHS OIS E], 22t01 At7| § Aol HE|, THE AlARO| ot B7t7hol Al ZALL
2 oty| QIB AR TSI AT ALOIH H o KMo BB & 4 QICh. E3, AtO|H

otg QsiMe 2t Aol 75 #Eet ofLiet, EHok2 2IE AL 7= e & &-_r‘
AU HEUHe| ¥, S 2ot 24 S ChE T-.-_-01|A‘|°| CHS It olSztel
&=io| ER3stot.

ITUZ= Z =7to| Mol 2ot HA £2lof EZ0| & +
Hot o|XM| & X = x|(Legal Measure), 7|&%, MR} %
Measure), = &| 7t X (Organizational Structure), 23& %

UE 7H0|EE BHETA, MH| ALOIH
Z x|(Technical and Procedural
3} (Capacity Building),

IC}.

= X824 (International Cooperation)2 2 T &£ 8t HF Q/CH (ITU, 2011)

2 E1MoMe O|=, REHUEE, 4=, U2 § T2 3712 AMo|H 2ot THEFo| e 2
HA U XE TXE SR CHRIA 3O S AO|H 22t fIsiM e 7s7Hehat i3,
s Y elEdY XY Sk SRSIH, ZAIA FHHo| Ato|H E¢F CHE & AtO[H
HEQ|CHEE I R E SLe B0|7|= 5tX[EH ol ET MM SHEMS 2R CHEX|=
ei=rt

1) O1=

O/=2 1980'ACH ZetFE HRFE 2ot HHE HEYS #41 AN, 19983 58 HEaH

= =
X|&{(Presidential Decision Directive) M63% 2 S3ll 2 7 I_ Ao chst HEE
HEAAE XHS2=2 D}E46}°4|:+ (LY H 5, 2015) 20014 9.11 E|2{7} &8t o|% S 7t
7|gFAlof Eotol| CHE 52 40| BSCHE M_HI, 2002'A 118 S EQHE ¥(Homeland

4 https://www.gccs2015.com/participants/civil-society

46 Freedom Online Coalition, "Promoting International Norm Development in Cyberspace through the

“London Process™, 2015,

https://www.freedomonlinecoalition.com/how-we-work/working-groups/working-group-1/wg-1-blog-3/

“71980'A R E{ 1990'ACHOf| M"HE! O|= 2| AtO[HHRHE zhed ok ofliet 2ok IE ™I sH . &

FEIA7| & HFE{HEH) (Counterfeit Access Device and Computer Fraud and Abuse Act)

(1984), TK*XP%A._' AHA4EHE % 2] (Electronic Communications Privacy Act)(1986), A& E &

Ot | (Computer Security Act)(1987), TR MZ S| (Paperwork Reduction Act)(1995), THE
Z|lz#2| 7§58 (Information Technology Management Reform Act == Clinger-Cohen Act)

(1996) (KISA, FLHESAT(BtE S Z3t &hot oted, 2013. 12)
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Security Act)O| MHE|HAM S ECHE %‘—(Department of Homeland Security, DHS)7}
AMMERD, SEAEE = SEQHT #0t ofL|2t AFO|H Eoto| FREX{7} E[UCH

2 &2l 2002'A TAHE 2 #(E-Government Act of 2002)2| LE £ QI
8t E | ot a2 8 (Federal Information Security Management Act, FISMA)O|
MEE[A=0, ol H2 O/= HE 7|22 Ato|HH 2ot MAHE EFE356t7| 2I5H
Z7LEFET|S(NIST)O| 7THE & 222 =B YT E = SHRICt o] M2
2|0 Ab%{(Office of Management and Budget, OMB) LHO{| it %| T M EH MUK E S 1
MEO| 7|& MEE LUSSIRUCH Y HFE AlARS| Hot EZF 0ol CHE NISTL| S
a5totAm, B0l MR{7F HAY ALO|H EoF E&E S E Ol MUZ XL & 5HRACH. (Piret Pernik
S,2016) 12{Lt FISMAE H|E8%{0|2tE H|EHS 2tot T, 201414 1220
Q19 & E | ot#4CH 312 (Federal Information Security Modernization Act of 2014)2 2
JHEE| A EICt.

H

on

O/=2 200340l M2 2 =7+ AHO|H{ 22t T1=F(National Strategy to Secure Cyberspace
of 2003)*2 +&5HRACt. 07| M "E"’Sﬂ ™MeF 2 X = 37HK| A=, XM AtO[H

7o R HE| 27} J|UA|MO| HE =M AFO|H RO 2 EE|{0| ZhK oty EA ANy
ALOIH 323 LAl m[aH & 5-_r”\|7+ Z|A3t0|Ct 0|28t S EE I8 57tx| M AF°*°
ofet ZAEE| A|AE Ol {EQT 0| B35 CHS A|AE JHet 93] ol &|obx] A T2 73y

MO Eot QA M A EEd =2 a3 I K| = A|ARIS| 7HEE S OICt.(Piret Pernik &,
2016)

2008H 18, RA| AHF M HEE S I7HE O T S B X! 54(National Security Presidential
Directive 54)2t ‘= E 2 0t CH& - X|E! 23(Homeland Security Presidential Directive 23)01|

[2f ‘= 7+ Ao 2o B 87| El(Comprehensive National Cybersecurity Initiative, CNCI)O|
OFS0{%ICH CNCIC| 2XS HE|SH MEAZT| dhd RAMS Z3fste T MAS S35

DE SF2| Aol ol cHat H*Oioh_ APOIH-I ‘='°F g dstste Aolot

2009 12 E'H3 2t WE = CNCIE YT™A|Z! H2F MAHE otedsto| 18 2009 52
<AtO|HSZH HH 2|7 (Cyberspace Policy Review)>*& & & 5| {Ct. O|= ALO[H{ 2ot TI-
Age MiMoZ MASto], MM M x E|, =™, o7 5ol YloiM #AXI BEMHEE
metstz| @8t ol I:I'. HAM 2R et AU e % |4 | 2l Ao [HE 2

Z= Zl(Leading from the top), »2otn &, ME ._|E—’|' oM

A| 1 (Building Capacity for a Digital Nation), »2!-2+ & &t

2 2](Sharing Responsibility for Cybersecurity), » AE"—.O.J HME IR YL AT CHS
S = X| I (Creating Effective Information Sharlng and Incident Response), »& 41 7
(Encouraging Innovation) S2| o|ME I A2, I oA &l 10712| E7| Btxl2t
14712 7| N E M AISHACH AO|HSZH HH 2R ol A EE Qe 7|Eo| S EQHER
zto| 21 = AO|H E ot ZAE EELR|o| & 0| Biobak Lifof| AlAdEl

ALO|H £ 9k %= 2H(Cybersecurity Coordinator)2 2 0| E| AL}

00

Aol E ot 2HEdE 0|5 2| HE2 ERo et 2mam BHS04x{ gk IeiM AO[H
Hotol| #E &Y Ao x™EE HE HE0] 5004 7Ho1 O|=X|2F, XY | AO[b 2 oF T=F

o
THE olREE ZLHQ

=2 1=

It

E2 gle 4#olCt.(Piret Pernik S, 2016)

8 https://www.us-cert.gov/sites/default/files/publications/cyberspace_strategy.pdf
49 https://www.whitehouse.gov/assets/documents/Cyberspace_Policy Review_final.pdf
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ALO[H EoF A = EIAA

27joHE Y A -
{National Security t &
kil S717| gl A1 29 A
{Mational Infrastrociure
Advisory Council )
ApO|E{ & ot =2 ALO|EE OEEH
[Cybersecurity {Cybersecurity
Hrectorate) Coordinator)
[
| | | |
2t = (pon) =2 H{Dos) = E Ot H{DHS) HEE Do) ‘ A 2= 2(pog)
AOIHAMEE A0 2 Pr= A = g 1= FBI SAREI|ey
(USCYBERCOR) H 2H{international {NPPD) (MIST}
Strategy for
Cybarsacurity]

O 0/= AO|HE R HM RZIMA (B : HEH &, 2015)

AtO|e E o 2hed |1 YA T g2 diorpt 712t 2|2 Z|(National Security Council)

ASHHE S TR 7|2 ZF HAH Q|2 3| (Information and Communications Infrastructure

Interagency Policy Committee, ICI-IPC)0i| QIC}. ICI-IPCE S EOHE 3|9}

=70t 2|2 3| AFO|H{E F=(Cyber Security Office)2| AFOIHEHZHE 0| 3 & Q&S

LT UCH AMOIHEQHZH B2 (87 Z7F Ao EoF MaF L MM IS Tt I
o

Mol ol ASstH, 7 ELE[L CISE =M AFE2 2 A BtCt.(Piret Pernik S,
2016)

SECHEE(DHS)E 2 7|¢AId BE5 & Qft Mutrol AU HE o| et 52 EHE Sl
ZECHEE A5 2 7HE 331z 2 38 (National Protection and Programs Directorate,
NPPD)= HE 2o SEQHE R O] S 715 AFO|H] E 0ot Atdo| &S Ml FICt

OI=o 2l YHME MYX|E SFF(DoS)E AO|H Eot HRAsiME 2|5 R4 HHY &
SAAQl AtolH Eot WM ZYECh YT F(DoJ)E otol Y A= (FBN)E £
UASM, Eoll Abzof CHEF ZA X 7|4, SAXo| Cigt HESE, CHE F Aol oHEF X,
YMH x|2d S Ato|t 2ot grad HEMES MUTIC £&, sie| ET|2 EBEI2E §
=7HH 2ot f"ol ti8sts H 2ot A Hg +>Ec S 2 (DoD)E 2010 5%
Atoldf zhof Mol &t 53 FOIEHAE S (USCYBERCOM)E 7HA 4Lt
P E toto] SREET|S 20| oM, AO|H 2ot 7|&ES BESHE ME X MHIAE
Hastoh (4SE S, 2015)

rir
oy HI
0
—
00
2 gy o
> P

0|= =7H9 2 = (Director of National Intelligence, DNI)E C
Abstol| U= 1770 HEV|2E 2™ HES A QZEE



H7|t A ALO|H 2ot HAZAE ~5toil @At DNI LHoi| Ato[b{ &£ oF
ME7|#e 27hotE Z(NSA)QIG, NSA 2E2 DNIo| Enstm, 25 9| o
_g_%

Office of
Emergency
Communications

HAEehouIer Bathas Federal Network Network Security
Engagement and Cybersecurity and Resili Denlo "
Cyber Communications SIES PRV
Infrastructure Integration Center

Resilience {Nccic)

O% : MOIHESH L SAIZ(CS&C) TR X (£ : Piret Pernik S, 2016)

ZEQHE 0| 27 E 3 UL 2 73 (NPPD) AHs o] ‘AFO[H E O 31 & A2 (Office of
Cybersecurity and Communications , CS&C)2 0O|= 70| AtO|HH S 41 Z[gtoi| CHEt 2(7]
#El, Al o8, ol 522 NI stct. O &tstoll S 7+ Ato|HE of & S AS & MIE{(National
Cybersecurity & Communications Integration Centre, NCCIC)E 1 £ 7|dtA|d 9]
AtO|H{ EoHE ZMBCH NCCICE YW HR, HE 7|2, HEUAT|Ho| LSS STt HE
MEE MB5tH, 2E &M SRt 2IZhE Aolo] Ean HE SRE dZst1 AUt
it Bizh 7|dol| & RXIE ZAE T2 len, A, &Y, Atn, 53 Sof cigt
MU 48 A2 MBS ECH NCCICE 1 Mstofl 2 X SEME{(NOal), OI= HFE
ZIZZEHIE(US-CERT), &td™ O|=ZHFE{ZI= & HIR(ICS-CERT),

7S AUZHME|(NCC)E F 1 Ct.(Piret Pernik S, 2016)

F 7|HtAlA 9] Ao|H Eot
T 7|HFA| o] CHEt O|= 9| MM M2 HE 7|#0| =Y I M= MEo| xelg
Zx|oH B22-Zt Gt ELg Z X5 QIcHE ™olch. (Piret Pernik S, 2016) 19981 58
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CH& ™ X|Z!(Presidential Decision Directive) M63£ & S5 T2 7 | 3k Al o]l CHEH HH & "—1
SHAE MSSR 0tEsiim, 20024 S ECHE Mo ola| LEIE SEQHERIL F
7I8AIE ESof 23 2 HE g Stich

o
ATH

2Htob CHE

APOII:HE’.?.H

2 =9 7|I:||-A| M HS0| CHE 2EQHE Ho| Mols HE 2 Siubxlsta R}
& 2 23 8(Cyber Intelllgence Sharing and Protection Act),
(Cyber Securlty Act of 2012) S FTIFIX|EF 0|3 Sotol| MufstRFCH 2 CHA
S 54392450 13636(Executive Order 13636) ‘T2 7|8HA|A AO|H{E 0o B
X|E 21(PPD-21) ‘2 7|gtA|d 2ot & =24 (PPD- 21)° aF E 5 QACH.
ZIBtAIL Ol HEMA FHES T AIO|HE S YT o 7t H= S
o, 2 LHE2 AIO|HEQH 2131 HE IR AAR I F, F2 7[8tAlHo]
g AtO|HHEQH Z U3 7He Y E 5, AlO|HEQH Zst =2 773 2.‘—7‘._| Solct. olz{Et
AHEX|EH| mer et AET|2e| otLRl 4 FF AL SERETISHTANIST)L FE2
ALO|HH Eot | de|3%27t 7He o] 2014H 2& I%O._ ol ZEE|ACt o] =A==
nd), =7H(
o

>
o
T
0
T
OH 0

Ix

to
o
o
o
4r

T Hu 4% 02 rir
0 o O J2

Al (Identify), 2 % (Protect), & X|(Detect), CHS(Res Recover) & Zt 7|SEH=2
TAZQI ALO|H 2ot # 52 WA, 0|8 Z 7|‘-F(-3-€- | Q2 7|gHAIEE 25t
UE l:‘._|7._F7|°")01|/\‘| o MEE WIX|of ChEt EES MAIECH E3H 2013H 6&oll=
7|HE0| Ol ZRYURIE AL Mo 2 g = UEE MTF, 7&K, nxletst S
QIMEIEE MICHSIRICEH &, AU HE oM TS Z2i5HH HESHZ|= sHKITH 7|¥ES
ZHstE WA ofLCt 3HH, AHHH2 I EQCHE R Z 51042 O AFEE 2! A|RIQ| Xt
2o HHE EIME ‘%*?."ﬂEE &t QL.

=]
=
E

=
4"_
I_

|

MAMI|ES F2 J|HAIL ES0of #RZE BY EXEL A o|F E HEF| 5l A
FL LIS Z $iC} o€ E0{, 2 EXERII F2 7IHJA|*E*01 C 0

UX|EH O|= HE Q|o| 7|HA|E2 2R 2 -CHE|{ &
27t 7922 LIFE So 2 BREICH (82K, Z4¥HY, 2014)

20140l = 7|4tA|Md 259 grEdEl 47Ho] B#ioto| UM E(A=0l TS ZCt. (Piret
Pernik S, 2016)

o Oiek M EH H ot $4CHSH Y (Federal Information Security Modernization Act of 2014): 2002

AL M E H ot EH(FISMA)E 7HAE Jo 2, it 7|t o| C|X|H ME E5of CHet

SEQHE RO AdE TS} FISMA R TALE O[S 2IFH 220 &HR{(OMB)2| e, ALO[H
AtTof gt ED 27X S LIE2E g

« 27} ALO|HHE ©F 2 5 ¥i(National Cybersecurity Protection Act of 2014) : O|E S EQtEHE
b5t S 74 Ao E oF & & 415 & ME{(National Cybersecurity & Commumcatlons
Integration Centre, NCCIC)2| HEt2 HER SIg &t Zdo|Ct® S ECHE 271 2Izt7 |4t

X 0S| AEBE2 Y UHe =z Mol 22 7IHX|IH, siY CHEH 2| 7| LHolME
FESICHL(ISHE S, 2015)

51
https://www.whitehouse.gov/the-press-office/2013/02/12/executive-order-improving-critical-infrastructure
-cybersecurity

52 http://www.nist.gov/cyberframework/upload/cybersecurity-framework-021214-final.pdf

%3 Sean B. Hoar, Congress Passes the National Cybersecurity Protection Act: Codifies National
Cybersecurity Center & Creates Federal Agency Data Breach Notification Law, 2014.12.18,
http://www.privsecblog.com/2014/12/articles/cyber-national-security/congress-passes-the-national-cyber
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HEE TRED AFOIH] ALTOf CHS5HOY, BIZHAA L A% 7I2he XI#ista, Aol et
ZxIE HOGEE HO) 0| WS Ei BRVIT0IM HERE ATV} UMY B M Sk
3! o|slol SXIGES a3 ck

« 27} AOIHEQH & =@ 7|8tA|AM E 5 ¥i(National Cybersecurity and Critical Infrastructure
Protection (NCCIP) Act of 2013) : AfO|H{ 20t At & of|2f 5t 1 CHE 5t S ECHE R 9
HEE ST, SEQERQ J|HAIME AR AlO|o] HE SR IIELEHE sERItES
gLt
ZI%(Cybersecurity Enhancement Act of 2014) :

AT A(NIST)ZH ZIEHA| Dol CHE ALO|H B 2| /RS 2|48 £ U=

=
= =
AEMR EES MUY HetE 1 0| X|HEtCh.

ALO[of M AtO|HH 23 MEE SR5t7| fIet =S HS
7|204CH A M HSFE, A2 13636(Executive Order 13636) ‘T2 7|HHA|A
s R 7|HAIEE 2YGste RlztdAel Eot zted HEO| SRE

st HAsts GELEE dast T QUCt 20150 220 LHE{Z! BiZh AtO|HE S HE
35 5T #™HHEH (Promoting Private Sector Cybersecurity Information Sharing Executive
Order 13691)2 TIZt AlO|e], £2 TIZtn S S 7[2 Atolo| HEZ Rt 3o HH™Ho| &=
HE S 7 EM7|#(Information Sharing and Analysis Organizations, ISAO)S| M&l2

o5t D QUCH SEHER &6t S7HAOIHEQH 3 S 41 SEME{(NCCIC)= ISAO AO|0d| A
X|&™o|n x2™MQl T o| & Z Fhrt.

2015H0]= ALOIHE Ot HE J R ¥(Cybersecurity Information Sharing Act of 2015)0|
O|3|E StstRAct ol M2 33718 X ZtT[H AtojollM AtOIH I HES| ZR/RE
FTIstHAM 71| Z2to[HAISH AIRIH B3 & SMo 2 ot RiZHy|¢2 At ez
AHOIH 21 HEE S735tH, OlS0i7= & 2lo| HAEICH SESHE R = AtO|H
ol cHEt HE +E0 cH8Yere Mutste LAAQl 22 0| BTt 0] Her2 “Z2to[HA|
A2 Z Al 2|24 3|(Privacy Civil Liberties Oversight Board, PCLOB)0H| 2|3t Z 20|t A| 4E
X ol Soll CHEt 2 M MES o|Fetetn 11, SREE GREolM JielE AEE = e
YEE M7 S st Ut (HHEE &, 2015) 22LHIT 7|¥E™ X EFFLEACLUSH Z2
Ol= 9| YEQIHEAE2 0|8A Z2to|HA| EsHE ?e45tH Of Hof| BtTHaHR{CH EFF S2
O 42t0| 7|MEZ stodz IR YE 2ts WES R O|8Xto AXQl Silg Earg +
AT ot1, o YEE ST gi0] 0| F7ItE=(NSA)S Z & e SS7I2ol MSstA

StCt H|Eet T QUCH™

fo

E

security-protection-act-codifies-national-cybersecurity-center-creates-federal-agency-data-breach-notific
ation-law/

5 FOX News, Twitter slams controversial cybersecurity bill, 2015.10.20,
http://www.foxnews.com/tech/2015/10/20/twitter-slams-controversial-cybersecurity-bill.html

% EFF, Stop the Cybersecurity Information Sharing Act,
https://act.eff.org/action/stop-the-cybersecurity-information-sharing-act
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FEHAE ALO|H EoF &6t 4ot 1I(European Security Agenda)®” &= AtO|H{ £ot &

2 J" &

AtoltH HZ|of| et ROl MEHEQI EEF ZhUHIE M etct A RH2 CIXH
Et U A|Z(Digital Single Market) 2f2 F &5t =0, CIX[H HHUAE S| MBS
fIHME A=t Hote2 55t elAE|T ot
Q18 Z1& 2| 3|(European Commission)= AO|H E Ot} BRI SHA SEZ 3 Ix|2
St QUCEEXM= AtO|HH 2ot 7 20| A2 M Ol ‘HIERT & HE A|AH
X|El(Directive on security of network and information systems, NIS Dlrectlve)% S 5H

t

EICh SM= ALO[H EoF AlZ oMo REedgtol YRS Zatste Wolx, A= EU
Ol AtOlH Eotg At ERUAl FZlIet= Zolct.

0 X H A Ho
2o >t

FEAE(EU)2 Kl 2010'A 3, ‘Europe 2020 H2'g L EH =0, 2 & stLtel ‘CIxIH
O{MICH® = 771o] I Mo 2 M E|RACH 7710] F=ZI HMEF & 5HLEIF ‘EU AFO|HH E.OF
= 2 X[ At olct. olofl 2l x[Z= 0| R Ao ZEH QI AO|H E ot HEFel ‘Eu
AOIEHHE QFMEF : T A 0|1, oFalE 4= U= QHTIEE QIE{H"(Cybersecurity Strategy of the
European Union: An Open, Safe and Secure Cyberspace)®' 0| 2013'24 7& =2l Z|QiC}. Of
HMEF2 ALO|{ Eoto| alEtof M S L EFZ QI EUS| =2 HO| ofL|MH, ZF = 7t7F AFO|H
HOtAtT O ol T} CHE S ZR5tE T8 dRIXtodoF Strtn A x5t QULCt.®?

ol T2r2 57Ho| Abolu ot HEIT} 5IHo| MFA| 2 M2l U BES MAISHT ok 5749
BAE O fio] Asthxl CIRIE A0S 225 MG oHoixI2 @ Elojol 2
@ 71BH, EHiol xR, Holas L zalolAl B3, @ R E 9 B2, @ pIFHo|T
2 850 HEIABOI &0 Hulcls, ® Hotg Basy| St 3RE Ml Solck. £3t
s7Hol L4z 9l U WSS Chem 2ot

- ALO|HH S 2ol B

« AtO|HH i Z|o| S 43 ZA

« 38 Eo 2l 8| A (Common Security and Defence Policy, CSDP)1} &4 E!
m] =X

d

o
AFOIEH S 9] B B 529 sH
- AHOIEHE OF QI3 MR, 715 Apedo) T
\EUE 9l2t Qa9 28 AfolsiB7t A%o| £2 2 EUS| #AlK 7hx| BT

O

HEST 2 ME A|AH _‘?'_ XI’E!(N Directive)2 20130l R
ANetstod, 2016\ 78 6Y REHL|EE SoHSHRICEHS 2016H 83 &

b Q@
I
I
0

56

https://ec.europa.eu/digital-single-market/en/news/communication-cybersecurity-strategy-european-unio
n-%E2%80%93-open-safe-and-secure-cyberspace

5 http://europa.eu/rapid/press-release_IP-15-4865_en.htm

%8 https://ec.europa.eu/digital-single-market/en/cybersecurity

% http://eur-lex.europa.eu/legal-content/EN/TXT/?uri=URISERV%3Asi0016

© C|X|H o{¥icts @ EEEWME A7 A &3 =8, @ fH Ald X3 HAE %J 33 CIX|™
HMéﬂﬂﬁﬁzg(Dﬂﬂﬂﬂgaémmgﬂﬁmwii , @ EUALO|tHE ohx2F gl
X|Z!(Directive) Mo, ® EUMEH Z2|UHF 7HHE, ® SSE0k I”o St 2l ARE M8 @
A7 FRHArY] M 7 5 77H0] 2EIMEo 2 FAEIIL (H¥HE S, 2015)

& https://eeas.europa.eu/policies/eu-cyber-security/cybsec_comm_en.pdf

62 https://ccdcoe.org/eu-0.html

8 https://ec.europa.eu/digital-single-market/en/network-and-information-security-nis-directive
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Foich. 2t Fo| XK £ 7|H Al
CH Abzof CHaH 2+ T2 ofl SXIsHok Bhet.
MHI2, 4 MulA 5) A4l ot U SX|

X
|0
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o
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ﬂ
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40 Oy Lo
lo

M, 5] FL 7[8tAldoi

AURIE 2 HRBH Bk X%

e SR8 CIXIE MH|A

H
"

é —
OHl
=
My
o
N

EU

{(European Union)

40 mjo
2
o
o o
Fob |
o
i)
)
o
2
>
2.'1
i
jo
o -
>
g'l_l
N
)
g|=l

o3| 2120IA13] 89| ENISA
(European Parliament) (Council of Minister) (European Commission) (Europe Union Agency for
Netwark [nformation Security)

HES 2= J|eE=
(Communication Networks,
Content and Technology)

O3 :EU ALO|H 2o FEIAA (EX : HiEet, S2X|, 2014)

m

Us BY=747t ot Q40| 7] HE 0l AFOIHE R FEI XA T CtA & 0|8t = olct.
FHAE Ol Ato|H Eot2 T3] Aot HE T EEAT|= &= (Communication
Networks, Content and Technology)HlA 235t Q2 , {+317|EH2l

SHUUEYIHE 37| TENISA)OIA XS 2T QUck ENISAE EU 31912 HEH3 ¥
MEHohe X|5in, 27 2 HEDE BOio HEST 2ot 7|5 xN 50| H¥e

>
o 0% HI

15l 7|82 2 ‘ENISA ME| &0 2t 2004 A0 MEIZ|UCH E5], T3
=2 3|20l 7| So| AIO|HESH UF X[ LU XE-HTE EF

>
°
x
HL
ro
_|_o -
e

I
eSS M5t Of'd AO[HRIPEEIIEDME Lztstn QUCH(HIE R, S2X(, 2014)
CERT-EU= 2010 & CIX[E of¥iCiofl met M2 27 M3 EHIE AMEHU2,
2012'A 9ol EU 7|7 EM ZHEIQICLCERT-EUE EU 2 7|79/ IT 2ot MEJER
THEIMH, 21= 2| CERTSF ZILsHAH &2t ™

fol

1,

=Q 7|dtAlAd el Aol E ot

2009\ 3%, 2 s|E A HET|H B 5o 28 S Al(Communication on Critical
Information Infrastructure protection, CIIPY®& REHSIICE. ClIPE 3= L gIZH7|HdE

& https://cert.europa.eu/cert/plainedition/en/cert_about.html
8 http://eur-lex.europa.eu/LexUriServ/LexUriServ.do?uri=COM:2009:0149:FIN:EN:PDF
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M4

H|o} oflgt, Ef x|t CHS, 2tstet 27, =X 324, ICT

ZEsE
Polo| fH el JlghE et EFE S 570 2okof Z[gtetm Q.

20114 3¢, R3]
AMO|HE oS

2012 68, RHol3|= A HE|H
ZHEASHRACH o] Aoler2 2011 ClI
bR HIE ST
+HE|ACH

CliP HAi2 H 7IX| £ MItE 7IM% =0, M 332 2 REH ZHo SHE /|
T12+$424%|( European Public-Private Partnership for Resilience)2 A &l512 M, Cyber
Europe 2010 It 20122 &2 S& Mol TS AASIACH ENISAE= Z7tH C
Z|ABO| 7|2 AT, MH[A, 2 HA MO E RHEHSHRACES

Aol 91 HEo| 3R

EU= ALOIHH E ot MEFg Sall 378 HERa Y HEES MEt 7|
SHEE 7|7 (Europol), &
2
o

24t 2| (European Defense Agency) S 2I-#-2 2| 9/3 HE
C

SR ERYE #oln ot REBEVIFF = FEHAE7|T o A AOIHYE| CHS o
TP HEE SRot el RETEHYIT /& MY HA HE|XtEo| 413, HE|

e Sof CHet HEE SRt ULt EUE Z0HEQI AIO|H Y HES| SRE 25l
2013 18, SHALO|H ¥4 X|MIE{(European Cybercrime Centre)E A 2|3 7CH (&
E27%|[, 2014)

3) %=

HI2 EU 7t WM AtO|H{E ot} st 7|20t ©E Q1238 EREH ALO|H{E ot M7
Z7tof £8tct §5| 7|1Y S0 HEES HH 2 H|82 S Lol dIdl 5HY 71 =20,
HEES EXtoF #ESAMT Lol IS 1681 =Ct.(H{EE S, 2014)

P[=F2 2008 A F7HHE B M ALO|H S332| 2 =8t 0lF, 2009H %= 2 ALO|H
HOot HMEFS MEASIRICE O] TEF2 ALOIH S7tol 71318 SHAHo R 83617 I8t o,
Hot S 33 2™E FFUCE 2010 B= S 7+eHE 2| 3|(National Security Council)=
‘B of Ato|e Bztol Cit CHE F 7+ & 7CH AbO|e B Z|o| 2 o|Xel 3 2|1 =& 9|
27t otE QO R ZHFSIQACH SItetE HMEF T A,

2 474 S 71 Ato|HH E ¢t
=2

-
= 2 3 (National Cyber Security Programme, NCSP)& 4= &6t QiLC}.

% http://eur-lex.europa.eu/LexUriServ/LexUriServ.do?uri=COM:2011:0163:FIN:EN:PDF

67

http://www.europarl.europa.eu/sides/getDoc.do?type=TA&reference=P7-TA-2012-0237 &language=EN&
ring=A7-2012-0167

® European Commission, Policy on Critical Information Infrastructure Protection (CIIP),
https://ec.europa.eu/digital-single-market/news/policy-critical-information-infrastructure-protection-ciip
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2011'H0i M2 2 E E B9 F7HAO|HE Q2 (The UK Cyber Security Strategy)2
20157t X| B= Ato|e] Eoto| A H|TT &7, #XH el S, et €5, dgnt
2olo| 2Hll, £ HE| 52 MAISHRIC EFH 2012'ATER| NCSP Abel o & &2
HISEE 531, 2013H| = SASH Bt +->EIICE O At <F 7HAO[H 2 o EF 9|
SEO| TITALE - 20134 12&>1 < 7HAO|HE F S &% A& - 2013H 128> F
Mol BItR M7t MEEIRICH B= I 7HAIOIHEHMEFR S0t HE 25 T™EF 2007, Z 7t
AtO|H{ B X| M2 2010, HE ICT ™=2F 2011 S CHE =27t MEHED A Elof UL}
(Anna-Maria Osula, 2015)

20110 H= ALO|HH EQF TEF2 ALO|H SZHolM HE o HEH2 3HA|7F IS, AedH &
o7 Soto| dMet ¥=o| edtths AE Zdxst QUCH 2|1 » Ao HE| ZA 3

_)||

1

OFEIEH AbOIH| Z7H T, » AROIH] BZ0f CHEH =2421 23t Aol Ao] M HE, » Bl
IS, OHHAIQI ALOIH BZH 7, » AOIHE O K14, 71, 53 75 S0/ Ul 7tx| BE

stoll M2 ATt 577HE KN AISHRACH 8 4147 624 5B e F 2O =7}
AHO|HHE OF = 2 7124 (National Cyber Security Programme, NCSP)' € S35l &2 ~&to]|
Lot M2 orzskAC (HiEer, S2 %], 2014)

20134 122o| B ETIME HIE R, SSHYFE M FR LTS
E ot M2F H&|(The National Cyber Security Our Forward Plans) 2 & E35t =0, I LIS
CtSot ZCh(HHEE S, 2014)

@

@

@Y= T AlLH W HEST 2243 28

@ B2 MY LY AOIH 1A T BlAT BElSH By
® ChE S| Ao 0t 1Al T U &, Mula0] CiEt £2 £E0] Afolu{Eot 7
® ALOlL{EO 917 3 NS UBHE S8 Hot e Q12 gy

@ Aol #E| 3172 & JHYSo|m SHEIEH At B2t 7

Ay
o
{0
p'k
Hl
Y
.?.Ill
o
A
i

A>E|Act 22qLt o
H

Osula, 2015)

69

https://www.gov.uk/government/uploads/system/uploads/attachment_data/file/265384/Progress_Against
_the_Objectives_of the_National_Cyber_Security_Strategy _December_2013.pdf

70
http://www.cyberriskinsuranceforum.com/sites/default/files/The_National_Cyber_Security Strategy_Our
_Forward_Plans_December_2013.pdf
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Prime Minister

I C O Ve ee CIET ERE

BIS Cabinet Office Home Office FCO MOD
HHEHOE HEE HEEMER ZHEES
(ISPT (GCHQ) (DIs)
o izt | B =)

=or LAt [| Bl | 7let 0 RE
?i%’; sob | OH| | BE AR
7|3 (ocSIA) MR | H  (NCA)|
(cS) (css)  |(CPNI) EAFE} HOFS
(CESG)

R A2 AFOIHE O M| (B R : MBS, 2014)

AtO|e Eotofl CHEt HAEE A = L T2 MA|l= MEtA o = L2 2 (Cabinet Office)2| 242
5toll RUCH AtO|H 2ot LHZHE LHO| = 7}ot 2 AT = (National Security Secretariat) 2]
UFO0|H, F7IE Iz =42 XI§ECH LI E otzfoll= HEESSLX|HZ(CSIA),
AFO|HH & ot & (Office of Cyber Security & Information Assurance, OCSIA),
DIZHH| A THHIAFR R{(CSS) 2 T2 QUCH OCSIA = LHZHE Fata = 7tet
AtO|H Eot gted 2 MER|E A™ste AE KIYsHH, T WeFs [
Z7t AFO|HE QS T2 O (NCSP)?E B& st 1 Qo ng, QlAIMT, EH S X
QIZt|dotol MEme U RH Al B, 7|2 QT L 2 FX o M, MR 9| ICT 7|4t
Hotg 28t e 2| 1 HEMRXHOGCIO)t S| 3=, =4l 33 §2o| 2
(Anna-Maria Osula, 2015)

OH
oh
R H
T
2

A
= =
£ YE U HEAAHES E58 F7H7(gHE S MEH
) S HHEAH QA 7IEES Tl HEESH ESES
ACH RIZHHIA CHHIAMR S 2 LHZHR LHe| HIGALEHO| CHS 8t HF &
|El 7|#Ho|Ct (HiE e S, 2014)
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" Office of Cyber Security and Information Assurance,
https://www.gov.uk/government/groups/office-of-cyber-security-and-information-assurance

2ZNCSP= 20090l HEEMO 2 Mg ZK|0], 2010H ‘=7 e & otE 2R oM +RIEIR=0,
B= Alo|H Eot 3 & e 7|t Eof F7H RS MSshs 47010 £XF =2 a240|ct 20114
ZILALOIHE CHEEFO|ME OI2 & i35t 201130 M 201507 X[ o] £XHE T ISHRACE (Anna-Maria
Osula, 2015)

7 4 2 2 &(Information Assurance)= CIO|E{Q] R 24, 7t&4, HIZA §9]
ME otgol e #elste Rz M HE 2ot A 7idolct.

HL

Z o OlolEe] M, &E|,
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|0 HI
r

LIFRE F2 J|HA|Mbo| ES 9t Q=22 BT, & 54 52 HEstn UYe
HMESEX2 M ttetof 0IF 2| FBIZE SAHSH S 7t AFOIHE E| CHE 7|+ 2!
S7HHEZE|TAS(NCA)Y =2 7|HHAIME E5 & BHE 5t Qs SIH7[EtE S ME{(CPNIE
1t 7|Y&E Al7|& 2 (Department for Business Innovation and Skills, BIS)= At3}od|

M & H ot A El(Information Security Policy Team)2 F1 U0, 7|42] Aot EoF g+
X 2 AME BEeH, SHUEAIHEEQIZ(ENISA) 2P0 Yooz HF K|
s sEsi (HEE 5, 2014)

PO MEHE HE|#HQ HESAUEE(GCHQ) BAl ALO|H Eotnt predEl 26t
&2 5t QUL GCHQE 2|F F(Foreign&Commonwealth Office) 4t5H01 U SMH,

& AMHE (Signals Intelligence)& +&-M335tD, & 7|#tol Eot HEE HI-ETs= S
AH 27t x| AFE HE 5T QUCHALO|H 2ot s GCHQLl Y F = &o{X Ato|H E¢of,
7171 W HE 2F 2 YT, ALO|H IR(AMolH HEIE ZEEstod)ol BIX| & 24, AtOIH

S| HE A, sliel SYr|#ntel &2 Solct.

GCHQ= £+5t0ll AFO|HE FR2 PME{(CSOC), F7HHEE S 7|=3(CESG),
HAFEZIZCHSE(CERT-UK) 52 51 QICh AIO|HESH2PME = B8 2 Izt B#AXZ
TEE 7|7 EAM AFO|HH S0i| CiEt HES AHE S A & S S oA S Etct.
SVMHEE SIS (VIE MASLEHOEM HMeHE)2 GCHQ Lol HEE S S
HESe 7I7EM, H2 Ho| MEEHO| 7|gXM SH-EAFEH UERXI S 2ot A
ofld, FofH A, HEST 2l & SHX A8 S5-0i| A = alx{Ql 48 BTt CESGE
=Z717|9tE S ME{(CPNI), HIZ HE7|2tel MI5LE MIe S+ ZIZ 6| 3=248tCt CESGE
2014 A5 E CERT-UKE 251 QICH CERT-UKE 33 Fdoi|l &la Akmof cHet Zoot
Kol &2 otH, MR, YA, &A|, I M=% S3 F={stct £ CERT-UKE

AHO|H{E P E B R #424R|(Cyber Security Information Sharing partnership, CISP)El&
2¥35t1 Q/Ch.(Anna-Maria Osula, 2015)

oleoE SYE At U HE Z(DIS, Defence Intelligence Staff) & S35H AHO|HE oF B4
At HE RO HHESE K|HetD e, I3 HET(#el 2 HEH 53 (MI5), &
HEH 61(MI6)S Sl 2o S 5 F=9o| SO o|of F&2 Okl EXMof #3tod
2ol H|Z MEE £Z/5tD QUCH(HEE 5, 2014)

ZR 7lukAldel Ao|t ot
AT 0| T2 JIHrAIQ| 80%= BIZHY OlsHA] SYEID QT FL 7I8HAIMO] T3 Erust
HMO|LL He glon, Yol HESO| ExistT I RS £ J|urAlA 2 otof Cit
FE FRIRFOIRE HA ZRRLOIX|EE FIHHAIY 2 OHS I3 SXILE ATAQI ChM o] Meie
%8 AR 710l YK Uk FL JIHAIMO] S5:2 HIZIHOICH (Anna-Maria Osula,
2015)
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AOIHESHHE S REX|(CISP)E TIZH SS 2| AIOIHRIE HEE AANZIeZE nF{e ¢
AE ESHECE M 2013H 3 L EFHACEH CISP 7HUZEE MO0l 21 HEE
AANZICE SR5tD HE L MALHERS % O{EMIIZ T El F T (Fusion Cell)2|
ZAHE gr=ct. 2013'H0] of 25004 7He| = Z[0| 7+ ISHRA2 M, 2014'H7HX| 500094 7HE

HOE A=E 7FX| 2 QICt B CISPE SR 2| AO|H 2ot 27 28 +stu

AL, 28, Y, 28, HF & F2 7| AIAE"OI SHHD oSS A=aty| flsl

2012'4-2013'A0d| 10| & &

T2 IS TI-YSRACE ol & £01, ‘Waking Shark II'e 2
EE29| MOl Ho{ L At CHE ETH EEJE”OIE} (Anna-Maria Osula, 2015)
4) U
LE 2 2012'H ‘Active Japan ICT M2'2 £EI5IHM ‘AtO|H] 202 Z & A|ZI| o]0,
2013 6 &0l = ‘AFO|H{E OF MBF 2014'E, 2015 90l = ‘AFO|HE OF T2F 2015°E
54t 22|11 2014 11ofl= Ao E oF Aol Cist 84X 2 7HE ntzdst7| @/5kod

‘AbOlHE O 7|22 MY stRAck™

2012'A ‘Active Japan ICT 2P0l M= 2015 A7 K| ‘MAH Z|Z+F 9| AtO|H EotetH

A E SEE 50| FRITEE T ESU=O, XM, Ao|HSE 2| MR HESR-FZ

CHE Z1= =&, M, Alo|H3 o] CHEt ATl HoiT|= =&l Am, oSt

ZotO[EHHA|7} 2 A5 ESEI SAlo| MHSHH 0|85t E8E = U BE AH, U,

ICTMHIA AlZF 2 2 QIE{Sllof 2H8t 2 2 E(Global Rule)l| =3}, CHIM, {22

7|l& MHIAE Hile HAARE 1-¥Xtol| O|27|7H K| FFLF oHalE &~ @z oFXE
o|8e4d HH| Solct.

> 0l

SEsHE ALl BZH0f CHE CHS #8F ofLI2t, XIZI-SHYU-EHE 5 BKHE|Hol [HE AbolH
2ot At o] FF2 ‘AO|HE o TEF 2014’E +&25t= s Z ol E[JAct. EEBF 202014
=22 W0l CHEIBH AbOIEH 2ok ZBHE TEfEh Z40|Ck “ARO|b{E oF 2 2014'E
B O B, 32 70 A AR TR B, 7191 o 471t o B

AOIHHS 7t APOH:H-'-’J HIICHH, ALO|HS 2t &9l § =2 FAE Ao|lH 2ot Z3HE
QIst Ml RMS KIAISHT 2ICh 1 UstoR AR HE HE Al*E"ol ST HEIE —’757‘._3 =
B, LiZE 2t (Cabinet Secretariat) 4t 5ol R 7|2 TEto] 2RI MO|HBHE HE 7 &

BN HetE 71T HME7(IF AO|HE HMIE! & MEISHICH

2014'A 118 ‘AtO|HE S 7|2 0| MEE F, o] o 7o 2t 2015 98, MZ2
S7HEFQI ALO[HE OF T2F 2015707 S+ RIEIICH ‘AHRE 1, SHAE + o, et
Aol Bztel E&'g sl » A= BN g 4stel X|FTHsE g STstn, » AR E0|

otaletm QHEh &t 2 JAE & UeE AFiI% FE5HH, » IX SSAQ T+ eHE o] W3t
ohxAMS HESHE e gg_ St QICH EBH 7| fEloz D) MEO AIRELS B
B2 QYR Q@ MEd, @ xted, © HE|AE 0|3 EH AMo|o] ®HE Z st RUCH
LY=o HE AMHE EXH, 7IE0E 200101 MHEHE ‘I HESA HERXI A3™Ed
7|2 ol k2t Ato|EHE OF 2Had WA S AlYsiRict 22|12 19993 MY E R M4
A2l FX| Sof #et HE S 7HE HEo|AM Aol 20oF 2 70| BrEx[o] /UL

™ U@2o| MEl= 2PEHE S5(2015)2 H I tACE.
> CYBERSECURITY STRATEGY, 2015.9.4, Cabinet Decision, The Government of Japan,
http://www.nisc.go.jp/eng/pdf/cs-strategy-en.pdf
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2014140} FEHE AFO|HE QO 7| U e U o| AFo|{E otofl BHEH 7|2 0|ES HatT, =7}
AU XSS S HMF S e 7 4 oIr} EBH O HE S AFO|H{E O
T2k ol JHeh 2 AtO|H{E ooyl ZH8H A =

ZEoR M AO|HES MEEEE
Aol Ot ZAE EEL9|o| d8t g k1 QUL

JlRHE @M M2ZolM AtOIHAIR BIEIRH RIS Al KI5 WAl 1 ol Aol
XIZboi| Olsh QAR 4 gt TR W Ajof ol 7|Z 5D, WAlSHH, Ha s D, EiE
SAISHE HEo| £ HAHI20| WX W I thof T Kol SHEElS I8t XAl
MEAIAY U HES A =0 oEiA U AN B E 9I5| TR
FR(YESAUEYD T MAS YAOR BHE0IZI 7|20f BHE 7ISHAE St
HRFALE7|Of T 243 B SO QI3 TisHo| WXIS QIstod R XIS Easich)7t

Jeln & e7iel 7|20l E MAlst T U=, M AFOIHERF FA|(S 7L, XY SSE A,
T2 7IErAIE ALR S)Atole] A, Em CH= R AFO[HE o QIAK 1 I R
CHSAA|, Zlsig x| & MESFAMA 75, Am QA L IV[E 1 SESH HERZ
HH|et o|E &8¢ U= BHALZIS] 75, S| AFO[HEQF 231 S, cHdm
HESUHERZ AZIEYE 7|2Hnte| HEd &2, oiMdm Slie(e] &8 &y x|
SOl|ct

e
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10

Na

. Brtiids - EHIPX
— MINISTRY OF DEFENSE
L

A L4 L
S Investigate Cyber Tel & ISP at Internet polic
Issue GoJ guidelines e elecom regulator Hellls Defense

3§ .
. : Work with . :
Audit GoJ agencies National Security

¥

Investigate attacks

Promote & Coordinate

Olympic CSIRT
under Cabinet

O8] 29| AFO|HEQH =AM A (EX] : SASAKAWA USA, 2016)
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‘D HESA HERI M| FZTHELE(IT HFER) 7 Aol EotE Z & et HEEt
M 2 A FTE HE st HEEESY A& otich 2 2(1 20050 HEIE
HEHIME|(NISCY 7t AtOIH EoF 2H3d T7[ETEF Qloh, HE SECHM FT § stiaxel
A S otRULCH

=
o
T

I
o
N
rr
Iz
o
Pl
0
m
2
x
>
o
T

I
ro
10
o
[m

u
m
)
10

2
ro
>
o
T
HT
e

_|3

MEEEZ OFEIQCH AO|HIE O MBFR RS AbO|HIOF Ot 514 U MA| £7, 37}
7Tl CHAYIE SHY U HRLIL, 27h BT IBOIM LA AbO|H{E ot B
SCHAL Ol CHEE SAETE, AfOlb{ 2 oF et Z Q80| A=lof et ZAF U Ao
CHolol 2R AE W B BTz ol ZHl A HA BA MA| e XIA 5 52 3
AbolE{EIo BHEY RS S BEToR AHET

r

LHZHEH At o] 12 2 OHMIELS “AFO|EHI OHMIEI(NISCY 2 THEIEIRACH Ao OHMIE S
AOIEE O TIZFE S0l Af DHEHSH AbE|HIOH RIZte TAISHSL T 0|8 st g
BT E3 FAH, BT, FHAUY, WM W RN HEYD 5 e

I B MEJQ| 2B WOIN SAl0| F7ItHEF 50| St HBEE AHEO| AUt
ouCH.

2 YR FR HA| AOIHE S 27 g 0| Foix[of =D, BEEE Ato[H HXE|of CHE
g, FHYMIC)2 S4 X HELI BH, FrMyye e
St ot ZHO| Aol 2ote et

=
>
Q
Al

12
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