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ECHR(European Convention on Human Rights)(1951)

processing of personal data)(1981)
Directive 95/46/EC

Charter (Charter of Fundamental Rights of the European Union)
Regulation (EU) 2016/679 (General Data Protection Regulation)
Directive (EU) 2016/680 (Criminal Enforcement Directive)

Convention 108(Convention for the protection of individuals with regard to the automatic

Regulation (EC) No. 45/2001(EU Institutions Data Protection Regulation)
Directive 2002/58/EC(Directive on privacy and electronic communications)

Directive 2006/24/EC(Data Retention Directive, 2014.4.8. 22
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7}. Establishment in the Union

L}. Not established in the Union, activities are related to
- Offering of goods or services
- Monitoring of their behavior

t}. public international law
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1. GDPRY A

4(1) 'personal data' means any information relating to an identified or identifiable natural person
'data subject’; an identifiable person is one who can be identified, directly or indirectly, in particular
by reference to an identifier such as a name, an identification number, location data, online identifier
or to one or more factors specific to the physical, physiological, genetic, mental, economic, cultural
or social identity of that person;

ZF31 Directive 95/46-2 : 'personal data' shall mean any information relating to an identified or
identifiable natural person (‘data subject); an identifiable person is one who can be identified,
directly or indirectly, in particular by reference to an identification number or to one or more factors
specific to his physical, physiological, mental, economic, cultural or social identity;
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7 25 AR 9 skE = 9 E(clearly signals the willingness of the legislator to design a
broad concept of personal data)

1}, /d 2 (Nature) : any sort of statements about a person.

- "objective" information, such as the presence of a certain substance in one's blood.
- "subjective" information, opinions or assessments.
€ banking, for the assessment of the reliability of borrowers in insurance in
employment
- itis not necessary that it be true or proven.
— incorrect

t}. -8 (Content)

- any sort of information.
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- labour law (Article 8.2 (b)), criminal convictions, administrative sanctions or
judgements in civil cases (Article 8.5) or direct marketing (Article 14 (b)).

2}, & 2] o]u} wl 2| (Format or medium)
- EuEl, =2, 2, AR, 24 Fol, A E R, HH e HolZ, 54,
- dEF, vy e A, oj®lole] 1Y

ul, AA A B
- 1Al Al IfSka(unique), =74 7Hed AAAY EA,  physiological
characteristic, W& 385 living trait.
- AT, A4, bd =, 24, &5, A9 98", T53 Vs, 3
5435 A+ g, Ld3l= 53, keystroke)
- contento] ™, 2]Hx},

Jm

(M,

2 The Commission shall examine, in particular, the application of this Directive to the data processing of sound
and image data relating to natural persons and shall submit any appropriate proposals which prove to be
necessary, taking account of developments in information technology and in the light of the state of progress in
the information society.

(14) Whereas, given the importance of the developments under way, in the framework of the information society,
of the techniques used to capture, transmit, manipulate, record, store or communicate sound and image data
relating to natural persons, this Directive should be applicable to processing involving such data;
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v}, Recital (30)

Natural persons may be associated with online identifiers provided by their devices, applications,

profiles of the natural persons and identify them.

tools and protocols, such as internet protocol addresses, cookie identifiers or other identifiers such
as radio frequency identification tags. This may leave traces which, in particular when combined
with unique identifiers and other information received by the servers, may be used to create

- 2221 identifier : 7]7], =AM, B TREI(JE B ip T4), T7I

identifier, rfid tag .
- IP 24 : AR HF(WP 37). EAR3A FF37] Aaie =3, .

<7+83}, 3}, HAE3 =Tl thte>



GDPR Z'Et - GDPR 7| 274, 7HQIHE Mo U 5

1. 9433 7l<, 7193t 7led A4E 7heA

7h s} 7=

ol sl Ve A T2 3Hrandomization) B3} AWbsl(generalization) W
W3

)=

T2 3 W= e 7
privacy), WA so] JArtar 3t

Anks)t wh ol = F A A 2]l (Aggregation)2} K-¢H A (K-anonymity) W9, 1-t}%F
A (1-diversity)/ T-8 A (T-closeness) 52 #o] o} st

U,

s

-

d Uy, Ak

ojf
o

HHX 3% W (Differential

4
oy

o|s} 71%e] A4Este] 9%

o

193t 71 A7 AE7bsdE Fole Aol wiEel, it oHEE ¢
|=52 AAaEEe] sl IS

ol sl TlmolAl A2 st 7}%"3% 37}X] =w. Single out(ZE3}),
Linkability(¥1Z4 7}54d), Inference(FE 714

bl e A AUE e, AS A5 A e A
o] Htol A+ A

AAR T FHAN FUE BRE E8&3ste] AAEe] HedAE T4E At
_]

(o
N

o

7 =, ATAbEo] A2 rH EAlClA 1507 FHiE ol &AEe AEE 15
M F¢t Asislsd, &4 4719 JET dvpd 159 95%5 AEdE ¥ 5
A= AHE TR 100‘%&“&‘ o] di= AteEe st ARA 1dd 49
o] o5 AHebehA] & A AENE 7HAAL Qo JHQlE AEaE & A
aL gk
- 7} oWst, 7iE sl vl st AdvbsAd, FEZFs A old A Erbe A
o] A=E =2431E A
Is Singling out  Is Linkability  Is Inference still a
still a risk? still a risk? risk?
Pseudonymisation Yes Yes Yes
Noise addition Yes May not May not
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Hashing/Tokenization Yes Yes May not
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7. 4

4(5) ‘pseudonymisation’ means the processing of personal data in such a manner that the personal
data can no longer be attributed to a specific data subject without the use of additional information,
provided that such additional information is kept separately and is subject to technical and
organisational measures to ensure that the personal data are not attributed to an identified or
identifiable natural person;

Recital (26) Personal data which have undergone pseudonymisation, which could be attributed to a
natural person by the use of additional information should be considered to be information on an
identifiable natural person.

(28) The application of pseudonymisation to personal data can reduce the risks to the data subjects
concerned and help controllers and processors to meet their data-protection obligations. The explicit
introduction of ‘pseudonymisation’ in this Regulation is not intended to preclude any other measures
of data protection.

(29) In order to create incentives to apply pseudonymisation when processing personal data,
measures of pseudonymisation should, whilst allowing general analysis, be possible within the same
controller when that controller has taken technical and organisational measures necessary to ensure,
for the processing concerned, that this Regulation is implemented, and that additional information for
attributing the personal data to a specific data subject is kept separately. The controller processing the
personal data should indicate the authorised persons within the same controller.

25 Data protection by design and by default

1.Taking into account the state of the art, the cost of implementation and the nature, scope, context
and purposes of processing as well as the risks of varying likelihood and severity for rights and
freedoms of natural persons posed by the processing, the controller shall, both at the time of the
determination of the means for processing and at the time of the processing itself, implement
appropriate technical and organisational measures, such as pseudonymisation, which are designed to
implement data-protection principles, such as data minimisation, in an effective manner and to
integrate the necessary safeguards into the processing in order to meet the requirements of this
Regulation and protect the rights of data subjects.
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Code of conduct

3. 943} i3 GDPR 13

7}. GDPR 11#

Recital (26) The principles of data protection should therefore not apply to anonymous
information, namely information which does not relate to an identified or identifiable natural
person or to personal data rendered anonymous in such a manner that the data subject is not or no
longer identifiable. This Regulation does not therefore concern the processing of such anonymous
information, including for statistical or research purposes.
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® (d) 'controller' shall mean the natural or legal person, public authority, agency or any other body which alone
or jointly with others determines the purposes and means of the processing of personal data; where the purposes
and means of processing are determined by national or Community laws or regulations, the controller or the
specific criteria for his nomination may be designated by national or Community law;

(e) 'processor' shall mean a natural or legal person, public authority, agency or any other body which processes
personal data on behalf of the controller;

(f) 'third party' shall mean any natural or legal person, public authority, agency or any other body other than the
data subject, the controller, the processor and the persons who, under the direct authority of the controller or the
processor, are authorized to process the data;

(9) 'recipient’ shall mean a natural or legal person, public authority, agency or any other body to whom data are
disclosed, whether a third party or not; however, authorities which may receive data in the framework of a
particular inquiry shall not be regarded as recipients;
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Principles relating to processing of personal data

1. Personal data shall be:

(a) processed lawfully, fairly and in a transparent manner in relation to the data subject
(‘lawfulness, fairness and transparency’);

(b) collected for specified, explicit and legitimate purposes and not further processed in a manner
that is incompatible with those purposes; further processing for archiving purposes in the public
interest, scientific or historical research purposes or statistical purposes shall, in accordance with
Article 89(1), not be considered to be incompatible with the initial purposes (‘purpose
limitation’);

(c) adequate, relevant and limited to what is necessary in relation to the purposes for which they
are processed (‘data minimisation’);

(d) accurate and, where necessary, kept up to date; every reasonable step must be taken to ensure
that personal data that are inaccurate, having regard to the purposes for which they are processed,
are erased or rectified without delay (‘accuracy’);

(e) kept in a form which permits identification of data subjects for no longer than is necessary for
the purposes for which the personal data are processed; personal data may be stored for longer
periods insofar as the personal data will be processed solely for archiving purposes in the public
interest, scientific or historical research purposes or statistical purposes in accordance with Article
89(1) subject to implementation of the appropriate technical and organisational measures required
by this Regulation in order to safeguard the rights and freedoms of the data subject (‘storage
limitation’);

(f) processed in a manner that ensures appropriate security of the personal data, including
protection against unauthorised or unlawful processing and against accidental loss, destruction or
damage, using appropriate technical or organisational measures (‘integrity and confidentiality’).
2. The controller shall be responsible for, and be able to demonstrate compliance with, paragraph 1
(‘accountability’).
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The principle of transparency requires that any information and communication relating to the
processing of those personal data be easily accessible and easy to understand, and that clear and
plain language be used. That principle concerns, in particular, information to the data subjects on
the identity of the controller and the purposes of the processing and further information to ensure
fair and transparent processing in respect of the natural persons concerned and their right to obtain
confirmation and communication of personal data concerning them which are being processed.
Natural persons should be made aware of risks, rules, safeguards and rights in relation to the
processing of personal data and how to exercise their rights in relation to such processing.

[53 AF

collected for specified, explicit and legitimate purposes and not further processed in a manner that
is incompatible with those purposes; further processing for archiving purposes in the public
interest, scientific or historical research purposes or statistical purposes shall, in accordance with
Article 89(1), not be considered to be incompatible with the initial purposes (‘purpose limitation’);
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4. Where the processing for a purpose other than that for which the personal data have been
collected is not based on the data subject's consent or on a Union or Member State law which
constitutes a necessary and proportionate measure in a democratic society to safeguard the
objectives referred to in Article 23(1), the controller shall, in order to ascertain whether
processing for another purpose is compatible with the purpose for which the personal data are
initially collected, take into account, inter alia:

(a) any link between the purposes for which the personal data have been collected and the
purposes of the intended further processing;

(b) the context in which the personal data have been collected, in particular regarding the
relationship between data subjects and the controller;

(c) the nature of the personal data, in particular whether special categories of personal data are
processed, pursuant to Article 9, or whether personal data related to criminal convictions and
offences are processed, pursuant to Article 10;

(d) the possible consequences of the intended further processing for data subjects;

(e) the existence of appropriate safeguards, which may include encryption or
pseudonymisation.
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¢) adequate, relevant and limited to what is necessary in relation to the purposes for which they
are processed (‘data minimisation’);

(e) kept in a form which permits identification of data subjects for no longer than is necessary
for the purposes for which the personal data are processed; personal data may be stored for
longer periods insofar as the personal data will be processed solely for archiving purposes in the
public interest, scientific or historical research purposes or statistical purposes in accordance
with Article 89(1) subject to implementation of the appropriate technical and organisational
measures required by this Regulation in order to safeguard the rights and freedoms of the data
subject (‘storage limitation’);

(<84 - HEe A

1. 43
7}. ECHR(1950) — privacy
L}, Convention — privacy, data protection
t}. OECD 7}o]=2}2l — lawful, &2
2}. Charter — privacy, data protection, 7]<=
v}, Directive — 67}%]
v}, GDPR - 67}4]

2. /1&

1. Processing shall be lawful only if and to the extent that at least one of the following applies:
(a) the data subject has given consent to the processing of his or her personal data for one or
more specific purposes;

(b) processing is necessary for the performance of a contract to which the data subject is party or
in order to take steps at the request of the data subject prior to entering into a contract;

(c) processing is necessary for compliance with a legal obligation to which the controller is
subject;

(d) processing is necessary in order to protect the vital interests of the data subject or of another
natural person;

(e) processing is necessary for the performance of a task carried out in the public interest or in
the exercise of official authority vested in the controller;

(f) processing is necessary for the purposes of the legitimate interests pursued by the controller
or by a third party, except where such interests are overridden by the interests or fundamental
rights and freedoms of the data subject which require protection of personal data, in particular
where the data subject is a child. Point

(f) of the first subparagraph shall not apply to processing carried out by public authorities in the
performance of their tasks.
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4 (11) ‘consent’ of the data subject means any freely given, specific, informed and unambiguous
indication of the data subject's wishes by which he or she, by a statement or by a clear affirmative
action, signifies agreement to the processing of personal data relating to him or her;

7}. any indication
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t}. freely given

1) AFEA o AF-E el 4= glojok kri(genuine and free choice)
(2) &3l glo] &2 AFY H3E|7F 7hssoF st
(3) 7(4) : Anv]~ ]% | Zall Aleke] o]sjo] HQdtA| 22 MAAE Aol 52|}

T AS 2o 3 AT AFEE dgdo] FoAA] e A

Recital 43 @ /AR E Hrolx s 5 A stAY, 2
12 o %Qé}ﬂ o™ AMH|x AFo] HA] =
Recital 43 : FHFA <} XqEcontroller Alolof &=

1S d NMAHEE A = 9
ot 53] F37|He] A5 Xél‘i—rﬂ]/] o= At

(4) o5 AuzoA A A, A, A Aol A 1 5t oW {3 fele] gl
BH. TE sHA @od A= AFY B S A=t o] fFel v A
oA FolE Wi AL AHFEE T} ofytl (WP 131, opinions on electronic
health records)®

& “free consent means a voluntary decision, by an individual in possession of all of his faculties, taken in the
absence of coercion of any kind, be it social, financial, psychological or other. Any consent given under the
threat of non-treatment or lower quality treatment in a medical situation cannot be considered as ‘free’ ... Where
as a necessary and unavoidable consequence of the medical situation a health professional has to process
personal data in an EHR system, it is misleading if he seeks to legitimise this processing through consent.
Reliance on consent should be confined to cases where the individual data subject has a genuine free choice and
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(®)

Fl

2}, 57 %, 314 ¥ (Specific and Informed)

(1) 545 oloF g ve Fou AF A HEw ool 3

&) Er‘%‘ﬁﬁoli gt

() A oA ook 3F HAF AP HA, AHcontroller7l F7-¢1A], FEFA
©] iﬂﬁ]ﬂ TolelR] o] mA|¥ar, etolof &1

4) 234 Fowl FoE A2 Jow = F s

4. oo 27

Article 7 Conditions for consent

1. Where processing is based on consent, the controller shall be able to demonstrate that the data
subject has consented to processing of his or her personal data.

2. If the data subject's consent is given in the context of a written declaration which also concerns
other matters, the request for consent shall be presented in a manner which is clearly
distinguishable from the other matters, in an intelligible and easily accessible form, using clear
and plain language. Any part of such a declaration which constitutes an infringement of this
Regulation shall not be binding.

3. The data subject shall have the right to withdraw his or her consent at any time. The
withdrawal of consent shall not affect the lawfulness of processing based on consent before its
withdrawal. Prior to giving consent, the data subject shall be informed thereof. It shall be as easy
to withdraw as to give consent.

4. When assessing whether consent is freely given, utmost account shall be taken of whether,
inter alia, the performance of a contract, including the provision of a service, is conditional on
consent to the processing of personal data that is not necessary for the performance of that
contract.

is subsequently able to withdraw the consent without detriment."

¥ “'where consent is required from a worker, and there is a real or potential relevant prejudice that arises from
not consenting, the consent is not valid in terms of satisfying either Article 7 or Article 8 as it is not freely given.
If it is not possible for the worker to refuse it is not consent.... An area of difficulty is where the giving of
consent is a condition of employment. The worker is in theory able to refuse consent but the consequence may
be the loss of a job opportunity. In such circumstances consent is not freely given and is therefore not valid. The
situation is even clearer cut where, as is often the case, all employers impose the same or a similar condition of
employment.”

10" Article 13 Information to be provided where personal data are collected from the data subject
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Acrticle 8 Conditions applicable to child's consent in relation to information society services

1. Where point (a) of Article 6(1) applies, in relation to the offer of information society services
directly to a child, the processing of the personal data of a child shall be lawful where the
child is at least 16 years old. Where the child is below the age of 16 years, such processing
shall be lawful only if and to the extent that consent is given or authorised by the holder of
parental responsibility over the child. Member States may provide by law for a lower age for
those purposes provided that such lower age is not below 13 years.

2. The controller shall make reasonable efforts to verify in such cases that consent is given or
authorised by the holder of parental responsibility over the child, taking into consideration
available technology.

3. Paragraph 1 shall not affect the general contract law of Member States such as the rules on
the validity, formation or effect of a contract in relation to a child.

3. ol MAARET
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1. Processing shall be lawful only if and to the extent that at least one of the following applies:

(b) processing is necessary for the performance of a contract to which the data subject is party or in
order to take steps at the request of the data subject prior to entering into a contract;

(c) processing is necessary for compliance with a legal obligation to which the controller is
subject;

(d) processing is necessary in order to protect the vital interests of the data subject or of another
natural person;

(e) processing is necessary for the performance of a task carried out in the public interest or in the
exercise of official authority vested in the controller;

(f) processing is necessary for the purposes of the legitimate interests pursued by the controller or
by a third party, except where such interests are overridden by the interests or fundamental rights
and freedoms of the data subject which require protection of personal data, in particular where the
data subject is a child.
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