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3 QA mAe Commission Decision 2000/520/EC of 26 July 2000 pursuant to Directive

95/46 on the adequacy of the protection provided by the safe harbour privacy principles and
related frequently asked questions issued by the US Department of Commerce (OJ 2000 L
215, p. 7).

Y19 E9E AAL https://twitter.com/maxschrems ©] T},

o] Age ATSE AY] PA o T JFS wola AP PR IS AY
(www.crowd4privacy.org)oll A 2,000% o] dx= 27xtE0] 60,0007 % o) 4SS 7= thar 3kt
http://www.europe—-v—-facebook.org/PA_ecj_date_en.pdf

-3-


https://twitter.com/maxschrems
http://www.crowd4privacy.org/
http://www.europe-v-facebook.org/PA_ecj_date_en.pdf

gt 9= WAl

Mo

] dde] WwA B4/ & gt 1 Yee o]So] FEa}ol
o] E (http://www.europe-v-facebook.org/)ell 2 g = o] it}

Start Objectives Procedures Data Pool Get your Data! Support us! mepia AL

Legal Procedure against “"Facebook Ireland Limited”

For years the shortcomings of Facebook's privacy practice have been discussed, thought and talked about. Besides
a couple of individual law suits there have been almost no consequences. Oftentimes we read that Facebook is a
US company and therefore we cannot do too much within Europe. Are you sure?

"If you are a resident of or have your principal place of business in the US or Canada, this
Statement is an agreement between you and Facebook, Inc. Otherwise, this Statement is an
agreement between you and Facebook Ireland Limited. References to "us,” "we,” and "our” mean
either Facebook, Inc. or Facebook Ireland Limited, as appropriate.”

(Facebook’s Terms, Chapter 18. "Other”)
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1 Pokes.

Pokes are kept even after the user “removes” them.

2 Shadow Profiles (Big Data).

Facebook is collecting data about people without their knowledge. This information
is used to substitute existing profiles and to create profiles of non-users.

3 Tagging.

Tags are used without the specific consent of the user. Users have to “untag”
themselves (opt-out).

Info: Facebook announced changes.

4 Synchronizing.

Facebook is gathering personal data e.qg. via its iPhone-App or the “friend finder”.
This data is used by Facebook without the consent of the data subjects.

-4 -


http://www.europe-v-facebook.org/
http://www.europe-v-facebook.org/
http://www.europe-v-facebook.org/
https://blog.facebook.com/blog.php?post=10150251867797131

5 Deleted Postings.
Postings that have been deleted showed up in the set of data that was received
from Facebook.
6 Postings on other Users’ Pages.
Users cannot see the settings under which content is distributed that they post on
other’s pages.
7 Messages.
Messages (incl. Chat-Messages) are stored by Facebook even after the user “deleted” them.
This means that all direct communication on Facebook can never be deleted.
8 Privacy Policy and Consent.
The privacy policy is vague, unclear and contradictory. If European and Irish
standards are applied, the consent to the privacy policy is not valid.
9 Face Recognition.
The new face recognition feature is an inproportionate violation of the users right to
privacy. Proper information and an unambiguous consent of the users is missing.
10 | Access Request.
Access Requests have not been answered fully. Many categories of information are missing.
11 | Deleted Tags.
Tags that were “removed” by the user, are only deactivated but saved by Facebook.
12 | Data Security.
In its terms, Facebook says that it does not guarantee any level of data security.
13 | Applications.
Applications of “friends” can access data of the user. There is no guarantee that
these applications are following European privacy standards.
14 | Deleted Friends.
All removed friends are stored by Facebook.
15 | Excessive processing of Data.
Facebook is hosting enormous amounts of personal data and it is processing alll
data for its own purposes.
It seems Facebook is a prime example of illegal “excessive processing”.
16 | Opt-Out.
Facebook is running an opt-out system instead of an opt-in system, which is
required by European law.
17 | Like Button.
The Like Button is creating extended user data that can be used to track users all
over the internet. There is no legitimate purpose for the creation of the data. Users
have not consented to the use.
18 | Obligations as Processor.
Facebook has certain obligations as a provider of a “cloud service” (e.g. not using
third party data for its own purposes or only processing data when instructed to do
so by the user).
19 | Picture Privacy Settings.
The privacy settings only regulate who can see the link to a picture. The picture
itself is “public” on the internet. This makes it easy to circumvent the settings.
20 | Deleted Pictures.
Facebook is only deleting the link to pictures. The pictures are still public on the
internet for a certain period of time (more than 32 hours).
21 | Groups.
Users can be added to groups without their consent. Users may end up in groups
that lead other to false impressions about a person.
22 | New Policies.

The policies are changed very frequently, users do not get properly informed, they
are not asked to consent to new policies.
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TOP SECRET/SI/ORCON §()1 N ¢ Hotmail Gox '(glt SRy Paltalk™ YD
. Gl e YAHOO! G oL s mail &

What Will You Receive in Collection
(Surveillance and Stored Comms)?
It varies by provider. In general:

Current Providers

+ E-mail
+ Microsoft (Hotmail, etc.) 2 Cl.lat—video, voice
« Google + Videos
s Yahoo! Photos
+ Stored data
» Facebook . VolIP
* PalTalk File transfers
* YouTube + Video Conferencing
= Skype « Notifications of target activity — logins, etc.
« AOL = Online Social Networking details
+ Apple + Special Requests

Complete list and details on PRISM web page:
Go PRISMFAA TOP SECRET//SI//ORCON/NOFORN

6 http://www.europe-v-facebook.org/EN/Complaints/complaints.html
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AN ‘RISM"

PRISM Program Cost: ~
$20M per year

| | | | | |
2007 2008 2009 2010 2011 2012 2013
TOP SECRET//SI/ORCON/NOFORN
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A& FA oo ghrhi= Aol At

To the

Data Protection Commissioner
Canal House, Station Road
Portarlington , Co. Laois
IRELAND

Maximilian Schrems

AUSTRIA Vienna, June 25" 2013

Complaint against Facebook Ireland Ltd — 23 “PRISM”
To whom it may concern,

This is a formal complaint against “Facebook Ireland Ltd” under section 10 of the Irish DPA and at the same
time also a request for a formal decision by the DPC. There is probable cause that “Facebook Ireland Ltd” is
breaking the Irish DPA and the underlying Directive 94/46,/EG and | kindly ask you to investigate the following

complaint, inform me about your findings and make a legally binding decision after a conducting fair trial.

(A7t 2013 63 25% OrYFE HAIFYEESFHTOIA MEh 23R Z2|Sah 2Azst MEA)
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Data Protection
Commissioner

An Coimisineir
Cosanta Sonrai

23 July 2013

Maximilian Schrems

AUSTRIA

Dear Mr. Schrems,

I refer to your recent correspondence to this Office which we have reviewed. Please find
below our assessment of the matters outlined in your correspondence.

The Irish Data Protection Acts 1988 and 2003 which transpose the 1995 EU Data
Protection Directive (95/46/EC) permits Irish based data controllers to contract with third
party data processors to provide services on their behalf, Section 2C(3) of the Acts refers.
Where those third party data processors are based outside the European Economic Area
(EEA), the Irish based data controller must also comply with Section 11 of the Data
Protection Acts 1988 and 2003 which specify conditions that must be met before personal
data may be transferred to third countries.

OFLE JHQIYEE Y| Aol Mo thet 7|2 SXI)

— —

T A2 WA Commission Decision 2000/520/EC of 26 July 2000 pursuant to Directive 95/46
on the adequacy of the protection provided by the safe harbour privacy principles and related
frequently asked questions issued by the US Department of Commerce (OJ 2000 L 215, p. 7)
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TRIBUNAL DE JUSTICIA DE LA UNION EURDPEA FURDPOS SAJUNGES TEISINGLMO TEISMAS
SOLDNI DVITR EVROPSKE UNIE AZ EUROPAI UNIO BIROSAGA
DEN ELROPAEISKE LINIONS DOMSTOL ;;:-‘q_r IL-QORTI TAL-GUSTIZZJA TAL-UNJONI EWROPEA
GERICHTSHOF DER EUROPAISCHEN UNION HOF VAN JUSTITIE VAN DE FUROPESE UNIE
ELROOPA LIDU KOHUS @ TRYBUNAL SPRAWIEDLIWOSCT UNI EURDPEISKIES
AKAETHMO THE EYPUIATKHE ENOXHE TRIBUMAL DE JUSTHA DA UNIAD EUROPEIA
COURT OF JUSTICE OF THE EUROPEAN UNION W CURTEA DE JUSTITIE A UNIUNI ELIROPENE
COUR DE JUSTICE DE L'UNION EURDPEENNE SUDNY DVOR EUROPSKE] UNIE
CUIRT BUREITHIONAIS AN ADNTAIS EORPAIGH SODISCE EVROPSKE UNLE
SUD ELROPSKE LNUE LUXEMBOURG EURDOPAN UNIONIN TUOMICISTUIN
CORTE DN GIUSTLZIA DELLUNIONE EUROPEA EURCOPEISKA UMIONENS DOMSTOL

JUDGMENT OF THE COURT (Grand Chamber)

6 October 2015 °

(Reference for a preliminary ruling — Personal data — Protection of individuals
with regard to the processing of such data — Charter of Fundamental Rights of
the European Union — Articles 7, 8 and 47 — Directive 95/46/EC — Articles 25
and 28 — Transfer of personal data to third countries — Decision
2000/520/EC — Transfer of personal data to the United States — Inadequate level
of protection — Validity — Complaint by an individual whose data has been
transferred from the European Union to the United States — Powers of the
national supervisory authorities)

In Case C-362/14,

REQUEST for a preliminary ruling under Article 267 TFEU from the High Court
(Ireland), made by decision of 17 July 2014, received at the Court on 25 July
2014, in the proceedings

Maximillian Schrems

v
Data Protection Commissioner,
joined party:
Digital Rights Ireland Ltd,
THE COURT (Grand Chamber),

composed of V. Skouris, President, K.Lenaerts, Vice-President, A Tizzano,
R. Silva de Lapuerta, T. von Danwitz (Rapporteur), S. Rodin and K. Jurimde,
Presidents of Chambers, A. Rosas, E. Juhasz, A Borg Barthet, ]. Malenovsky,
D. Svaby, M. Berger, F. Biltgen and C. Lycourgos, Judges,

(o] Abd e FAE 130
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Max Schrems
*YAY* #CJEU on #SafeHarbor:
SH invalid. DPC had to investigate.
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Safe Harbor Welcome to the U.S.-EU & U.S.-Swiss Safe Harbor Frameworks
» Safe Harbor Login/Certification dvi
Form Advisory:
| * Safe Harber Home On October 6, 2015, the European Court of Justice issued a judgment declaring as “invalid” the European
» U.5.-EU Safe Harbor List Commission’s Decision 2000/520/EC of 26 July 2000 "on the adequacy of the protection provided by the
» U.S.-Swiss Safe Harbor |_|5r_— safe harbour privacy principles and related frequently asked questions issued by the US Department of
Commerce.”

“ In the current rapidly changing environment, the Department of Commerce will continue to administer the
» U.S.-Switzerland Safe Harbor Safe Harbor program, including processi ubmissi for self-certification to the Safe Harbor Framework.
Eramework If you have questions, please contact the European Commission, the appropriate European national data
protection authority, or legal counsel.

» Safe Harbor Documents
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: The Court of Justice declares that the Commission’s US Safe Harbour Decision is invalid.
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Judgment in Case C-362/14 Maximillian Schrems v Data Protection Commissioner
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